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Abstract. With the emergence of various low-latency application scenarios in the Internet of
things (IoT), edge computing provides a series of low-latency computing modes such as real-
time data processing and real-time decision-making, supports multiple terminals, and solves
the problems of the existing cloud computing architecture. This paper proposes a channel
fingerprint data packet authentication method based on edge computing cooperation. The edge
server and smart terminal perform cooperative computing, make full use of the computing
power of the smart terminal, reasonably allocate the amount of computing tasks, and
effectively realize lightweight data packet authentication. The task running time is shortened
and the authentication efficiency is improved.

1. Introduction

In the past few years, the network architecture of Internet of things (IoT) relies on remote cloud
computing for mobile computing, network management control and data storage [1]. However, this
architecture cannot achieve low latency applications in some scenarios. Many industrial control
systems, such as manufacturing systems, smart grids, oil and gas systems and cargo packaging
systems, often require end-to-end delays between sensors and control nodes to be kept within
milliseconds [1-3]. With the increasing number of IoT devices, a large amount of data is generated, It
needs a lot of network bandwidth to transmit all these data to the cloud, and the delay is uncontrollable.
But for the IoT devices themselves, their resources are very limited, they cannot only rely on their own
limited resources to meet all their computing needs. In general, the traditional IoT network
architecture based on remote cloud mainly has the following three problems: (1) How to deal with low
delay; (2) How to transmit more data in the case of limited network bandwidth; (3) How to solve the
energy consumption of asymmetric resources.

In recent years, in order to solve the above problems, cloud computing mode has begun to turn to
the edge computing network. By introducing edge computing, edge intelligent services are provided at
the network edge side of the device or data source[2-5]. The basic architecture is shown in Figure 1.
The [oT devices form an edge computing network at the edge end, and then transmit to the remote
cloud computing network through the edge computing network. In this architecture, the IoT devices
interact with the edge computing nodes, and then preprocess the data, so as to reduce the data
exchange with the cloud, improve the efficiency of the solution in real time, and reduce the delay and
energy consumption of IoT solutions based on traditional cloud computing [3-6]. The IoT architecture
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after introducing edge computing mainly includes three layers: perception layer, edge computing
network layer and remote cloud computing network layer. This architecture is a feasible solution,
which has the characteristics of low energy consumption and low time delay, and has become a new
generation of [oT architecture [4].

The channel fingerprint data packet authentication method needs to be within the relevant time of
the channel, and the required real-time performance is high[7-15]. This paper proposes an edge
computing cooperative channel fingerprint data packet authentication method. The edge end
collaborates with an authenticated terminal to perform computational tasks based on task complexity.
Finally, the edge terminal will integrate the computing results and make corresponding judgments on
the data packet authentication terminal. This model can make full use of computing resources to
achieve real-time high authentication rate.
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Figure 1. Edge computing framework.

2. Channel Fingerprint Packet Authentication Method Based on Edge Computing Cooperation
The channel fingerprint data packet authentication method based on edge computing collaboration is
different from the radio frequency (RF) fingerprint identification authentication method based on edge
computing cooperation. Because the channel fingerprint data packet authentication process needs to be
within the channel fingerprint correlation time, its processing complexity is relatively small, but the
required real-time performance is high, so in the end-side cooperative computing mode under the edge
computing architecture, usually only a certified terminal device is selected for cooperative computing
with the edge end. This method can not only effectively realize lightweight data packet authentication,
but also realize real-time high authentication rate.
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Figure 2. Cooperative computing between terminal and edge side under the channel fingerprint data
packet authentication method.

Figure 2 shows the cooperative computing between a single terminal and an edge terminal based on
the channel fingerprint data packet authentication method. First, a handshaking connection is
established between a data packet authentication terminal and an edge terminal. After the handshake is
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completed, the edge terminal will execute a data packet authentication method based on channel
fingerprints and classify tasks according to its computational complexity, and then perform computing
tasks in coordination with an authenticated terminal. In the end, the edge terminal will integrate the
computing results and make corresponding judgments on the terminal for packet authentication. The
detailed process of the channel fingerprint data packet authentication method based on edge
computing collaboration is as follows.

(1) Since the computing task of the data packet authentication algorithm based on channel

fingerprint is less than that of radio frequency fingerprint identification, the total computing task W is
decomposed into the following forms

W =Kw (1)

Where K, W, are the amount of computing tasks to execute the packet authentication algorithm,

assuming that there is only one computing complexity task.

(2) Configure the corresponding parameter properties of the edge end and an authenticated terminal
device, including physical distance, storage calculation, transmission bandwidth, calculation speed,
etc., as follows:

(I,r,b,c) — (distance, storage, bandwidth, calculation speed) 2)
The edge end parameter attribute E, is
EO (IO :07 roy bO :01 SO ) (3)
The parameter attribute D, of a certified terminal device is:
Dl 1 by os) (4)
(3) Total time required for cooperative computing at the edge side
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Equivalent to matrix form
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Where W=Ww, is the total computing task consisting of only one complexity of computing task.
r=(r,r)" is the computing capacity of the edge end and one authenticated terminal device.
I=(l,=0,1,)" is the physical distance between one authenticated terminal device and the edge end,
where |, is to construct an equivalent matrix operation model, which means that the physical distance

of the edge end itself is always zero; c=(1/c,1/c)", where C is the propagation speed of light;
e=(L1)" represents the unit vector; k= K, represents the number of executions required for each

computing task of one computational complexity; b=(0,1/0)" , where b, is the transmission

bandwidth between the edge end and the first authenticated terminal device. 5= (1/s,1/s)", where s

and S, represent the computing speed of the edge end and one authenticated terminal device

respectively.
(4) Optimal solution of objective function:

X :[X10’X11] (7)

According to the optimal solution of the objective function, the amount of computing tasks to be
performed by the edge terminal and a certified terminal are as follows. The amount of computing tasks
at the edge end is

W = wixgg (8)
The amount of computing tasks of the certified terminal equipment is:
Wldevices — 1X11 (9)

Finally, by reasonably distributing the amount of computing tasks, the edge end and an
authenticated terminal device cooperate to perform data packet authentication based on channel
fingerprint.

3. Experiment and Simulation Analysis

The detailed process of the cooperative computing task between the edge end and a single terminal is
shown in Figure 3. It is assumed that the total computing task W to be processed by the edge end is
composed of computing tasks of one complexity, and the total number of times is K;. According to
the parameter attributes of the terminal and itself, the edge node gives a reasonable execution times
allocation strategy with the goal of the fastest cooperative computing speed. The edge node executes
ki, times, and the terminal node executes ky; times, so as to realize the process of edge computing
cooperatively allocating computing tasks.

W = Kw, —0(1)

K1 = km + k11
.I:(ll klg
Terminal node Edge node

Figure 3. The process of edge computing cooperatively assigning computing tasks.

In order to verify the effectiveness of the channel fingerprint data packet authentication method
based on edge computing cooperation, this paper has done related comparative experiments. The
experiment is based on an adaptive enhancement learning channel fingerprint packet authentication
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method. The algorithm based on adaptive enhancement learning needs to perform the training of the
offline decision model to realize the adaptive adjustment of the decision threshold in the data packet
authentication stage. In this paper, we will conduct the cooperative and non-cooperative task
assignment experiments of edge computing for the offline training process. The experiment is carried
out for the real MIMO-OFDM communication system. Through the realization of the three-party
authentication experiment, 500 channel fingerprints from different users based on amplitude statistics
were collected as offline training samples. In the adaptive enhancement learning algorithm, the
decision tree is selected as the weak classifier, the learning rate is set to 0.1, and the authentication rate
of the target offline decision model is set to 95%.

Aiming at the offline training process of edge computing collaboration, the experiment assigns
training samples to the edge end and a terminal device respectively, and the computing power of the
mobile terminal is weaker than that of the edge end. When the offline training model meets the target
authentication rate, the decision model is output, and the offline training process ends at this time. The
comparison experiment adopts the same parameter configuration, where the edge end needs to perform
an offline training process with the same amount of training samples until the target authentication rate
is met. By comparing the time delay in the offline training process of the two experiments, the
effectiveness of the method proposed in this paper is analyzed. The experimental results are shown in
Table 1. It can be seen from the results that the channel fingerprint data packet authentication method
using edge computing cooperative training is 0.95s faster than the non-cooperative method. The
method proposed in this paper provides a reliable guarantee for further realizing fast execution of data
packet authentication.

Table 1. Time delay comparison analysis results.

Scheme contrast Cooperative mode of edge Non-cooperative mode of edge
computing computing
Delay (s) 2.23 3.18

4. Conclusion

This paper presents a method for channel fingerprint data packet authentication with edge computing
cooperation. This paper adopts the channel fingerprint data packet authentication method of adaptive
enhancement learning, and conducts the edge computing cooperative and non-cooperative task
assignment experiments in the offline training process. The experiment is carried out for the real
MIMO-OFDM communication system. The channel fingerprint data packet authentication method
using edge computing collaborative training is 0.95s faster than the non-cooperative method. The
method proposed in this paper provides a reliable guarantee for further realizing fast execution of data
packet authentication.
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