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Abstract. Quantum cryptography allows distributing secure keys between two users so that 

any performed eavesdropping attempt would be immediately discovered. However, in practice 

an eavesdropper can obtain key information from multi-photon states when attenuated laser 

radiation is used as a source of quantum states. In order to prevent actions of an eavesdropper, 

it is generally suggested to implement special cryptographic protocols, like decoy states or 

SARG04. In this paper, we describe an alternative method based on monitoring photon number 

statistics after detection. We provide a useful rule of thumb to estimate approximate order of 

difference of expected distribution and distribution in case of attack. Formula for calculating a 

minimum value of total pulses or time-gaps to resolve attack is shown. Also formulas for 

actual fraction of raw key known to Eve were derived. This method can therefore be used with 

any system and even combining with mentioned special protocols. 

1.  Introduction 

To share a private message communicating sides must have a secure method to share a key first, 

what might be not obvious task. Quantum cryptography systems (QKD) [1] allow performing secure 

quantum key distribution between two or more users. The use of single photons in transmission 

technology provides the legitimate users (Alice and Bob) an ability to detect an eavesdropper (Eve) by 

monitoring quantum bit error level (QBER) on receiver side. QKD protocols are based on general 

principles of quantum physics, so unconditional security can be achieved. In this case protocols might 

guarantee security without any restrictions on the technological level of the eavesdropper. 

Security of QKD imposes restriction on the source of light, which must be true single-photon. 

There are several types of heralded true single-photon sources [2-4], even some most promising that 

function at room temperatures [5-8]. However this technology is immature and does not provide high 

photon emission rates. An obvious and easy (and also low-cost) solution to this problem is to use 

attenuated laser light with average energy per pulse or time-gap (in case of continuing distribution) 

less than energy of one photon [9]. Probability of particular number n of photon per pulse or time-gap 

emitted by source of coherent states can be described by Poisson distribution: 
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where    is average number of photons per pulse or time-gap and it can be chosen on purpose to make 

fraction of multi-photon states small. Since that attenuated coherent states source can be compatible 

with QKD system. Moreover several outstanding records were established by systems with weak laser 

source [10-12]. 

Nevertheless, security of these systems can in principle be compromised. Eavesdropper can exploit 

presence of multi-photon states and carry out photon-number splitting (PNS) attack [13]. She performs 

quantum non-demolition measurement (QND) on each of the quantum systems going from Alice to 

Bob; this technique claims to measure number of photons without disturbing quantum states [14 - 16]. 

If the number of photons is more than one, then Eve can divide photons (for example by using an 

adjustable beamsplitter) in two parts - one of them follows to Bob, and the rest Eve stores in her 

quantum memory. She can control the fraction of photons but set apart at least one photon. Since this 

attack introduces no errors, it cannot be detected by authorized partners if it is assumed that Bob has 

access only to the average detection rate, and not to the statistics of the photons he receives; this type 

of attacks is one of the most inconvenient. 

PNS attack has been previously studied, and two counteractive methods were developed. The first 

is SARG04 protocol [17], which adds extra non-orthogonal bases and strong reference beam. The 

second commonly used technique is called decoy states [18] – PNS attack is detected with help of 

additional set of states with mean number of photons not equal to mean number    as for a signal state.  

These methods do not rely on full analysis of photon number distribution although this might be 

another efficient way to detect PNS attack. The reason is that counter-PNS researches have been done 

before any of photon-number resolving (PNR) devices were demonstrated experimentally. There are 

two main methods to achieve photon-number resolving. One direct approach to reach photon-number-

resolving capability is to simply break the detector active area into many distinct areas or pixels, so 

that each can register a photon independently of the others [19]. The second is to find proper material; 

there are devices whose output is inherently proportional to the number of photons, even if their 

detection efficiency might be low and their proportional response ultimately saturates at high input 

photons levels, for example [20]. Thus PNR devices provide information about number of photons in 

pulse or time-gap with high fidelity. One of the most promising devices is superconducting nanowire 

single-photon detector (SNSPD) [21]. It was shown that it can resolve up to 12 photons (depends on 

number of pixels). Detection efficiency for these devices is up to 60 % (using cavity) and repetition 

rate is up to 1 GHz [22]. We chose this type of detector for further simulations. 

Goal of this paper is to consider possibilities of detecting PNS attack using photon-number 

resolving (PNR) detectors by Bob [23]. Compared to previous mentioned methods, using PNR 

detectors is efficient way to prevent eavesdropper actions with neither changes in protocol nor 

decreasing of key rate, which also can be implemented with any kind of QKD system, even combing 

with two existing methods. 

2.  Considered model 

In this paper we expand previous research [24], where first attempts to describe advantages of PNR 

detectors were shown, by taking into account losses in fibers and detection efficiency of real devices. 

As a model for simulations we use ideal laser sources with    = 1, 100 km of optical fiber SMF-28 with 

0.2 dB/km losses and a detector with 60% quantum efficiency. All splicing and other small fractions 

of losses are supposed to be negligible. Eavesdropper is considered to operate at the beginning of 

quantum channel and to not know basis of each obtained photon; this kind of assumptions is to 

estimate upper bound of known-to-Eve part of key. Also we use approximation of infinitely long keys.  
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It is well-known that losses introduce changes in Poisson distribution as additional attenuation as 

follows: 

         
       

  
                                                                          

where    is transmission efficiency of optical fiber line. However this way of representation is 

inconvenient because it provides not much information about interconnection of initial distribution 

         and final one         , thus there is another one: 

                    
  

         
         

 

   

                                               

where       is total loss. We should expect transform with the same kernel for detector as 

follows: 

                    
  

         
                  

 

   

                                     

where QE is quantum efficiency of the detector.  

In case of PNS attack, when Eve split one photon from each pulse or time-gap at the beginning of 

quantum channel where is no losses, distribution of multi-photon states can be shown as follows: 

          

                                                                                            

                                                                             

                                                                                      

  

This distribution can be put into transformations (3) and (5) instead of          to obtain final 

distribution              in case of PNS attack, so the goal is to distinguish two final distributions. 

3.  Method description 

If Bob has access to information of multi-photon distribution, he can discover PNS attack. In 

this case it modifies distribution of number of photons arrived to Bob; to estimate an order of the 

deviation one can apply rule of thumb as follows: 

        

            
 
   

  
                                                                     

However, difference in multi-photon distribution can be resolved within limits of appropriate 

confidence only for small number of photons. Actually there is a trade-off between increasing 

maximal number of photons which Bob should consider and increasing of total number of pulses or 

time-gaps per session as following: 

           
                       

                     
 

 

                                            

where z is chosen according to “68–95–99.7” rule (also known as “3σ rule”): for z = 1 random number 

of pulses of time-gaps will be within limit of confidence with 68% probability, for z = 2 with 95% 

probability, for z = 3 with 99.7% probability and so on. Thus for chosen      there is minimum value 

of total pulses or time-gaps         to resolve PNS attack. For instance,              for z = 5 

and    = 1. 

Using introduced notation it is easy to estimate potential known-to-Eve part of raw-key with 

no losses:  
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where       is constant depending on particular protocol and information known by Eve about 

bases of photons. For estimations on upper bound here and later in text we assume      . Also we 

provide a general formula including total losses in fiber and QE of detector as follows: 

  
                                   

                  
                                             

Thus potential known-to-Eve fraction of key is 50% for mentioned parameters of system. 

However Eve can resend the taken photon. Let us consider this case, where eavesdropper 

may not know right basis of photon, so she prepares state in random basis. In part of events she will be 

right and keep proper amount of photons in pulse or time-gaps, but in other part of events resent 

photon will not recover distribution. Hence there will be mixture of expected distribution and 

distribution in case of pure PNS, so PNR device can be useful even in case of PNS with resend, 

however it requires higher amount of total pulses or time gaps to resolve attack. 

4.  Results and conclusions 

As a result of research, a method of defending against PNS attacks on quantum key distribution 

system with coherent light source was analyzed, including brief review of the problem. The use of 

detectors which resolve multi-photon states allows revealing PNS attack by analyzing statistics on 

receiver’s side. The ability of using these detectors to ensure security against PNS attack was studied. 

There is always a trade-off between increasing maximal number of photons which Bob should 

consider to reveal most actions of eavesdropper and increasing of total number of pulses, what might 

greatly increase the time of single session.  In particular, expressions of the efficiency of PNS attack 

on quantum key distribution system with coherent light source were derived to provide one’s general 

estimations. Moreover, the method does not exclude possibility of combining with other known 

methods and can be used with any quantum cryptography setup without any hardware additions. 
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