
Journal of Physics: Conference
Series

     

PAPER • OPEN ACCESS

A Review Analysis on Face Recognition System
with User Interface System
To cite this article: Amrendra Tripathi et al 2021 J. Phys.: Conf. Ser. 1854 012024

 

View the article online for updates and enhancements.

You may also like
Transport Infrastructure Investment: A
Comparative Analysis between China,
Russia and India
T Bangaraju, P Aneja and B Mishra

-

Clustering based Multi-modality Medical
Image Fusion
Rashmi Dhaundiyal, Amrendra Tripathi,
Kapil Joshi et al.

-

An Analytical Model of the Influence of
Grain Size on the Mobility and Transfer
Characteristics of Polysilicon Thin-Film
Transistors (TFTs)
Navneet Gupta and B P Tyagi

-

This content was downloaded from IP address 18.225.35.81 on 03/05/2024 at 04:46

https://doi.org/10.1088/1742-6596/1854/1/012024
https://iopscience.iop.org/article/10.1088/1755-1315/1084/1/012065
https://iopscience.iop.org/article/10.1088/1755-1315/1084/1/012065
https://iopscience.iop.org/article/10.1088/1755-1315/1084/1/012065
https://iopscience.iop.org/article/10.1088/1742-6596/1478/1/012024
https://iopscience.iop.org/article/10.1088/1742-6596/1478/1/012024
https://iopscience.iop.org/article/10.1238/Physica.Regular.071a00225
https://iopscience.iop.org/article/10.1238/Physica.Regular.071a00225
https://iopscience.iop.org/article/10.1238/Physica.Regular.071a00225
https://iopscience.iop.org/article/10.1238/Physica.Regular.071a00225
https://pagead2.googlesyndication.com/pcs/click?xai=AKAOjsvwpvcRe_tTybO892Pnlntcj8RYbqBDAT4-o2Edu44m8gG-yexgnAW8CAAWM8-a-SZnHASRIwOZ8U3m87K85VJ7XT1bedNqOR3DWpnQFHjJA0j1NTkddLPlGppH7DDO50PTDoQxMBZ-hu5ewJim86ZogrII7_zRmNXZkNaED6jFf05JqVHNYdaNoqjCHS1AiL3YgKwr4uZGoundFDt2JG5p-hyFwwHoCdKzbGJOxtq-FeS9mlFjscH-pYgFVSARHg6FO1iqI6CMed22_BYuniN3Y8Nb59KbpR6R-OUxLNACe-vlsPzE9ta7zrcyEei5MCM2p-ckxpbZCArvK8EyX7jmpG42EQ&sig=Cg0ArKJSzBuwhO5ROGhd&fbs_aeid=%5Bgw_fbsaeid%5D&adurl=https://iopscience.iop.org/partner/ecs%3Futm_source%3DIOP%26utm_medium%3Ddigital%26utm_campaign%3DIOP_tia%26utm_id%3DIOP%2BTIA


Content from this work may be used under the terms of the Creative Commons Attribution 3.0 licence. Any further distribution
of this work must maintain attribution to the author(s) and the title of the work, journal citation and DOI.

Published under licence by IOP Publishing Ltd

FEST 2020
Journal of Physics: Conference Series 1854 (2021) 012024

IOP Publishing
doi:10.1088/1742-6596/1854/1/012024

1

A Review Analysis on Face Recognition System with User Interface System 
 
 

Amrendra Tripathi1, Rahul Sharma2, Minakshi Memoria3, Kapil Joshi4, 
Manoj Diwakar5, Prabhishek Singh6,* 
 

1Department of CSE, UPES, Dehradun, India 
2Department of CSE, Chandigarh University, Mohali, India 
3,4Department of CSE, UIT, Uttaranchal University, Dehradun, India 
5Department of CSE, Graphic Era deemed to be University, Dehradun, India 
6 Department of CSE, Amity School of Engineering and Technology, Amity 
University Uttar Pradesh, Noida, India 
 
1tripathiamrendra@gmail.com 
2prof.rahuls@gmail.com 
3minakshimemoraia@gmail.com 
4kapilengg0509@gmail.com 
5manoj.diwakar@gmail.com 
6prabhisheksingh88@gmail.com 
 
*Corresponding author email: prabhisheksingh88@gmail.com 
 
Abstract: Face recognition is the most advanced way of authentication and 
authorization and it has been developed a lot since the last decade and such systems 
are now popular in fields such as security and commerce. This work revolves around 
facial recognition based automated user management system with active learning 
features the proposed work uses a combination of a couple of technologies to build 
such a system for user keeping which is foolproof and secure it also adds active 
learning to counter the problem of changing faces in youngsters. The system is 
recommended for schools, universities, corporate offices, and prisons. 
 
Keywords:  Automated User management system, Face recognition system, 
Machine learning, FACENET,  MTCNN. 

 
1. Introduction 
The conventional methods of keeping user in use are manual roll call and fingerprint-based 
biometrics [1]. However, there exist some advanced methods too, for example, barcode [2] and 
QR code [3] based systems but some of these are highly vulnerable to security as authentication 
can be compromised and many require manual human interaction, therefore, user systems can be 
improved to overcome such issues. 
User can be managed by using an automated system or manual system. A manual system involves 
a human or supervisor while an automated system can function independently without any human 
interactions. 
This paper aims to introduce facial recognition based automated user management systems. The 
face is unique to an individual and hence can be used to mark user [4], automating this process 
helps the organizations in many ways by saving time and providing a highly secure system. 
Machine learning [5] and deep learning are used to detect and recognize faces. In addition to that 
image processing will also be required to assist the whole process. 
Face Recognition is already being proposed for user systems but face recognition is relatively a 
new field and is in continuous development [6], along with that it is known that the facial features 
of young children and teenagers change with their growth, thus, it requires such a system that can 
continuously maintain and improve its performance with the changing features of the users. This 
paper provides a method to improve the facial recognition system with changing facial features 
[7]. 
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Figure 1. A Basic architecture of user system 

 
2. Literature Review 
QR/ Bar Code based user requires the user to scan their card and register their presence. The 
system can be easily fooled by placing someone else’s card. This may affect the marking criteria 
of many universities [8] and schools where user contributes to grades. The fingerprint biometric 
systems are still the most reliable in this case but it has one flaw that it requires manual input of 
the user fingerprint and thus it results in the formation of queues [9] as a large number of users 
rush to mark their user at locations where the device is placed. Additionally, when there is a large 
number of users in the organization [10] multiple devices need to be installed. Hence, fingerprint 
user consumes time and can be costly [20-22]. 

 
3. Proposed Work 
 
The proposed system gives an approach to mark an individual's user using their facial features. It 
functions through frame by frame processing of live feed obtained from a camera to find a face 
[11]. Upon face detection, the area in frame occupied by face is considered as the region of 
interest, and various operation like  color-correction and face alignment is done to obtain better 
results followed by feature extraction [12]. Collected features are then processed by the trained 
model which yields the result subjected to the confidence score. An Illustration of the proposed 
architecture is given in Fig 2. The proposed system uses MTCNN (Multi-Task Cascaded 
Convolutional Neural Networks)[4]. The performance and accuracy of MTCNN is state of the art 
and is being used in the development [23].  
 
The process of feature extraction from the region of interest is done using FACENET [5]. It is 
developed by Google and used to extract the features from the face which is very crucial for facial 
recognition [24]. The proposed system also has self-learning capability and thus it works by 
updating the model automatically after regular intervals to perform efficiently with changing 
features of the children and adults. The user data will be stored on a server and can be retrieved 
when required using APIs (application programming interfaces). 
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Figure 2.  Proposed System architecture 

 
4. Methodology 

The automated user management system involves many steps which include face recognition, 
Active learning and database. Each of the parts is explained in great detail further in this paper. 
 
4.1 Face Recognition 
It is a two-step process first the face data or features are collected and stored to train a machine 
learning model and second the model is used to recognize the trained faces. The detailed 
description of each step is described below. 
 
Registration in the proposed system is the one time process of collecting the required data 
(pictures of each person) and train the machine learning model such that it can be used for 
recognition. The registration in face recognition can be divided in to further steps: 
 

 Data collection: In this phase, several photos of each individual will be captured and 
stored in a directory. 

 Preprocessing: In this phase, faces will be detected and aligned. Only the region of 
interest will be stored. 

 Embedding collection: The dataset to be trained consists of the collection of embeddings 
derived from every image from pictures. 

 Training: In this phase, the model will be trained on the collected data. 
 
Recognition gives the user information based on that their presence will be marked. The 
recognition in face recognition involves further steps: 

 Data collection: Live feed from the camera will send individual frames for processing. 
 Face detection and alignment: This phase is responsible for face detection, followed by 

which the face will be aligned to improve the accuracy of the recognition. 
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 Embedding collection: in this phase, face embeddings will be collected by processing the 
region of interest. 

 Face recognition: In this phase, embeddings will be fed to the trained model, which will 
yield a label corresponding to the user's identity. 

 

 
Figure 3.  Facial Recognition representation 

 
4.2 Incorporation of Active learning 
The facial features of children in their early years have been observed to change at a faster rate as 
compared to adults and thus, it might impact our system. To counter this issue, we need to design 
our system in a manner that enables it to keep learning with time. Active learning can be 
employed to make the system even more powerful so that it can work with changing facial 
features. To implement active learning, we will store the frame which is responsible for the 
successful marking of user. In this manner, we will have new data that can be combined with the 
previous dataset [13] and trained at regular intervals. To make this process even more efficient, 
cloud resources can be employed to train the new dataset overnight. 
 

 
Figure 4. Active learning in the proposed system 

 
5. Availability of Data and Materials 
The database implemented on the server contains the information of each user for example name, 
user id, and other relevant information along with a timestamp.  The marking and retrieval of the 
user can be done using CRUD APIs [14]. 

 
6. Results Analysis 
The proposed system has been implemented and tested in python programming language and the 
system works fine. The outcome is shown in figure 5.  
The proposed system has some shortcomings though which are mentioned below: 

 The system is unable to mark user in a darker room or at night. However, this problem 
can be fixed by having a light source mounted with the system and when the system 
detects dark frames it should turn the light source on automatically using. 

 The system is slow and lags on the average system. However, with GPU enabled modern 
computers or using cloud computing this problem can easily be solved. 
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Figure 5. Face recognizing user interface system 

 
 

Table 1: Test results analysis on face recognition with user system interface 

No. of 
Test 

No. of  
Person 

Time for 
login (s) 

No. of 
frames for 
recognition 

Average 
credibility 

No. of error 
recognition 

1 A - 3 0.879 0 
2 A 15 7 0.584 0 
3 B - 10 0.693 0 
4 A ∞ 10 0.920 0 
5 A 12 10 0.822 0 
6 B 18 11 0.403 0 
7 C - 10 0.921 0 
8 A ∞ 11 0.784 0 
9 C 11 10 0.592 0 
10 A - 10 0.920 0 
11 B - 11 0.738 0 
12 A 16 10 0.992 0 
13 A ∞ 10 0.502 0 
14 B - 7 0.692 0 
15 B 17 9 0.962 0 
16 B - 10 0.873 0 

 
Table 1 shows the login time and error detection using user interface system. Numbers of frames 
are divided to calculate average credibility. Login time consumed as well as well detection area of 
any object, in terms of object we captured one scene and recognized from the scale of pattern. 
 
7. Conclusion 
Face recognition devices are commonly associated with very costly top-secure implementations. 
Currently, the key devices have evolved and, due to automation and growing computing power, 
equipment costs are dramatically declining. All applications of the facial recognition technology 
are now cost-effective, reliable and extremely precise. 

 
 



FEST 2020
Journal of Physics: Conference Series 1854 (2021) 012024

IOP Publishing
doi:10.1088/1742-6596/1854/1/012024

6

 

Reference 

[1] Sarkar, A., & Banerjee, R. K. (2020). A Review on Fingerprint Based Biometric User System. 
doi: 10.36375/prepare_u.a72  
 
[2] Lakshmisudha, K., Shinde, S., Thomas, T., & Abdugani, A. (2015). Barcode based Student 
User System. International Journal of Computer Applications, 119(2), 1–5. doi: 10.5120/21036-
3147  
 
[3] Smart User System Applying QR Code. (2017). May 22-24, 2017 Kuala Lumpur (Malaysia) 
ICLTET-2017, ACBES-2017. doi: 10.15242/iie.e0517002  
 
[4]  Xiang, J., & Zhu, G. (2017). Joint Face Detection and Facial Expression Recognition with 
MTCNN. 2017 4th International Conference on Information Science and Control Engineering 
(ICISCE). doi: 10.1109/icisce.2017.95  
 
[5]Florian Schroff, Dmitry Kalenichenko, and James Philbin, FaceNet: A Unified Embedding for 
Face Recognition and Clustering (2015), arxiv.org 
 
[6] Mohammed Javed, Bhaskar Gupta, ”Performance Comparison of Various Face Detection 
Techniques” ,International Journal of Scientific Research Engineering & Technology (IJSRET) 
Volume 2 Issue1 pp 019-0027 April 2013 www.ijsret.org ISSN 2278 – 0882 IJSRET @ 2013 
 
[7] M.H. Yang, D. J. Kriegman, N. Ahuja, “Detecting faces in images: A survey”, IEEE 
Transaction on Pattern Analysis and Machine Intelligence, Vol. 24 (1), pp.34-58, 2002. 
 
[8] Lin-Lin Huang, Akinobu Shimizu, Yoshihiro Hagihara, Hidefumi Kobatake ,”Face detection 
from cluttered images using a polynomial neural network”, Elsevier Science 2002 
 
[9] U. KreQel, J. SchRurmann, “Pattern classification techniques based on function 
approximation, in: H.Bunke, P.S.P. Wang (Eds.), Handbook of Character Recognition and 
Document Image Analysis”, World Scienti5c, Singapore, 1997, pp. 49–78. 
 
[10] Yue Ming, Qiuqi Ruan, Xiaoli Li, Meiru Mu, ” Efficient Kernel Discriminate Spectral 
Regression for 3D Face Recognition”, Proceedings Of ICSP 2010 
 
[11] S. Liao, A. K. Jain, and S. Z. Li, “A fast and accurate unconstrained face detector,” IEEE 
Transactions on Pattern Analysis and Machine Intelligence, vol. 38, pp. 211–223, 2016. 

[12] S. Yang, P. Luo, C. C. Loy, and X. Tang, “Wider face: A face detection benchmark,” in 2016 
IEEE Conference on Computer Vision and Pattern Recognition (CVPR), June 2016, pp. 5525–
5533. 

[13] Zhang, Yang & Lv, Peihua & Lu, Xiaobo. (2018). A Deep Learning Approach for Face 
Detection and Location on Highway. IOP Conference Series: Materials Science and Engineering. 
435. 012004. 10.1088/1757-899X/435/1/012004. 
 
[14] Jigar M. Pandya, Devang Rathod, Jigna J. Jadav,” A Survey of Face Recognition approach”, 
International Journal of Engineering Research and Applications (IJERA) ISSN: 2248-9622 
www.ijera.com Vol. 3, Issue 1, January -February 2013, pp.632-635. 
 



FEST 2020
Journal of Physics: Conference Series 1854 (2021) 012024

IOP Publishing
doi:10.1088/1742-6596/1854/1/012024

7

[15] Joshi, Kapil and Kirola, Madhu and Chaudhary, Sumit and Diwakar, Manoj and Joshi, N.K., 
Multi-Focus Image Fusion Using Discrete Wavelet Transform Method (March 14, 2019). 
International Conference on Advances in Engineering Science Management & Technology 
(ICAESMT) - 2019, Uttaranchal University, Dehradun, India. 
 
[16] Joshi, K., Joshi, K, N., Diwakar, M. Image Fusion using Cross Bilateral Filter and Wavelet 
Transform Domain. International Journal of Engineering and Advanced Technology (IJEAT)- 
Volume, 8, 110-115. 
 
[17] Dhaundiyal, R., Tripathi, A., Joshi, K., Diwakar, M., Singh, P. Clustering based Multi-
modality Medical Image Fusion. Journal of Physics: Conference Series- Volume-1478 (2020) 
012024, doi:10.1088/1742-6596/1478/1/012024  (Rashmi Dhaundiyal et al 2020 J. Phys.: Conf. 
Ser. 1478 012024) 
 
[18] Kumar, R., Singh, G., Joshi, K. Emotion Recognition System using Local Binary Pattern. 
International Journal of Inventive Engineering and Sciences (IJIES)-Volume, 5. 
 
[19] Joshi, K., Joshi, K, N., Diwakar, M., Tripathi, N, A., Gupta, H. Multi-Focus Image Fusion 
using Non-Local Mean Filtering and Stationary Wavelet Transform. International Journal of 
Innovative Technology and Exploring Engineering (IJITEE)-Volume,9, 344-350. 
[20] Singh, Prabhishek, and Raj Shree. "Quantitative Dual Nature Analysis of Mean Square 
Error in SAR Image Despeckling." International Journal on Computer Science and Engineering 
(IJCSE) 9.11 (2017): 619-622. 
[21] Singh, Mehul, Prabhishek Singh, and Pramod Kumar. "An Analytical Study on Cross-Site 
Scripting." 2020 International Conference on Computer Science, Engineering and Applications 
(ICCSEA). IEEE, 2020. 
[22] Singh, Prabhishek, and Raj Shree. "A New Computationally Improved Homomorphic 
Despeckling Technique of SAR Images." International Journal of Advanced Research in 
Computer Science 8.3 (2017). 
[23] Kidwai, Abdullah, et al. "A comparative study on shells in Linux: A review." Materials 
Today: Proceedings (2020). 
[24] Singh, Mehul, Prabhishek Singh, and Pramod Kumar. "An Analytical Study on Cross-Site 
Scripting." 2020 International Conference on Computer Science, Engineering and Applications 
(ICCSEA). IEEE, 2020. 

 


