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Abstract. A new artificial intelligence security design which is face recognition with eye
blinking login system is proposed. It aims to strengthen the security account for each user using
artificial intelligence technology and increase speed and user convenience for security during
login. The face of a person cannot be copied and it can replace the username of the user, while
eye blinking detection is another step for double verification replacing the password of a user. It
is a two-step verification process that can be applied to all sorts of account login field so that this
technology can replace the old school username with a password security system. The
recognition system used a real-time where it is reducing the number of hackers in the field as it
is impossible to hack a person’s real-time face. The proposed system has been tested and
analyzed the functionality by accessing the personal account in the university’s portal.

1. Introduction

This project is to propose a new two-step verification for the security system for every user of any
system. With this new security system, it can reduce the time used to key in every account’s username
and password to log in to the system which will increase the speed of logging into online accounts
especially for business accounts. Besides that, this security verification can increase security by using
the owner’s face as the username of the account as each person’s face are unique and almost impossible
to be hacked. Furthermore, it also increases the security by adding a blinking procedure after the face
recognition to confirm the person is a real-time user instead of a robot or picture. For example, the owner
of the account must first be identified and verified by the database of the system before proceeding to
the eye blinking procedure. By surpassing both of the verification steps, only the person can log in to
their accounts into the system such as bank accounts or company accounts or more.

2. Methodology

In this project, Python and Open CV are used to perform the coding and simulation. The security
verification system is separated unto three parts; which is face recognition, eye blinking, and account
logging in.
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2.1. Face Recognition

Face recognition is a recognition method used to identify faces and appearance of human individuals
whose images are saved in the data set. [1] It has become one of the very highly demanded applications
in the last two decades, mostly due to the new artificial intelligence technologies developed and the high
quality of the current videos and cameras in our daily lives. [2] Face recognition from an image or video
is processed by extracting, crop, and resized the facial images, and then it is converted to a grayscale
image. [3] The face recognition algorithm is in charge of searching for characteristics which is the best
pair to the image. [4] The face recognition systems can operate basically in two modes, which are known
as verification or validation of a human facial image and identification or facial recognition. For
verification or validation of a human facial image, it mainly matches the input of the facial image with
the facial image connected to the user which requires the authentication. It can be said as a principally
1x1 comparison between images. While for the identification or facial recognition, it mainly matches
the input of a facial image with all the facial images from a dataset with the main reason to search the
user that matches that face. It can be described as a 1xXN comparison. There are several types of face
recognition algorithm. For this project, Open CV face recognition is used as illustrated in Fig 1. Deep
learning is also used to apply face detection, which detects the presence and location of a face in an
image, but does not identify it. It also used to extract the 128-d feature vectors which are called
embedding that quantifies each face in an image.

Input Image Detect Transform Crop

Deep Neural Network

Representation Clusterang
—> . é Similarity Detection
1280 uit ypersphars assmcatlon

Fig. 1 shows the flow chart of Open CV face recognition algorithm [5]. OpenCV is used to facilitate
face recognition. By using deep learning and OpenCV together, it can detect faces, compute 128-d face
embeddings to quantify a face, train a Support Vector Machine (SVM) on top of the embeddings and
then recognize faces in images and video streams.

2.2. Eye Blink Detection

By using facial landmarks to detect significant parts of the face, including eyes, eyebrows, nose, ears,
and mouth, this also indicates that it can extract particular facial structures by determining the indexes
of the particular face parts.

Because of only focusing on blink detection, two groups of facial structures which are the eyes play the
most important role of all. Each of the eyes is represented by 6 (x, y)-coordinates, which begins from
the left corner of the eye and then waging clockwise around the remainder of the region of the eyes. [6]
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This project requires a formula named as the Eye Abstract Ratio formula to detect the difference of the
eye landmarks when the eye is wide open and tightly closed. The concept of the EAR is illustrated in
Fig. 2. [7-8] When the eye is wide open, the EAR will be approximately in constant value, when the eye
is closed, the EAR will drop sharply and there is when it detects a blinking effect. While in Fig. 3 shows
the difference value of EAR when the eye is in blinking condition or not.

|p2 — psl| + ||lp3 — ps5|
2|lp1 — pa|

EAR =

Fig. 2 shows the formula of the EAR for Eye Blinking Detection [9]. P2 and P3 is the upper eye arch,
P1 and P4 is the side of the eye, P6 and PS5 is the lower eye arch.

Fig. 3 shows the simulation graph of the EAR formula for Eye Blinking Detection [9]. When the eye is
wide open, the EAR value is high and constant. Once the eye is shut when a blink occurs, the EAR value
will drop instantly to a low value and it will rise back to the higher value when the eye is back open.
This will indicate a blink happens and the blink count will count to 1.

2.3. Automated Login System

In this project, our university’s portal webpage which is the UniMAP portal is used to perform the
logging in after an eye blinking detection is determined. Fig 4 shows the webpage that will be used for
testing purpose. The security system design allows automating login to the owner’s account in the
university portal. A type of third-party library named Selenium is needed to be applied to operate this
purpose. [10]

The Python script is edited to assign the specific customized website page URL which is the university
portal webpage and the username with the password of the person of the owner. After saving the
username and password database of the page source into the script, the auto login system will be
performed every time the two-step verification is surpassed.
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Fig. 4 shows the login webpage for the university’s portal. Once both of the face recognition and eye
blinking verification step is done, the owner’s ID and password will be automatically key in into the
blank space and it will auto login into the personal account.

3. Results
3.1. Face Recognition
The results for face recognition are showed in Fig. 5. Real-time face recognition comprises face

detection from a series of frames from a video- capturing device. The area of the frame that is different
can be identified and the individual detected is label on top of the frame box.

7 Frame - O X

Fig. 5 shows the results of face recognition of the first verification step of the system. The name of the
owner “Kai Qi” and the percentage of accuracy is shown in the frame.

However, if the person blocks their face from the real-time webcam, the design will not detect any faces
or label any predicted names on the frame box as the person in front of the camera is not identified
properly. This can be the same as applying glasses, books, accessories, and more. Thus, there is no face
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detected within the camera and there is no person identified and predicted from the design. Fig. 6 shows
the example of an unidentified face due to obstacles covered the face.

7 Frame == m} x

Fig. 6 shows the face is being covered or blocked with obstacles, the face recognition will not be able
to detect any faces saved in the database.

3.2. Eye Blink Detection

Facial landmarks for eye blinking detection is been implemented and add inside the design. In terms of
theory, the facial landmarks for both eyes are detected, the eye aspect ratio is computed for each eye,
which gives us a singular value, relating the distances between the vertical eye landmark points to the
distances between the horizontal landmark points. The value of the EAR is used to determine whether
the person is blinking or not. The EAR ratio will remain constant when the eyes are open. If the person
closed the eye, the EAR will rapidly approach zero. Thus, the value of constant and approaching zero is
used in determining the person is blinking the eyes. Fig. 7 shows the EAR value during the initial stage
or before blinking the eyes. Based on the width and height of the eye corner of the user, the EAR
calculated when the eye widely open is approximately 0.33 theoretically. In real-time video, the
calculation might differ as there is real-life motion going on during the eye blinking detection.

The calculation for wide-open eyes:
B ||1cm|| + |[1cm]||

EAR
2 |[3cml||
2cm
EAR = —
6cm
EAR = 0.33
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Fig. 7 shows the EAR results for the eyes that are wide open are approximately 0.31 which is a large
and constant value, there is no decrease in value thus there is no changes in the count of eye blinks. The
calculations are correct.

Fig. 8 shows the results of eye blinking detection and EAR value. There are no blinks detected yet thus
the blink count is 0. The eyes are shut thus the EAR shows a smaller value. This part is where the design

indicates that there is a blink ongoing. For example, based on the width and height of the eye corner of
the user, the EAR calculated when the eye is tightly shut is approximately 0.067 theoretically.

The calculation for eyes tightly shut:

B ||0.26m|| + |]0.2cm||

EAR
2 ||3cm||
0.4cm
EAR =
6cm
EAR = 0.067

The EAR results for the eyes that are tightly shut during the real-time video is 0.07 which is a small
value, there is a large decrease in value thus there are will be changes on the count of eye blinks. The
calculations are correct during real-time eye-blinking detection.
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Fig. 8 shows the information of the eyes during the blink is going on, the EAR value at this point will
be smaller and falls below the threshold level. Thus this marks that there is a blink going on.

Fig. 9 shows the results of eye blinking detection for the system. Once a blink is detected, the blink
count will change to 1 because the EAR value had returned to the large and constant value which is 0.33

within a range for a wide-open eye.

5 Frame = O x

Blinks:

Fig. 9 shows the results of eye blinking detection for the system. Once a blink is detected, the blink
count will change to 1. The real-time video for eye blinking detection is accurate. This will let the system
proceed to the next step which is the automated login system.

Calculation for wide open eyes:

_ [l1em|| + ||1em]|

EAR
2|[3cml|
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6cm
EAR = 0.33

3.3. Automated Login System

A script is designed to log in into the account of the owner on the university portal webpage. The script
can be implemented using similar approach to any other webpage such as Facebook, Twitter or others.
The username and password for the owner must be saved first inside the database to enable the auto-
login system of the account.

Fig. 10 shows that the username and password of the owner of the account is automatically typed in by
the automated test software inside Google Chrome webpage. The black color frame around the password
section indicates that the password is typing into the blank space. Below the website link of the
university portal also states that “Chrome is being controlled by automated test software.”

il UrihaP Portal x|
€ 5 G & Notsecure | poralunimapedimy * @ 0 :

trolled by automated test scftware,

UNIVERSITI
MALAYSIA
. MAP PERLIS

3

Fig. 10 indicates that the username and password of the owner is being inserted automatically.

Fig. 11 shows that the automated test software is controlling chrome by clicking the “login” button of
the webpage after inserting all the username and password of the owner’s database. The black frame
around the login button means that the automated test software is entering the login button of the
webpage, and the loading logo beside the website link is ongoing.



5th International Conference on Electronic Design (ICED) 2020 IOP Publishing

Journal of Physics: Conference Series 1755(2021) 012009  doi:10.1088/1742-6596/1755/1/012009
) (STUDENT) - Bludent X+ - o X
- X (D Motsecure | portal HARED/P/PORTALI0/(STUDENT)%20-%205tudent « @ 6 ;

Chrom s being controlied by automated test sefware

IVERSITI
MALAYSIA

U MAP PERLIS

UniMAP Fortal oo smulinks spolicotiomm il the St
. [t ‘_"L'u-u'lu_guuq 10 provided. i

T ——

Waiting for partalunimap.edu.my.

Fig. 11 shows that the login of the account is ongoing while Google Chrome is being controlled by
automated test software.

Fig. 12 shows the successful login to the student’s portal after using two-step verification. The process
of identification starts by recognized the user’s face and continued with eye blinking detection. If the

user success login by using this approach, Google Chrome identified the website page as controlled via
automated features.

Bl (STUDENT) - Student x4 - O x

€ 3 ¢ O Notsecurs | imap.adu.my/portal/p |ARED/F/PORTALI0/(STUDENT)%20-%205tudent + @ 6 ;:

Chrome is being cantrofied by automated test software.

@75 Portal\PElajar s
7 Sfudent's Portallt &

Online Course Reqistration {Deg(es)|
! q Industrial Training
Diploma)

e Shatant Intormation
iniMAR Onli Abrary - o
AT Webinal Stident o j—] demi
AUNMAP b Kedaranoan Suudent « News % Academic
@ & Events Bulletin Board
L
Akl Soekivwi A
e | geoum NAN DAN TARIKH PENGKREDITAN TABING  MAKLUMAN PNDAAN K| ENDAR AKADEMIK BAG SIANG AKADEMK
- oy o B S U g e
o-DASAR ~ Creae Date 16.4av 2020
HEDAHAN FROGRAM DUKTIRAF PILLARS § (KECEMERLANGAN PROGRAMMES] ™
. ENCNEC OV Cltipe 1ok WA LD 012 Cod Do 61002620
TRV, FERHAIILAN FELAIAT (M) UniWA & DIFLCMA REPRESENTATIVE
FORM o - SAETY R T A (A AN T O TR
: | : & R ™ 0GR p 30
" ACADEMIC B Syt A CHANGAN OV Create ale 01 1L 3030
GUIDE BOO AN Gl LIRAF L I
CAREER TALK 2020 [e-NICES) OLEH PUSAT KETLIASAMA INDUSTAI & PROCRAM "ANNI5A TALK™ JHWANITA : HAID DAN FUA 5A) DIKTIRAF
T AGLNG] KERAJAAN
PRESS q Ciaata Data 05-MAY-2000 Create Dala 15 WAV 200

40 TEG0L b B

Fig. 12 shows the main webpage of the university portal after logging in. The description below the
website link “Chrome is being controlled by automated test software” indicates that Google Chrome is
controlled by the automated test program of the design.

4. Discussions

From the results obtained from real-time face recognition, it is found that the design works successfully
after a few errors and trials had been done. The design is still can be improved for future development
as there is still some improvement that can be done to enhance the performance as well as the security
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level of the design. By designing the artificial intelligence security system, it can reduce a fraction of
time for the user to login to their account of the webpage.

This security system concept not only can be applied onto accounts in websites, but it also can be
implemented and improved for business applications such as payment verification for online business,
logging in physical devices such as mobile phones, laptops, and more. It is a trend for security system
designs to use the owner’s face as the face ID for various account ownership but with higher security
verification as blinking motion is needed throughout the process.

By using this face recognition with eye blinking security verification, the owner can increase the speed
of logging into their account without typing any username and password and risking the fact that it can
be hacked by hackers in the future. The owners only need to open the application system to confirm a
payment using their camera on mobile phones. Facial biometrics are widely being practiced and used to
more industries fields, such as design, construction, law enforcement, manufacturing, and healthcare.
[11] Business can be done safer and easier by using this type of artificial technology system.

This can also help a lot of people with trouble keep forgetting their username or password details during
logging in especially for the elders or the disabled people. For future development, users will be using
this feature to get into their cars, houses, and other secure physical locations simply by just looking at
the camera attached [12]. Facial recognition technologies are quickly growing and developing with new
ideas such as 3-D modeling and others. [13-14] Face recognition with eye blinking security also could
be important for a company or organization that handle sensitive data and needs double-layer
authentication to control who enters their facilities. Artificial intelligence technology such as this project
had become one of the most important technologies that can increase the lifestyle demand of humans.
[15]

5. Conclusions

In this project, a two-step verification design that is the real-time face recognition with eye blinking to
login an account is proposed. This verification technique aims to reduce the time for users to log in their
accounts, increase the security awareness of account privacy, and also to increase convenience to users
especially for elders and disabled people. During real-time face recognition, Open CV that is used for
image processing is success and eye blinking motion detection is successful too. Besides that, the
automated login can be conducted smoothly after both of the verification steps are done.
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