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Abstract—Hardware Trojan (HT) is developing towards miniaturization and concealment, but
the detection of this kind of HT is still in the research state. The main reason is that the real HT
has some problems such as difficult sampling and few kinds, so it is necessary to design the
circuit with this kind of HT artificially. Therefore, the EHW technology is introduced to
implant this kind of HT, and the original circuit is redesigned to make the power consumption
change small and increase the HT function, so as to achieve the effect of concealment.

1. INTRODUCTION

With the rapid development of electronic technology, integrated circuit (IC) has been widely used in all
aspects of life, from smart phones, computers to satellites, missiles and so on. Its security, reliability,
stability are even more important. However, the production and manufacturing process of IC is not safe.
For example, in order to speed up the design to buy the third-party IP core, and in order to reduce the
cost to manufacture outsourcing and so on. There are potential security risks in the whole production
process, which may be implanted Hardware Trojan (HT), resulting in abnormal circuit functions [1-3],
seriously affecting people's normal production and life. Therefore, how to ensure the safety and
reliability of IC has become an urgent task Hot issues.

In order to detect whether the IC is safe and reliable, many researchers have begun to study the HT
detection technology. The main detection methods include side-channel analysis (power consumption
[4-6], electromagnetic [7,8], temperature [9, 10], delay [11-13], etc) logic test [14-16], runtime
detection, etc. Although these methods can detect some HT, they are not perfect and need further
research, for example: 1) The side-channel signals released by small and medium-sized HT in large-
scale circuits are not obvious, which makes it difficult to analyze and detect the side-channel analysis. 2)
The logic test of the inert nodes can not be fully covered. It can miss the detection of small HT. 3)
Runtime detection needs to use additional system resources, which is difficult to ensure the monitoring
of all HT behaviors, and there are still loopholes. These problems are mainly related to the lack of
research objects, because it is difficult to sample real HT, which makes researchers know too little
about such hard to detect HT, how many kinds of HT are, what defects are, and how to detect them
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efficiently. Therefore, it is necessary to design such HT artificially to provide research objects for
detection.

In recent years, the design of HT not only needs to achieve malicious purpose in function, but also
needs to consider the problem of concealment. For example, Fern et al. [17] created a covert
communication channel between system on chip (SOC)components, which is suitable for any topology
and protocol. Sepulveda et al. [18] designed an improved "prime + probe" cache attack against 128 bit
advanced encryption standard. For the first time, the design uses bus communication to improve its
efficiency. Yang et al. [19] designed an ordinary HT, which can attack the key based on bit string
technology with only one trigger.

Although the concealment problem is considered in the design of the above HT, the number of logic
gates increases more and the power consumption changes obviously, which is easy to be detected by
power consumption detection technology, and the concealment needs to be further improved. To solve
this problem, this paper proposes to use EHW technology to implant hidden HT, redesign the original
circuit, increase the HT function, and reduce the impact on power consumption as far as possible, so as
to achieve the purpose of concealment.

2. PROBLEM ANALYSIS

2.1. Structural Analysis
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FLig. 1 HT in Combinational Circuit

HT is mainly composed of trigger part and load part. As shown in Fig. 1, implanting HT in the circuit
will generally add a certain number of logic gates to realize the HT function, bringing changes in power
consumption, electromagnetic and other side-channel signals. Therefore, HT with more logic gates have
poor concealment, so it is necessary to reduce the number of logic gates and the impact on various side-
channel signals as far as possible.

2.2. Power Consumption Analysis
The power consumption of CMOS logic gate circuit is mainly determined by charge discharge power
consumption P, [20]:

pC:%CLfVLfDZ D

C, is the load capacitance of the logic gate, f is the operating frequency, V, is the supply

voltage, Z is the total number of logic gates flipped in the circuit. The first three parameters are fixed
in the same circuit, so the power consumption of the circuit is mainly related to the flip of the logic gate.

2.3.EHW technology

The basic idea of EHW technology is the organic combination of evolutionary algorithm and

programmable logic devices. Through coding, initial population, cross mutation selection and other

operations, a variety of circuits that meet the requirements can be searched according to the truth table.
The EHW technology is used to redesign the circuit to increase the HT function and reduce the

impact on the original circuit power consumption as far as possible, so as to improve its anti power

detection ability.
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3. EXPERIMENT AND ANALYSIS

3.1. Power Consumption and Logic Gate Change

From the analysis of power consumption, it can be seen that the change of power consumption is
mainly related to the flip of logic gate. The changes of logic gate flip caused by the same HT implanted
in different circuits are different, that is to say, the power consumption changes are also different.

In order to evaluate the influence of logic gate modification on power consumption variation, the
types of logic gates are randomly changed in C6288, C1355, and C880 (ISCAS85 benchmark circuit)
circuits to "XOR" logic gates (the flip of logic gates changes greatly). Then, HSPICE simulation
software is used to test the average change rate of power consumption, as shown in Table 1. In order to
more clearly compare logic gate change quantity influence on the average power consumption rate, get
the curve in Fig. 2.

TABLE 1 POWER CONSUMPTION CHANGE AND LOGIC GATE MODIFICATION

Qr
C6288 C1355 C880
1 0.10 1.67 0.86
2 0.47 2.43 2.76
3 0.48 2.72 3.92
4 0.58 4.27 5.81
5 0.58 6.80 5.91
6 0.51 6.36 7.19
7 0.62 6.82 8.90
8 0.59 5.83 11.84
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Fig. 2 Change Rate of Average Power Consumption Q, with Modification of Logic Gate AG

It can be seen from Table 1 and Fig. 2 that with the increase of logic gate modification variables, the

amount of power consumption change is also increasing, but not completely linear increase. It is
possible that the logic gate changes more and the power consumption changes little. In this case, the
concealment effect of HT is better. Therefore, the smaller the change of the original logic gate is, the
better, but it is not absolute. It needs to be analyzed combined with power consumption experiment.

3.2. Implanting Bug-based HT
A sub circuit is intercepted from C1355 (as shown in Fig. 3), and the bug-based HT is implanted, and
the comparison experiment is carried out with the direct implanting method.
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Fig. 3 Original Sub Circuit

According to the function of the original sub circuit, the truth table is obtained. By modifying some
bits in the original truth table, the purpose of implanting bug-based HT is achieved, as shown in Table
2.

TABLE 2 TRUTH TABLE
In Out

I, I, Origi Bug-
nal based

0 0 0 0

0 1 1 0

1 0 1 1

1 1 0 0

EHW technology is used to evolve the modified truth table. Parameter setting: evolution matrix
is5 X 5, population size is 50, maximum genetic algebra is 1000, and there are 7 logic gates (NOT,
AND, NAND, OR, NOR, XOR, XNOR) can be selected. The mutation rate is 0.1, and there is no
crossover operation (which is not conducive to evolve). The termination condition is to generate 1000
kinds of circuits that meet the requirements, and select the circuit whose number of logic gates and flip
of the logic gate are close to the original sub circuit, as shown in Fig. 4.

Nioieca

Fig. 4 HT Implanted in EHW Method

By using the direct implanting method, the bug-based HT is implanted, and a certain number of
logic gates will be added, as shown in Fig. 5.
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Finally, the HT circuits implanted in the two methods are replaced by the original sub circuits, and
the power consumption is tested by HSPICE simulation software. The results are shown in Table 3.
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TABLE 3 COMPARISON RESULTS OF THE TWO METHODS

Method G Qp
Direct +4 3.76%
EHW A4 2.79%

As can be seen from table 3, compared with the direct implanting method, the total number of logic
gates of the HT implanted with EHW technology are not changed, and the power consumption change
rate is also relatively low, which reduces by 25.8%. The anti power detection ability is improved and
the concealment effect is better.

4. CONCLUSION

Using EHW technology to implant HT and redesign the part of the original circuit, it is possible that the
changes of power consumption and logic gate number are relatively small. The ability of anti power
detection is strong, and the concealment is good. It shows that the next step needs to focus on this kind
of hidden HT.
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