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Abstract. With the rapid developmen
has officially arrived. The era of big
improves the speed of data transmi
information can be exchanged at the
exchange function will make info

n paid more and more attention. This
k security. Then, this paper analyses the

computer network security
paper first analyses the appl
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1. Introduction
With the rise and developme

data has gradually been sg

g and other technologies, the processing of massive
egsame time, the ability of data acquisition has been greatly
improved. However, cha of computer network security make the original network
protection system no lo If we want to reduce the threat of network attack to
information secumitys we nee indize and upgrade the application of computer network security
technology, ccurity and stability of data and information interaction. In the
problem o ork security, the attack means of computer virus has brought great threat to
the sec ording to the published data, network attacks will cause great
erprises and even society. In the era of big data, hackers use more covert attack
the construction of security system and the prevention of network attacks are
(1. No matter how the system is perfected, there will inevitably be some
loopholes. The manag of computer network can not only affect the operation effect of the whole
network, but also affect the probability of security problems.

2. Application of network security
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2.1. Application of intrusion detection technology
Intrusion detection is the detection of intrusion behavior. By collecti

behavior, security log, audit data, and information of several key points, ifit

ng and analyzing network
pn detection system can
check whether the network violates security policy or is attacked. Intrusion detecti

is a proactive
security protection technology, which provides real-time protection again
attacks and misoperation. Before the network system is endangered, intrus
and respond to intrusion. Intrusion detection technology can make resout
system more comprehensive, secure, confidential and available?l. After screening,
processing and analyzing network data, intrusion detection technolg a detection reports and
feedback them to users in time, which will enable users to quick
problems. By using intrusion detection technology to real-time

network security
ation of computer
networks, we can protect computer networks from attac i ) ork performance.

2.2. Application of intelligent firewall technology
Firewall is a protective barrier composed of software and hardw. i which is constructed on
the interface between internal network and external net i and public network. The
firewall can protect the intranet from the intrusion o Il network communications and
data packets flowing in and out of the computer m ass through the firewall. Intelligent firewall
technology can intercept harmful information in ne puter successfully, which will
Through firewall interception
technology, we can ensure the safe operatiQ ers. The security efficiency of intelligent
firewall technology is higher than that of traditiong t can solve the problem of denial of

service. By resolving and processing data, 1 reduce the computational complexity of

prevent harmful information from entering

large data, which will increase the probalbili i and dealing with network malpractices.

3. Design of network security syste

3.1. Safety protection system
Information security preventio

information system. Therefore, we sho
application and data. The 3
process. The technical
management should run t

be considered as a whole, which covers all levels of
mprehensive precautions against network, system,
information security system shows that security is a dynamic
ring and after the event should be completel*l. Safety
process of safety precautions. As shown in Figure 1.
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Figure 1. Network and information security defense Figure 2. The design of security early warning
system model

module

3.2. Security early warning module
The main functions of security early warning system are behavior, vulnerat gure 2 is

the design of security early warning module. There are a lot of heterogened
large data computer network, which can communicate with each other by u

oftware in
structures,
development environments and languages in the process of integrati ore prone to multiple
vulnerabilities, which will increase the probability of security bility warning can
achieve patch probability in a short time, which will resist e According to the
abnormality of network traffic, network attack behayior can be i ough a variety of

algorithm behavior early warning, which will improve thi d system security.

3.3. Security protection
At present, the computer network security defense

protection, such as firewall, VPN, antivirus software
deployment, which will effectively improve the in
continuous promotion and popularization of modern

s the following security
software are single or integrated
ata application center. In the
ation centers, security defense
measures also use digital signature defense techa 1ll avoid denial behavior in data

¥ Yl

server/key segment

(b) Server and key segment protection

e design of the security protection module

3.4. Safety monito
By using intrusion d jon, network traffic packet and other technologies, modern computer
networks achieve timely access to network trafficl®l. Through hardware or software association rules
technology, we can achieve in-depth mining. By reporting the mining results of the underlying layer,
the network security response can achieve maintenance clearance. Figure 4 shows the design of the

security detection module.
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3.5. System Recovery
In modern computer network operation, most users do not receive formal training. So in the process of

operation, the computer network will be threatened by security. If the c0 server is threatened,
the system recovery technology can restore the system to normal state, which 3 educe the system
loss. Figure 5 is the design of the system recovery module.
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Figure 5. The design of the system recovery module

4. Conclusion
Computer network se anagement is very important in the era of big data. With more and more
computer network security problems, system management must improve the network security
management system. By strengthening the application of security protection technology, we can
regard security management as the key point of computer network construction, which will improve

the security of computer information network system.
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