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Abstract. In order to improve the robustness of digital image watermarking algorithms, the 

digital image blind watermarking algorithm proposed in this paper embeds watermark 

information in a reasonable position. First, scramble the watermark information and embed the 

random signal into the low-frequency domain of the image. On the one hand, it can effectively 

prevent attacks on the watermark system and enhance the security of the system, disperse as 

much as possible. In the watermark embedding process, a method based on the wavelet 

transform domain is used. The original image is not required to participate in the watermark 

extraction process, and the blind watermark function is implemented. In order to verify the 

effectiveness of the algorithm, the watermarked image is subjected to filtering, scaling, noise, 

cropping and rotation attacks, and the peak signal-to-noise ratio and normalized correlation 

coefficient are used to quantitatively evaluate the watermarked image. Experimental results 

show that the algorithm can resist a variety of attacks, and has good imperceptibility and 

robustness. 

1. Introduction 

At present, there are many publicly available digital watermarking algorithms, which are generally 

divided into two types: spatial domain and transform domain. Among them, the spatial domain 

watermarking algorithm adds a watermark directly to the data. This watermarking technology can 

embed a large amount of information, but its resistance to attack is poor. In the transform domain 

watermarking algorithm, the watermark information is scattered over the entire frequency spectrum, 

which cannot be recovered by ordinary filtering methods, and has strong resistance to attack.DWT is a 

multi-resolution analysis method of time-scale (time-frequency domain) signals. It has the ability to 

characterize signals in the time and frequency domains. The advantage of the DWT watermarking 

algorithm is that the watermark detection is performed according to the subband hierarchically 

expanded watermark sequence. If the watermark sequence that is detected first meets the requirements 

of the similar function of the watermark, the detection is terminated. Otherwise, continue to find the 
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next subband extended watermark sequence until a peak occurs in the similarity function or all 

subband search ends[1,2]. 

2. Wavelet decomposition and reconstruction 

The image is a two-dimensional signal. The wavelet decomposition of the image can be regarded as 

one-dimensional wavelet transform of the rows and columns of the image. The digital image is divided 

into 4 frequency bands after wavelet decomposition, namely horizontal direction, vertical direction, 

diagonal direction and low-frequency part. Among them, the low-frequency part can be further divided 

into more detailed high-frequency data. The image energy is mainly concentrated in the low-frequency 

part, which is an approximate sub-picture of the original image, which has strong anti-interference 

ability and good stability. The other three subbands represent the edge details of the original image in 

the horizontal, vertical, and diagonal parts. The characteristic of multi-resolution image decomposition 

based on wavelet transform is that the decomposed image has good spatial direction selectivity, which 

is in good agreement with human visual characteristics[3]. 

Let the original image be (x, y)f  and decompose it in the first layer to get the formula 1. 
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(1) 

The second-order decomposition is performed on the 1LL  subband, and the decomposition 

process is similar to formula 1. 

If the wavelet decomposition is realized by a filter, the original image (x, y)f  is filtered by a 

low-pass filter and a high-pass filter along the rows and columns, respectively, and the filtering result 

of the even-numbered subscript is left. Wavelet reconstruction and wavelet decomposition have the 

opposite process. In the extracted rows and columns, a column or a row of zero elements is inserted 

into two adjacent columns or two adjacent rows,as shown in Figure 1.Wavelet reconstruction and 

wavelet decomposition are basically the opposite process, except that the decomposition part is 

two-to-one extraction rows and columns, and the reconstruction part is to insert a column (or row) of 

zero elements into two adjacent columns (or rows). 
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Figure 1. Schematic diagram of wavelet decomposition data flow 

3. Algorithm Design 

The blind watermarking algorithm of binary image based on wavelet transform proposed in this paper 

first scrambles the watermarked image and turns the watermark into a seemingly chaotic signal, 

thereby improving the anti-attack ability of the watermarking system. Secondly, a method based on 

wavelet transform domain is adopted in the watermark embedding process to ensure the 

imperceptibility and robustness of the watermark. Third, the original image is not needed in the 

watermark extraction process, and the blind watermark function is implemented. 

3.1. Arnold Scrambling Algorithm 
To ensure the security of the watermark, the watermark needs to be encrypted before being embedded. 

Scrambling is a simple and commonly used encryption method. The scrambling process is to use 

certain rules to scramble the position or color of pixels in the image, and turn the image into a chaotic, 
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unrecognizable image. By scrambling the correlation between watermarkable image pixels and 

dispersing the distribution of error bits, the robustness of the watermarking system is 

improved[4].Among the many scrambling algorithms, the Arnold scrambling algorithm is simple and 

the scrambling effect is significant. Arnold scrambling replaces the pixel information of point (x, y)  

in the image with point ' '(x , y ) , and performs N times of Arnold substitution on a digital image of 

order N, the disorder results is formula 2. 

'''

'

1 1
mod , , {0,1,..., 1}

1 2

x x
N x y N

yy
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(2) 

Use formula 2 to scramble the image to get a scrambled image. An Arnold transform is equivalent 

to scrambling the image. In general, multiple iterations are required to obtain a satisfactory result. 

Arnold scrambling is used to transform the original meaningful image into a meaningless image 

similar to white noise to achieve the initial hiding of information. Using the number of scrambling as 

the key of the watermark system can also increase the security and confidentiality of the system. 

Because the pixels of a digital image are limited, when the image is repeatedly Arnold transformed, 

the original image will eventually be restored, that is, Arnold has periodicity. For any given 2N  , 

the period m  is the minimum natural number n  for which formula (3) is established. 
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3.2. Embedding and Extraction of Watermark 

The low-frequency part of the wavelet transform concentrates the main energy of the image and is the 

most important part of the visual effect. Embedding the watermark in this part can easily cause image 

distortion. However, from the perspective of robustness, embedding the watermark in the most 

important areas of vision can improve the anti-attack ability of the image. In this paper, after 

performing a two-level wavelet transform on the original image, we choose to approximate the 

subgraph coefficient 2cA , modify it, and embed the watermark information. Then, two-level wavelet 

reconstruction and binarization are performed to obtain a binary image containing a watermark, and 

the watermark is embedded. The original image is subjected to two-level wavelet decomposition to 

obtain detailed sub-pictures at different resolution levels. A low-frequency sub-picture coefficient 
'2cA  is selected. The watermark image matrix is formed by each pixel of the binary watermark image. 

The scrambled binary value is obtained by the Arnold function. Watermark information W. The 

low-frequency subgraph coefficient '2cA  is used to modify the approximation subgraph coefficient, 

and the watermark image after Arnold scrambling is embedded into the approximation subgraph 

coefficient cA2 by using formula (4). 

'2 2cA cA W= +  (4) 

Among them,  is the watermark embedding strength. The Haar wavelet reconstruction is 

performed on the sub-embedded approximation sub-image. The grayscale image after embedding the 

watermark is binarized to obtain a binary image containing the watermark. In this paper, a blind 

watermarking algorithm is used. The original image is not required to participate in the extraction 

process. First, the binary image containing the watermark is subjected to the second-order wavelet 

decomposition to obtain the detailed sub-pictures and approximation sub-pictures at different 

resolution levels. Then from the logical table generated when embedding the watermark and the 

approximate subgraph coefficients containing the watermark, the embedded scrambled watermark is 

obtained. Then use the Arnold function to iteratively complete the restoration of the watermark 

image[5,6].  

4. Algorithm performance evaluation 

The evaluation of the impact of digital watermarks is mainly evaluated from two aspects: the 

robustness of the watermark and the distortion caused by the embedded watermark on the image. 
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Because the image is distorted when it is embedded in watermarks or subjected to various attacks, 

there is a certain difference between the extracted watermark and the original watermark. In order to 

evaluate the impact of digital watermarking, this paper selects the peak signal-to-noise ratio (PSNR) to 

evaluate the deviation error between the embedded image and the original image. Generally speaking, 

the larger the peak signal-to-noise ratio value, the better the image quality is maintained.The 

normalized correlation coefficient (NC) is selected to evaluate the similarity between the extracted 

watermark and the original watermark signal. For robust watermarks, the larger the correlation 

coefficient, the better, and for the vulnerable watermark, the smaller the correlation coefficient, the 

better. 
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5. Experimental verification 

In order to verify the effectiveness of the algorithm, this paper uses the color image of 512 512  as 

the original image, as shown in Figure 2, and the watermark image is a binary image of 64 64 , as 

shown in Figure 3.The coefficient matrix after the second-order wavelet decomposition of the original 

image is shown in Figure 4. The low-frequency coefficient matrix in the upper left corner concentrates 

the main capabilities of the original image and is an approximation subgraph of the original image. 

Perform 23 Arnold scrambling transforms on the original watermark image to obtain an irregularly 

garbled image, as shown in Figure 5. The scrambled watermark image is embedded in the secondary 

wavelet coefficients, and the watermarked image is obtained by inverse wavelet transform. As shown 

in Figure 6, the PSNR value is calculated to be 40.7406, which indicates that the image quality after 

embedding the watermark is maintained well. 

  

Figure 2. Original image Figure 3. Watermark image 

 

Figure 4. Second-level wavelet decomposition of the original image 
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Figure 5. Arnold scrambled watermark image 

  

Figure 6. Original image after adding 

watermark 
Figure 7. Influence of noise attack on wavelet 

watermark 
In order to verify the robustness of the watermarking algorithm, the anti-attack ability of the 

watermarked image under the following attacks is detected below. Manic attack: Add salt and pepper 

noise to the image containing the watermark. The watermark image and detection result after the 

manic addition are shown in Figure 7; Filter attack: 3 3  smooth filtering is performed on the image 

containing the watermark. The filtered watermark image and detection result are shown in Figure 8; 

Cropping attack: After cutting the upper left part of the image containing the watermark, Figure 9 

shows the cropped watermark image and the corresponding watermark detection results; Scaling 

attack: After reducing the watermarked image by 0.5 times and then by 2 times, the attacked 

watermark image and watermark detection results are shown in Figure 10.Rotating attack, rotate the 

image containing the watermark by 45 degrees and then extract the watermark. The result is shown in 

Figure 11.The above experimental results show that when the digital image watermarking algorithm 

based on wavelet transform proposed in this paper is subjected to some simple and geometric attacks, 

the interference of various attacks on the watermark recovery is obvious, but the algorithm can still 

detect the embedded watermark more reliably. It shows that this algorithm can basically guarantee the 

imperceptibility, robustness and security of the watermark, and implements the blind detection 

function.  

6. Summary 

This paper proposes a digital image blind watermarking algorithm in the wavelet domain. Using the 

masking ability of the human visual system for brightness and texture, the scrambled watermark is 

embedded into the low-frequency part of the image to ensure the adaptive ability of the embedded 

watermark. In order to meet people's requirements for visual perception of image quality, the 

robustness and security of watermarking algorithms are greatly improved. Perform some simple and 

geometric attack experiments on images containing digital watermarks, and analyze the degree of 

watermark impact from the perspective of vision, peak signal-to-noise ratio, and normalized 

correlation coefficient. The experimental results show that the image quality of the proposed 
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watermark algorithm decreases after being attacked, but it can still extract identifiable watermark 

images from the image. 

  
Figure 8. Impact of Filter Attacks on Wavelet 

Watermarking 
Figure 9. Effect of cropping attack on watermark 

image 

  
Figure 10. Impact of scaling attacks on 

watermarked images 
Figure 11. The effect of rotation attack on the 

watermark image 
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