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Abstract. Cloud Computing is quickly emerging as a promising paradigm in the recent years
especially for the business sector. In addition, through cloud service providers, cloud
computing is widely used by Information Technology (IT) based startup company to grow their
business. However, the level of most businesses awareness on data security issues is low, since
some Cloud Service Provider (CSP) could decrypt their data. Hybrid Cloud Deployment Model
(HCDM) has characteristic as open source, which is one of secure cloud computing model,
thus HCDM may solve data security issues. The objective of this study is to design, deploy and
evaluate a HCDM as Infrastructure as a Service (IaaS). In the implementation process, Metal as
a Service (MAAS) engine was used as a base to build an actual server and node. Followed by
installing the vsftpd application, which serves as FTP server. In comparison with HCDM,
public cloud was adopted through public cloud interface. As a result, the design and
deployment of HCDM was conducted successfully, instead of having good security, HCDM
able to transfer data faster than public cloud significantly. To the best of our knowledge,
Hybrid Cloud Deployment model is one of secure cloud computing model due to its
characteristic as open source. Furthermore, this study will serve as a base for future studies
about Hybrid Cloud Deployment model which may relevant for solving big security issues of
IT-based startup companies especially in Indonesia.
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1. Introduction
Progress in the field of Information Technology (IT) allowing the development of software or
hardware occur in a relatively short time. Some start-up companies moving to the cloud computing
business solution as it eliminates the need for planning ahead for provisioning, and allows companies
to start from small resources and increase resources only when needed [1]. Most companies do not
have the resources to build IT infrastructure [2], newly established companies, especially startups, tend
to have no centralized way of storing and exchanging data, and also have no data flow (storage or
exchange). These situations make data difficult to access and verify. The difficulties of data
verification lead to unpredictable and potential disrupt the company's business processes [3].

The security of digital data is also one of the problems of startup in today's digital age. Most of
startup founders in Indonesia do not have technical IT background. This causes negligence in
maintaining data security. One of the studies claimed that computer networks were vulnerable to
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attacks and proposed the idea of securing data when the network had been penetrated [4]. However, if
the front door has been penetrated then it is only a matter of time to retrieve valuable goods.

Cloud Computing is considered as the future of computing, where software, hardware and network
play a major role. The collective effort of the entity makes it possible to create Cloud Computing.
HCDM, stands for Hybrid Cloud Model that is a combination of private cloud and internet, is created
by using Open Source applications. The purpose of this study is to design, deploy and evaluate a
Hybrid Cloud Deployment Model (HCDM), in which Infrastructure as a Service (IAAS) can apply it
further. The establishment of HCDM is further expected to provide a valuable contribution to the
strengthening of IT-based startup companies in Indonesia.

2. Theoretical Background

2.1. Cloud Computing

HCDM is one of cloud computing model, which is included combination of the use of computer
technology in a network with the development of computer-based network or the Internet (cloud). It
has a function to run applications through interconnected computer at the same time [5]. The way of
cloud computing works is that users can access files, data, programs and services on an internet
browser via the internet. Pay per use services and computing resources are the main advantage of
cloud computing [6].

Cloud computing use three pieces of unification technology, namely Data Center, Virtualization
and Utility/On-Demand Computing [7]. Data Center is the center of computing, storage and
applications. Virtualization is a technology that enable an IT infrastructure to operate like some IT
infrastructure, thus may minimize the organization's CapEx and OpEx [2-7]. Whereas, Ultility
Computing is a service delivery model that provides computing services according to customer needs,
it attracts no cost at a fixed price but in accordance with its use [8].

There are four deployment models, such as Private, Public, Community and Hybrid Cloud. Some
of the available Cloud Computing service models are Infrastructure as a Service (IaaS), Platform as a
Service (PaaS), Software as a Service (SaaS) [6-10], and even X as a Service (XaaS) where X can be
any services [2]. In addition, the implementation of cloud computing on some companies have big
security issues. Table 1 below reveals comparison of cloud computing based on deployment models
[14][15].

Table 1. The comparison of cloud deployment model

Deployment models Holder Security Scalability Cost

Private Cloud Single private Higher than other Limited High
organization deployment models

Community Cloud Two or more private Lower than Private Cloud  Limited medium
organizations with and higher than Public and
identical requirements Hybrid Cloud

Public Cloud Cloud Service Provider Lower than other Very High  Pay-per-
(CSP) deployment models use

Hybrid Cloud CSP and private Lower than Private and High Pay-per-
organizations Community Cloud and use

higher than Public Cloud

Research community have made numerous studies related to cloud computing. Two studies about
deployment method of Private Cloud have been conducted, the result revealed that deployment
method of Private Cloud using Eucalyptus and OpenStack had been deployed successfully [17][18].
Our paper extend these results related to the security and performance issues of Private Cloud versus
Public Cloud.
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2.2. Cloud Computing Security

Nowadays, the data transfer trend outside of a controlled environment is one of big security issues. P.
Rajendran, et al [10] has proposed and implemented intrusion detection system for private cloud using
Microsoft Azure, which is a public cloud. The result shows those proposed model is less efficient
when implemented properly in public cloud.

Data stored in the cloud should be secure, yet some studies reveal that there is always a way to
bypass CSP security [11], some of cloud users had reported have security issues [12] and most
businesses choose CSP to adopt Cloud Computing, which could decrypt their data [13]. Using hybrid
cloud model (HCDM) through combining private cloud and internet may solve those security issues
problems.

3. Result and Discussion
3.1. Design for HCDM Hardware setup

Hardware used in this study consist of 6 Acer Servers, TP-Link TL-SG1016D and a Mikrotik RB450G
as mentioned in table 2. Each of the Acer server, except Acer VIM480G, used Intel Advanced
Management Technology (AMT). AMT is able to control computers that are shutdown physically or
has no operating system installed. These AMT interfaces act as a virtual interface on the first Ethernet
interface, and configured in one of the Basic Input/Output System (BIOS) menus.

Table 2. Hardware specification for HCDM implementation

Hardware Purpose CPU RAM HDD HDD Ethernet
Cores (GB) Quantity (GB)
Mikrotik RB450G Router 1 - - - 5
TP-Link TL-SG1016D  Switch - - - - 12
Acer VIM480G MaaS Region/Cluster 4 4 1 250 2
Controller

Acer S6610G MaaS Node 1 4 4 1 320 1
Acer S6610G MaaS Node 2 4 2 1 360 1
Acer S680G MaaS Cluster Controller 4 2 1 250 1
Acer S680G MaaS Node 3 4 2 1 160 1
Acer S680G MaaS Node 4 4 2 1 250 1

: :
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-

Figure 1. The logical topology that was applied for HCDM design

Figure 1 show the logical topology of this study, in order to enable communicate between
hardware, Mikrotik and TP-Link are applied. Whereas, Cluster Controller 1 was applied as a main
server.
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3.2. Design for HCM/HCDM Software Setup

Software used in this study was Open Source software. There are three software installed, uBuntu,
MAAS and JUJU. As a popular Debian-based Linux operating system, uBuntu was used as HCDM
operating system. Due to capable of providing physical server automation for data centre operations,
Metal as a Service (MAAS) was implemented as a server provisioning application of HCDM. MAAS
task is to manage the machine, while JUJU manages the service running on the machine as shown in

figure 2.
ubuntu®

O ——— £}

Juju
Figure 2. The implementation of uBuntu, JUJU and MAAS Software for HCDM software set up

The 14.04 LTS uBuntu Server version was installed on the Region/Cluster Controller 1 server.
Followed by installing 1.9.4 MAAS version through typing sudo apt-get install maas and configuring
user name and password by typing sudo dpkg-reconfigure maas-region-controller and sudo dpkg-
reconfigure maas-cluster-controller, respectively.

The BIOS nodes must have configured correctly before the implementation begin. First, enable
PXE boot on the first interface through the Integrated Peripherals menu. Second, completely disable
any boot options from the hard drives, make sure that only the Network Boot selected. Third, In
Advanced Chipset option, enable the Intel AMT. Fourth, during the Power On Self-Test (POST)
process, press the shift-p key to enter the AMT menu and make sure the Dynamic Host Configuration
Protocol (DHCP) option for network configuration is enabled.

According to the logical topology as shown in figure 1, the 5S¢ Unshielded Twisted Pair (UTP)
cable, connect between each hardware to internet main server. We accessed the MAAS configuration
page through entering MaaS Region/Cluster Controller’s IP address. After entering the username and
password, MAAS will open the main page. Through visiting image menu on MAAS configuration
page, the image was downloaded automatically, followed by enabling DHCP server on Clusters page.

MAAS must register a node to provision a server. Registration process have two stages, namely
enlistment and commission. Enlistment begins by turning on nodes one at a time and it will boot
through Preboot Execution Environment (PXE). Region Controller automatically receive the hardware
information about the node, such as the architecture and MAC address, and store it to the database.
MAAS configuration page will display successfully registered node, followed by manually selected
the node to enter the commission stage.

The final step was installing the application to verify whether the MAAS was working properly or
not. First, we installed JUJU, which is responsible for coordinating the applications within the MAAS,
through typing sudo apt-get install juju-core juju-quickstart juju-deployer and use sudo juju bootstrap
to bootstrap it. We evaluated MAAS using vsftpd through typing sudo juju deploy vsftpd

3.3. HCDM as Cloud Computing with laaS

Based on this research result, revealed that the HCDM has a key role as a server provisioning system
that simplify local-based cloud computing application via online. Regarding to Figure 3 and 4 reveals
that HCDM as cloud computing acted as private cloud, consists of two (2) modules, Region Controller
and Cluster Controller, connected to the internet. Region Controller is responsible for looking after
node and user management, network communications and interaction between different Clusters
Controller. On the other hand, Cluster Controller is to oversee nodes, deploy the operating systems and
manage the images and power states. Region Controller can have more than one Cluster Controller.
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Cluster Controller

Cloud Computing Server Architecture
Infrastructure as a Service

Figure 3. The design of Private Cloud Model
Cluster Controller
@( REGION CONTROLLER > S
Cluster Controller

Figure 4. The design of Hybrid Cloud Deployment Model

The Region Controller was included various sub-applications, such as Web Ul, Domain Name
System (DNS), Application Programming Interface (API) and Database. Web Ul is a web-based self-
service portal to interact with underlying MaaS Engine. At the region controller, the DNS task forward
internet request from Cluster Controller to forwarder. The API control and query the MaaS Engine
using HTTP request. Whereas, the database task track availability of node and MaaS engine status.

In order to evaluate the security of HCDM, preliminary of security access was performed, the
client was facilitated a connection to HCDM and Public Cloud, followed by connection analysis. As
shown in figure 5, HCDM was used Secure Shell (SSH) as a protocol, connections occurred to HCDM
were within Private IP Address range. Whereas, Public Cloud used Quick UDP Internet Connections
(QUIC) as a protocol, connections occurred were within Public IP Address (Figure 6). Moreover, SSH
was used 128-bit encryption, and the connection characteristic of client to HCDM used Private 1P
Address. The result shows HCDM have a more secure connection than Public Cloud. This result is in
line with S.R.M.Krishna et al. (2011) research result revealed that the SSH protocol provides the
safeguard such as the client transmits its authentication information to the server using 128-bit
encryption. [16]

m g @ REQe===F ez Eaqaan
[ Tip.sre==192. 168.2.2/24 and ip.dst==192. 168.2.50/24 and ssh

No. Time Source Destination Protocol  Length Info
......... 9 2.286391 192.168.2.50 192.168.2.2 SSHv2 97 Server: Protocol (S5H-2.@-OpenSSH_6.6.1pl Ubuntu-2ubuntu2.7)

18 2.289928 192.168.2.2 192.168.2.50 SSHv2 82 Client: Protocol (S5H-2.@-PuTTY_Release_8.67)
11 2.298158 192.168.2.2 192.168.2.50 SSHv2 726 Client: Key Exchange Init
15 2.291186 192.168.2.50 192.168.2.2 SSHv2 242 Server: Key Exchange Init
17 2.292295 192.168.2.2 192.168.2.50 SSHv2 78 Client: Diffie-Hellman Group Exchange Request
18 2.296642 192.168.2.50@ 192.168.2.2 S5Hv2 598 Server: Diffie-Hellman Group Exchange Group
2@ 2.386189 192.168.2.2 192.168.2.58 S5Hv2 582 Client: Diffie-Hellman Group Exchange Init
21 2.400667 192.168.2.50 192.168.2.2 S5Hv2 1158 Server: Diffie-Hellman Group Exchange Reply, New Keys
23 2.495313 192.168.2.2 192.168.2.50 S55Hv2 78 Client: New Keys
24 2.495514 192.168.2.2 192.168.2.508 SSHv2 118 Client: Encrypted packet (len=64)
26 2.495813 192.168.2.50@ 192.168.2.2 SSHv2 118 Server: Encrypted packet (len=64)
36 4.184834 192.168.2.2 192.168.2.50 SSHv2 134 Client: Encrypted packet (len=8@)

Figure 5. The security simulation result of client to HCDM
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4 m @ DREQRe2=F L5 EQaQaEH
[ W Tip.sre==172.16.2. 140/24 and ip.dst==172.217.24.95/24
M. Time Source Destination Protocal  Length Info
3 0.222168 172.16.2.140 172.217.24.98 QuIc 65 Payload (Encrypted), CID: 12550818562328214797, Seq: 12
[TSle.265212  172.16.2.148 172.217.24.98 QuIC 85 Payload (Encrypted), CID: 6389959205586537472, Seq: 14
16 8.583612 172.16.2.148 172.217.24.98 QuIC 65 Payload (Encrypted), CID: 6389959285586537472, Seq: 15
11 8.884651 172.16.2.148 172.217.24.98 QuIC 85 Payload (Encrypted), CID: 5389959285586537472, Seq: 16

Figure 6. The security simulation result of client to Public Cloud.

Furthermore, to analyse the performance of HCDM, the simulation on data transfer speed was
conducted. In condition of low usage internet traffic, the client data was uploaded into HCDM and
Public Cloud, based on figure 7(a) and 7(b) show that HCDM had a speed of 11,453 KB/s, and Public
Cloud had a speed of 106 KB/sec. This indicate that HCDM is 100 times faster than Public Cloud in
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term of data transfer speed. According to our research results, HCDM have two advantages, it is more

secure and able to transfer data faster than public cloud.
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Figure 7. The transfer speed simulation result of client to HCDM (a), and client to Public Cloud (b)

Cloud Computing advantages are the resources, such as data, picture, video and application
deployed on remote servers, that can be accessed and utilized anytime and anywhere. While the
disadvantages of cloud computing tend to overlook the security aspect due to have not enough
information about it. The combination of private cloud and internet, to become HCDM, could mitigate
this disadvantage and will optimally improve the cloud computing security. In our future study, it
might be possible to further applied HCDM for [aaS.

4. Conclusion

In this study, the design and deployment of HCDM were conducted successfully. In order to evaluate
HCDM, we have performed preliminary of security and data transfer speed analysis. In comparison
with Public Cloud, that have a QUIC Protocol and is within Public IP Address range, we found that
HCDM have a SSH protocol and is within Private IP Address range, it could be concluded HCDM has
more secure connection. Furthermore, we analyze data transfer speed between client to HCDM and
client to public cloud. Notably, HCDM is able to perform data transfer speed of 100 times higher than
public cloud. To the best of our knowledge, this finding enhance our knowledge of cloud computing.
It may serve as a base for future studies about Hybrid Cloud Deployment model which may relevant
for solving big security issues of IT-based startup companies especially in Indonesia.
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