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Abstract

Coherent state photon sources are widely used in quantum information processing. In many
applications, such as quantum key distribution (QKD), a coherent state functions as a mixture of Fock
states by assuming that its phase is continuously randomized. In practice, such a crucial assumption is
often not satisfied, and therefore the security of existing QKD experiments is not guaranteed. To
bridge this gap, we provide a rigorous security proof of QKD with discrete-phase-randomized
coherent state sources. Our results show that the performance of the discrete-phase randomization
case is close to its continuous counterpart with only a small number (say, 10) of discrete phases.
Compared to the conventional continuous phase randomization case, where an infinite amount of
random bits are required, our result shows that only a small amount (say, 4 bits) of randomness is
needed.

1. Introduction

In many quantum optics applications, such as quantum key distribution (QKD) [1, 2], linear optics quantum
computing [3], bit commitment [4], coin flipping [5], and blind quantum computing [6], a perfect single-
photon source is assumed to be used, which is not feasible with current technology. Instead, a weak laser is
widely used to replace the single-photon source in practice. A laser can be well described by a coherent state [7],

ja) = e‘#Z% In), (L1)

on which a phase modulation by # € [0, 27) implements the operation |a) to |ae!). For a coherent state, there
is anonzero probability of getting components other than single-photons, such as vacuum states and
multiphoton states. To model this imperfection, a photon number channel model is used [8], which assumes
that the phase of the coherent state is randomized,

L2 oy 0 S leplal
;/{; |ae'?){(ae| do = Ze aF—|n)(n|. (1.2)

|
=0 n:

A physical interpretation behind equation (1.2) is that when the phase of a coherent state is randomized, it is
equivalent to a mixed state of Fock states whose photon number follows a Poisson distribution with a mean of
|a|*. In other words, the Fock states are totally decohered from each other with continuous phase
randomization.

We remark that phase randomization as specified in equation (1.2) is a common assumption in the
theoretical models of many quantum information processing protocols. In practice, as will be discussed later in
this paper, the assumption of continuous phase randomization is often not satisfied in experiments. Therefore,
the security of a protocol (e.g., the security of a generated key in QKD) is not guaranteed.
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To illustrate the problem, for simplicity, let us consider the example of QKD. The first QKD protocol was
published in 1984 by Bennett and Brassard (BB84) [1]. Lots of progress has been made since then, both
theoretically and experimentally [9]. For the BB84 protocol, secure key bits can be transmitted only when single-
photon states are used. From the study of photon-number-splitting attacks [ 10], one can see that multiphoton
components are not secure for the BB84 protocol. The key idea in taking this imperfection into consideration is
in performing privacy amplification on key bits from good (single-photon) states and bad (multiphoton) states
separately [11]. Meanwhile, to accurately quantify the amounts of key bits from good and bad states, the decoy-
state method has been proposed [8, 12, 13] and experimentally demonstrated [14—18].

For all the existing security analysis for coherent-state QKD protocols, including a recent QKD protocol
[19], continuous phase randomization, equation (1.2), is assumed. It has been shown that when the phase is not
randomized, the performance will be substantially reduced with a strict security proof [20]. In fact, there are
experimental quantum hacking demonstrations showing that a QKD system may be attacked when the phase is
not randomized [21, 22].

There are two means to randomize the phase in practice: passive and active. In a passive phase
randomization process, the laser is turned on and off to generate pulses. One might be tempted to make a naive
argument that by switching a laser on and off, the phase is fully randomized. Note that it is experimentally
challenging to rigorously verify that a continuous phase is indeed fully random. Moreover, experiments in
random-number generation have shown that there are indeed residue correlations between the phases of
adjacent pulses [23], especially in the case of high-speed applications [24], which directly rejects the claim since
fully randomized phases have no correlations. Thus we avoid this approach here.

In the active phase randomization process, a phase modulator is used to randomly modulate the phases. In
this case, the modulator can only perform discrete phase randomization, unless it uses an infinite amount of
random numbers. In a recent experiment [25] with coherent states, each global phase was chosen from one of
the over 1000 possible values. First, such a large number of phases demands high precision control, which is a
challenge for practical implementations. Second, even with 1000 phases, the phase is still discrete and the key
rate may be deviated from the continuous-randomization case. So far, no rigorous bound on the key rate was
derived in this experiment [25] or in any other QKD experimental papers. Since the work of Lo and Preskill was
published [20], it has been a long-standing question to analyze the security of a practical QKD system with
discrete-phase randomization and rectify the highly unsatisfactory situation that there is no proof of security in
existing experiments.

In this work, we solve this long-standing open question by providing a rigorous security proof of QKD
systems using discrete-phase-randomized coherent states. Here, we consider unconditional security, following
the standard security proof [11]. That is to say, security against the most general type of attacks allowed by
quantum mechanics on the quantum channel by an eavesdropper. We show that as the number of discrete
phases increases, coherence between the Fock states in equation (1.1) decreases exponentially fast. As an
application, we provide tight security bounds for both nondecoy- and decoy- state QKD protocols with discrete
phase randomization. Our result applies to various encoding schemes of QKD, including time-bin, phase
encoding, and polarization encoding.

In simulation, we compare the performance of our security bounds with the one provided by continuous
phase randomization, which shows that our security bounds are tight when the number of phases goes to
infinity. From a practical point of view, for a small number of phases (say, only N = 10 phases), with a typical set
of experimental parameters, we observe that secret keys can be securely distributed over a fiber length of up to
138 km, close to 140 km in the continuous phase randomized case. Thus Alice needs less than 4 bits (2* > 10) of
random numbers per pulse for phase randomization. In contrast, all previous security proofs essentially assume
an infinite number of bits of random numbers per pulse. Therefore, we are making an improvement here.
Moreover, our scheme is simple to implement. For instance, an implementation of active phase randomization
with 1000 discrete phases has been reported in the literature [25]. Due to the massive reduction in the number of
phases in our scheme (10 phases), one can expect a simpler implementation with a much higher repetition rate.
In addition to QKD protocols, our analysis of discrete phase randomization is also readily applicable to linear
optics quantum computation [3] and other quantum cryptographic primitives [5], because phase-randomized
coherent sources also serve as major parts of those fields.

2.Results

The roadmap of this section is as follows. In section 2.1, we use the Schmidt decomposition to construct states
that are close to Fock states from discrete-phase-randomized coherent states. In section 2.2, we present the phase
encoding scheme when discrete-phase-randomized coherent states are used, and we investigate how close the
approximated Fock states are. In section 2.3, we give a security proof and derive a key rate formula for a QKD
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system with discrete-phase randomization. In section 2.4, we present the simulation results for two cases: with
and without the decoy-state method.

2.1. Coherent state mixture
Here, we consider a coherent state source whose phase is randomly picked from N different values (i.e., each
with probability 1/N). For the sake of simplicity, we assume these N values are evenly distributed in [0, 27),

2k
0r=—1k=0,1,.,N—1¢. 2.1
{ £= | } (2.1)

In the case of continuous phase randomization (when N — o), equation (1.2) essentially shows that one can
decompose the phase-randomized coherent mixed state into a statistical mixture of Fock states, [#) (1. In the
application of QKD, as well as quantum computing [3], the single-photon state, | 1) (1], is the most important
component.

In the case of a finite N, one can decompose the mixed state to a set of pure states in the hopes that one of
them is close to a single-photon state. First, let us consider the case N = 2. We start with the initial state

1) = [0)alV2a); + [1)al—V2a)y, (2.2)

where the phase of coherent state, | 2 a)p, is controlled by a quantum coin, A. The factor J2 isincluded in the
state for system B to simplify later discussions. The normalization factor is ignored throughout the paper unless
it matters. By performing a Schmidt decomposition

195) = (1004 + 1104) 1oy + (1004 = 11)4) 1) (2.3)
where the two pure states are given by

120} =V2a) + |[-V2a),
|y =|V2a) — |-V2a). (2.4)

By substituting the definition of a coherent state, equation (1.1), itisnot hard to see that [4¢) (|4,)) isa
superposition of even (odd) photon number Fock states. By this decomposition, the Hilbert space is divided into
the even and odd number Fock state spaces, Heyen @ Hodd- Since |4, ) only contains odd photon number Fock
states, we expect that it is close to a single-photon state, which can be confirmed from the calculation of fidelity
later.

In the case of general N > 1, the decomposition is similar but a bit more complex,

N-1

) = D 1k)a ‘ \/Eankni/N>B

-1

= Y lidalri), (2:5)
0

Zz =
g

J

where |j) 4 can be understood as a quantum coin with N random outputs, and the N pure states are given by

|/1j> _ Nz_le—zkjm/zv |ezkni/Nﬁa>' (2.6)

k=0

By substituting equation (1.1), we have the following observations for |4;). It is a superposition of Fock states
whose photon numbers, modulo N, are the same ,

(\/EQ)INH
[4i) =

—— |IN + ). 2.7
NS |IN + j) (2.7)
Then, itis not hard to see that |4 ;) becomes close to a Fock state when Nis large, since \/(IN + j)! increases
quickly. When N — oo, itbecomes a Fock state, |4;) = [}). Later in the simulation, one can see that when
N=10, the mixed coherent state becomes close to a Fock state mixture in terms of the performance of the QKD.
Similar to the case of N = 2, the Hilbert space is divided into Hy mod N @ Hi mod ¥ @ - @ Hin—1)mod N-

Next, we can figure out the probability if Alice performs a projection measurement on the photon state in the
basis of | 1), which is simply the norm of equation (2.7),
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Figure 1. Schematic diagram for the phase-encoding QKD scheme with coherent states. The first phase modulator, PM1, is used for
phase randomization according to equation (2.1), and the second one, PM 2, is used for QKD encoding, ¢ € {0, z/2, =, 37/2}.

()
h=—8a, v
> (Aili)
B O ﬂlN+je—/4

=) —-, (2.8)
prs (IN + !

where y = 2 |a|*. When N — oo, it becomes a photon number channel and follows a Poisson distribution,
e/l

2.2. Coherent state scheme

A typical scheme using a coherent state source (e.g., a phase-encoding QKD scheme), is shown in figure 1, which
is essentially an interferometer. In the state-preparation stage, Alice prepares a weak coherent state [~/2 ),
whose phase is modulated randomly by the first phase modulator, PM1. The state is separated into two pulses,
|@), and |@)s, by a beam splitter. Then Alice encodes the bit and basis information (say, according to the BB84
protocol) in the relative phase via the second phase modulator, PM 2.

Here, for simplicity, we consider the case that the reference pulse has the same intensity as the signal. Our
results can be extended to the strong reference case [26, 27] and the asymmetric case [28], as well as to other
encoding schemes such as polarization encoding and time-bin encoding [29].

In the scheme with discrete N-phase randomization, the photon source is decomposed into states |4 ), as
shown in equation (2.6). After going through the phase encoding scheme as shown in figure 1, the four BB84
states encoded in |4;) can be written as

N-1

0Ly = Z e—2kizi/N ‘ ezkni/Na> |ezkm/Na>
k=0
N-1

1LY = Z e—2kizi/N ‘ezkni/Na> | 2kni/Na>
k=0
N-1

‘O}L,> — Z e—2kizi/N ‘ezkni/Na> |lezkm/Na>

k=0

—€

N-1
‘1§> _ Z e—2kimi/N ‘ezkzri/Na> ’_iezk;zi/Na>) (2.9)
k=0

where we omit the subscript j on the left side, but it should be understood that the four states do depend on .
The key point to guarantee the security of the BB84 protocol is that Eve cannot distinguish the state in two
conjugate bases, X and Y. The two density matrices in the two bases can be written as

A= 102)40%] + 1) (x|
I PYAWAY L\ /L
p=05) (03] + [15) (13- (2.10)
Note that each logical state should be regarded as a pure normalized state. In the ideal case, where a basis-

independent source, such as a single-photon source, is used, the density matrices in the two bases should be the
same,

b =Py (2.11)
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Figure 2. Plots of fidelity for different values of mean photon number . The fidelity here refers to Fy, which is always smaller than F;
by the numerical evaluation.

In the security analysis, one of the key parameters is the basis dependence of the source, which is the fidelity
between the two states in the X and Y bases,

Fi(an)=u [JBRE

o IN+j +j IN + i IN + i
LZ_WZJ(COS + ]n + sin J7r)

=0 (IN + j)!
> (N+7) = (2.12)
P
=0 (IN + j)!
where y = 2 |a|* and the detailed fidelity evaluation is shown in the appendices.
Denote F ](t) as the t-th order approximation of the fidelity, by taking / = 0,..., t in the summation. The
zeroth order is
o j Wi
F](O) > 2‘1/2(cos = + sin —ﬂ') + O] ———|. (2.13)
4 4 (N +j)!

One can see that F{¥) = F¥ = 1and F¥ = 1/2, F{¥) = 0, F{¥) = 1/4, .... Since when F < 1/~/2 would not
render any positive key rate [20], it is confirmed that multiphoton states are not secure for QKD due to their
large basis dependence in the BB84 protocol.

Take the first-order for |49 ) and |4, ),

3 N—1 N 2N
F(gl)Zl—(l—Z_%cos 2 n)ﬂ +O['u

N! (N1)?
EV>1 - (1 — 272 cos ﬂﬂ') w + O( wr ) (2.14)
4 J(N+1)! [(N+ DI

The fidelity approaches 1 rapidly as N becomes large, especially when y is small, as shown in figure 2. This shows
that with enough discrete phases, one can approximate the vacuum state and the single-photon state infinitely
well, which is useful in applications such as QKD.

2.3.Key rate
In the perfect phase-randomized case, the key rate formula is given by the standard Gottesman—Lo-Liitkenhaus—
Preskill (GLLP) security analysis for QKD with practical devices [8, 11],

R> =l + Q1= H(ef) ]
I.= fQﬂH(Ey))
Q1 = Yjpue™. (2.15)

Here, I, is the cost of error correction; Q, and E,, are the overall gain and quantum bit error rate (QBER),
respectively, which can be directly measured in QKD experiments; Qy, Y1, and e? are the gain, yield, and phase
error rate of the single-photon component, respectively; pe™ is the (Poisson) probability that Alice sends
single-photon states; 4 denotes the expected photon number of the signal state; fdenotes the error correction
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efficiency; and H (p) = —p log,(p) — (1 — p)log,(1 — p)isthebinary Shannon entropy function, where pisa
binary probability. We assume that Alice and Bob run the efficient BB84 [30] and take the basis shift factor to
be 1.

The QKD key rate formula, equation (2.15), is derived using ideas of entanglement distillation [31] and
complementarity [32]. It satisfies the composable security definition [33, 34]. In QKD protocols, Alice and Bob
need to perform error correction to eliminate the errors and share an identical key. In this error-correction
procedure, a fraction of L. is sacrificed from the raw key. Then, they need to eliminate the eavesdropper’s
information on the error-corrected key via privacy amplification. The perfect phase randomization allows us to
consider the signal as a mixture of Fock states and estimate the contributions of the components of different
photon numbers separately [8]. Since multiphoton components are not secure in the BB84 protocol [10], only
the single-photon component Q; will appear in the key formula [11]. The amount of the eavesdropper’s
information in the single-photon component is related to the phase error rate, e?.

The core of a practical security analysis is to figure out the privacy amplification term, Q; [1 — H (ef)], in
equation (2.15). For a single-photon state, it is a basis-independent source; thus its phase error rate is equal to its
bit error rate [35]. Now, the key point of the analysis is to estimate the yield and bit error rate of the single-
photon component, Y; and e%. This estimation can be done with different means, such as the decoy-state
method [8, 12, 13].

In the case of discrete phase randomization, the photon source is not decomposed into Fock states. Instead,
we decompose the channel into |1 ;), according to equation (2.5). The single-photon state will be replaced by
|41} and the Poisson distribution will be replaced by equation (2.8). Then, the approximated single-photon state,
|41),1s no longer a basis-independent source. The basis dependence of the source is evaluated in section 2.2,
which causes deviation between the bit and phase error rates.

Now we can slightly modify equation (2.15) to fit our case

R> e+ Y RY[1-H(ef)] (2.16)
j

where P;is given in equation (2.8). The yield, Y}, and bit error rate e }’ of |1;), can be estimated by the decoy-state
method. Here, without any confusion, we use the same notation as the Fock-state case for simplicity. Given the

basis dependence, 4, one can bound the phase error rate e ]-p from e jb similar to the work of Lo and Preskill [20],

ef <ef+4a;(1—4;)(1-2ef) +4(1- 2Aj)JAj(1 —4j)ef(1-ef). (2.17)

The basis dependence is defined as

1-F
Aj = . (2.18)
2Y;

where the fidelities, F;, are given in equation (2.12). The key difference between our result and the original GLLP
analysis is that the bit and phase error rates are not the same in the ‘single’-photon component.
From the evaluation of the basis dependence, it is not hard to show that only j = 0 and j = 1 would contribute
positively to the final key rate. Thus, the key rate evaluation becomes the following minimization problem.
i - p _ p
Osrg’le?sl{ﬂ)%[l H(ef) |+ B¥i[1 H(el)]}. (2.19)
There are other constraints based on the gain and QBER obtained from the experiments. Note that with other

security proof techniques, the key rate given in equation (2.16) can be improved. For example, the vacuum
component, Qy, is shown [36] to have no phase errors when the photon number channel model is applied.

2.4. Parameter estimation
Now, we need to estimate the key parameters, Y;and e }’. First, let us consider the no-decoy-state case, where we
assume all the losses and errors come from |4y ) and | A, ); in the worst case scenario,

N-1
RY, + PY>Qu~ DB,
j=2

el Yo + etV < E Q. (2.20)

Since the right side of equation (2.20) can be obtained from the experiment directly, one can easily solve the
minimization problem presented in equation (2.19) to get the key rate.

We simulate a typical QKD system [37] and compare various cases of N. The result is shown in figure 3, from
which we can see that with only four random phases, the performance of discrete phase randomization is close to
the performance of continuous phase randomization. We can also observe that the key rate of one phase and two
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Figure 3. Plots of key rates of the no-decoy-state scheme for different numbers of random phases, N. When N = 1, it refers to the no
phase randomization case. When N — oo, it approaches the continuous phase randomization case.

phases are similar, but there is a gap when the phase number becomes three. This can be explained as follows. We
note that F{?) of N=1 coincides with equation (22) in the work of Lo and Preskill [20]; thus our fidelity formula
also extends to the N =1 case. Also, we notice that the first-order term of N = 1 vanishes, making the key rate
performance of N= 1 and N =2 similar—both are of order 1 — O (u4?). For N > 3, the performance is improved
to1 — O (uN). The details of this simulation and all following simulations are shown in the Appendices.

For the case of the decoy-state method, the analysis is trickier. In the perfect phase randomized case, the
decoy-state method immensely improves the key rate by offering accurate parameter estimation for

equation (2.19). In the security proof of the decoy-state method, the photon number channel model guarantees
the following equalities,

Y, (signal) = Y, (decoy),
e, (signal) = e, (decoy) (2.21)

since all the Fock states, |#) (n|, are the same in the signal and decoy-states. Thus, adding decoy-states imposes
more equations constraints on the parameters,

+00 v je_y
E,Q, = Z()Tejyj, (2.22)
without inducing more variables other than the original unknown variables. Here, u/e /j! is the (Poisson)
probability that Alice sends j photon states. This consequently gives tighter bounds on Y;and ;.
This is not so straightforward in the case of N discrete phase randomization, because

) #

as defined in equation (2.7), where y and v are the intensities of signal and decoy-states. Thus, we do not have the
simple relations as the continuous phase randomization case, equation (2.21). Fortunately, we have shown that
|4;) is close to the Fock state, |j). We expect the inequality shown in equation (2.23) to be an approximate equality.

Following the quantum coin argument used in the GLLP security analysis [11], the yield and error rate
difference between the signal and decoy-states are given by

1 jv> (2.23)

|yi— vy

<4 1 -Fo,
ety ) — eyt | <1 - Ep, (2.24)

)
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Figure 4. Plots of key rates of the decoy-state scheme for different numbers of random phases, N. Dashed line refers to the continuous
phase randomization case. Solid lines from left to right refer to increasing N from 3 to 10.

where

N
E,=1- o(%). (2.25)

Now the extra constraints added to the minimization problem of equation (2.19) for the decoy-state method
are, along with equation (2.24),

N-1

Qu= ) PIYH,
j=0
N-1

E,Qu= ) efPIY},

j=0
N-1

Q= ) PYYY,
j=0

N-1
E,Q = ) e!P!Y}, (2.26)
=0

where P/ are given in equation (2.8). If more decoy-states are used, more linear equations will be added to
equation (2.26).

We simulate a QKD system [37] with vacuum+weak decoy-state [38] and compare various cases of phase
number N. The decoy and signal intensities are numerically optimized to maximize the key rate. The result is
shown in figure 4, from which we can see that with only 10 random phases, the performance of discrete phase
randomization is close to the performance of continuous phase randomization.

Note that the QBER with discrete phases highly depends on the experimental parameters. According to our
simulation model, each QBER in figures 3 and 4 is a function of the signal intensity, y, which is numerically
optimized to maximize the key rate. This may not lead to the highest tolerable QBER for a given transmission
distance. The reason is that by tuning the signal intensity, y, smaller, one can increase the tolerable QBER at the
expense of lowering the key rate. Eventually, the hard bound on the allowable QBER is 11%, just like the single-
photon BB84 protocol, despite the number of discrete phases used, as we are following the Shor-Preskill security
proof [35] and an infinitely small u effectively turns a coherent state source into a single-photon source.

3. Discussion

In summary, we just need 10 random phases for the discrete phase randomization, the fidelity of which is close to
the continuous case. We demonstrate the effect of discrete phase randomization by taking the QKD protocol as
an example, and we show that it gives a big improvement to the performance. Without phase randomization, the
key rate decays rapidly as a function of the transmittance of the channel, and drops to zero after less than 15 km
of optical fibers, as shown in figure 3. In contrast, with discrete phase randomization, the key rate scales linearly
asa function of the transmittance, and the QKD remains feasible over 138 km of fibers, as shown in figure 4.
Since only four bits of random numbers per pulse—which already give 2* = 16 > 10 possible phases—are
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required for phase randomization, our scheme is highly practical. Note that a much harder discrete phase
randomization experiment with 1000 phases [25] has already been demonstrated. Moreover, our method may
not only apply to the same signal and reference pulse amplitudes case, but also to the asymmetric amplitude case
and the strong reference pulse case. We remark that our discrete phase randomization idea applies to other
quantum information processing protocols, including blind quantum computing and quantum coin tossing.
There are a few interesting prospective projects. First, due to the finite length of the key, statistical fluctuation
needs to be taken into consideration, which can be dealt with by finite key analysis, as in a recent work [39].
Second, the N-discrete-phase-randomization process might not be perfect in an actual system (i.e., there can be

asmall fluctuation in the phase modulation such that the actual phase applied will be {5, + % Ye=0,1,....n-1>

where 6y is a small fluctuating value that can be positive or negative). The imperfect phase modulation can be
dealt with by modifying our fidelity calculations. More precisely, one can replace the coherent state | "N a) by
|e2k7i/N+5k ) in equation (2.9) and calculate the fidelity in equation (2.12). We expect that the result will be
robust against small 5. Besides the usual BB84 QKD protocols, our idea can also be extended to measurement-
device-independent QKD [40] by treating both sources as being discrete phase randomized.
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Appendix A. Basis dependence

This appendix and the following appendices function as follows. In appendix A, the basis dependence between
the Xand Y (the fidelity of two density matrices) for | ;) is calculated when N discrete randomized phases are
used. In appendix B, we present the parameter estimation of the decoy-state method. In appendix C, the pseudo
codes for both nondecoy and decoy simulations are given.

To make the derivation easier to understand, we use index # to represent the photon number, index k to
represent the discrete phase, and index j to represent the decomposed Fock-state approximations.

We restate the four BB84 states, phase encoded in the decomposed state | 1), as presented in the main text,

ZN 1 o-2kjzi/N | eZkﬂi/Na> ‘ ezkm/Na>

Ly _ k=0
|Ox>_ N_1 -
\/Ne—2|a|2 Z e2kazi/Nez || e=2kmi/N
N=1  _kizi/N | 2kni/N 2kri/N
by Dy €N [N | et )
1) =

. ZkN_‘Ol o—2kizi/N ‘ezkni/Na> ‘iezkni/Na>
o)) ===
\/Ne—2|a|2 ZkN‘Ol ezkj;ri/Nez\a\Ze-ka’N

[17)=

—1 .. . .
z N e—2k]ﬂ1/N |eka/Na> ‘_iezkm/Na>
where the denominators are the normalization factors.

k=0
\/Ne‘z‘“‘z ZN—l o2Kimi/N o2 | 2N

To evaluate the fidelity between the two states in the two bases, we calculate the related inner products of

these four states,

\/Ne—2|a|2 ZN—l 2kiTi/N g2 e 2N
k=0

Ne-2laP ZN‘l o2kizi/N glaf (1+4i)e kAN
k=0

(o

o§>

(i

L

1 >

y SR .
Ne-2laP ZkN_Ol 2kiTi/N g2 |aPe AN

Ne-2laP ZN_l @2kiTiIN glaf? (1=i)e 24N

0L> = = (A.2)
y 1 IV .
I\]e—2|oz|2 Z kN_Ol eZk]m/NeZ\a\ze 2hai/N

(02

1§>

(n
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The detailed calculations of inner products and norms are shown in appendix A.2. Now we substitute these

values to evaluate fidelity,
F(po p,) = F (10505 + 15) (151, Jo ) (0] + |15) (1))
>F(| =05 + [+ )15, | + i)|0§> + - i>|1§>)

(=102 + ¢+ 100) (14 or) + 1= D [12))]
= |0 1)+ i (1E|of) + (1£[13)]

ZN—l Q2hmi/N| laP (14+i)e N | o jaf (1-i)e 2N

V2 k=0

== - » (A.3)
2 Z - eijﬂi/NeZ\aFe'Zk’“/N

Il
N | =
S

0f ) +i(0}

where | £ Yand| + i) are the normalized eigenstates of the X and Y bases. The inequality comes from the fact
that the fidelity of two mixed states is the maximal of the fidelity of all the purifications. Here, we use the intuition
that two Bell states are the same,

[ =)+ 1= +)=1+Dl+i)+]| -] —i). (A.4)
Now, let us simplify equation (A.3); we expect it to be close to 1 when Nis large.
;A Zx—j[elalz(l+i)x + ie|a|2<1—i>x]

F( , )>_
Poly) 27 Txde2laf

(A.5)

27i/N 27i(N—-1)/N
yeeey

where the summation is taken over x = 1, e e , N dots evenly distributed on the unit circle of
the complex plane. Take the Taylor expansion of 4 = 2 |a|* > 0around 0,

Zx‘j Z:io M(cos %T + sin %T)

n.

e
DIEDIE

z::o @(cos %T + sin %)Zx"—i

n
© U o
— E x"
n=0 pl

oo IN+j N+j IN +j IN +
2, oaﬁ—wz‘lz(“’s g T %”)
_ " 1)-

= Tow . (A.6)

o U
z’=0 (IN + j)!

The details of the Taylor expansion and the calculation of Y x"~/ are shown in appendix A.3.

Flan)>

A.1. Approximations: large N or small
Here, we want to check the fidelity given in equation (A.6) when Nis large or y is small. The zeroth order, by
taking /= 0 in the summation,

i ) )
’u—,'z—i(cos in’ + sin in) Ny
=5 : +o| 2L
w (N +])!
!
~ 2‘1/2(cos izr + sin iﬂ.’) (A.7)

One can see that F{) = F¥ = 1and F¥ = 1/2, E{¥ = 0, F{¥) = 1/4, .... Itis confirmed that multiphoton states
are not secure for the BB84 QKD protocol.
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The first-order approximation, by taking /=0 and /=1 in the summation,

I . . N+ y N+i N+i
LZ‘% cos iﬂ' + sin iﬂ' + ”—_2‘¥ cos ]7[ + sin ]JT
FO _ 7! 4 4 (N +)! 4
i~ i N+
W
! (N +)!

w2t
ol

. . . N.! N+ N . N .
2‘5(cos iﬂ' + sin 1 ) + ﬂ—].Z‘zj(cos b ]7r + sin iﬂ)
4 4 (N +j)! 4 4
uNj!
(N + !

2
O( (2N +j)! ]

‘ . o y N+i N4
271 cos iil' + sin 1 ) —-11-= Z_NZJ(cos ]71' + sin ]n')
4 4 4 4

phj!
(N +7)!
5 [ ,uN]-!‘ ]2 . o( ﬂzNj!. ) (A8)
(N + ! (2N + !

Since N > j, thesecond O (- ) in the last equality can be neglected. The first-order approximation will approach
the zeroth order exponentially fast, O (uN/N1). We are interested in the first two cases, j=0andj=1,

N N
FV=1-]1- 2‘¥(cos ﬁﬂ' + sin ﬁﬂ) £ +o|L
4 4 )|N! (N!)?

_ N 2N
I—Z‘T_lcosN 17r)'u—+O K
4 NI (N1)?

=1- (1 — 2% cos Eﬂ') w + O[ w ] (A.9)
4 J(N+1)! [(N+ DI

We note that the second-order approximation of Fy when N =1 coincides with equation (22) in [20]; thus our
fidelity formula also extends to the N = 1 case. Also, we notice the first-order term when N = 1 vanishes, making
the key rate performance of N= 1 and N = 2 similar—both are of order 1 — O (u?). For N > 3, the performance
isimprovedtol — O (u™).

A.2.Inner products and norms
Inner products,

(of

N-1
0§> — ( z 2limi/N <ezlm/Na| <ezzm/Na ‘]

1=0

N-1
x [ Z e—2kirilN ‘ezkni/Na> |ie2k”i/Na>]

k=0
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T
=

I
Bysk

o2(=k)jmi/N < 20i/N ‘ eZk;ri/Na> < ezl;ri/Na‘iezkni/Na>

1=0
N-1N-1
= (l k)]m/Ne \a|2[ (1+i)e2tk= l)/nN]
1=0 k=0
N-1 ‘
= Ne2lal " e2hiniiNelal (L4 (A.10)
k=0

where we use the fact that e297/N and e=2*N each form a ring in the complex plane, and

<0L > ZeZI]m/N< 2mi/N ’<ezlni/Na‘
Ze—ijm/N ‘ 2kni/N >|_ie2kﬂi/Na>

N-1N-
Z 2(1-k)jzi/N < Q21N o ‘ezkni/Na> < Q21N o ‘_iezkni/Na>

1=0 k=0
N—-1N-1 .
_ 2(=R)jri/N g—laP [ 2-(1—i)e2b=D5in]
1=0 k=0
N-1 _
— Ne-2laf Z e2kini/Nglaf (1—i)e 2N (A.11)
k=0

Norms,

N-1
<OL |0L> — e2lﬂ'i/N eZlni/Na eZlﬂi/N
x1VYx
I

|

0
N-—

Z o—2kai/N ‘ezkni/Na> | ezkm/Na>

X
P
o~
o —_

7
z

I
M

Q2(=K)ziN <ezzm/Na |ezkm/Na>2

1=0 k=0
N-1N-1 ,
_ ez(l—k)ﬂi/Ne—Z\a\z[1—e2”‘”)’“'N]
1=0 k=0
N-1 _
— l\]e—2|uc|2 z eZkﬂi/NeZ|a\ze‘2k”‘N (A12)
k=0

Here, we use the inner products between two coherent states,
1 2 * 1 2
(a|p) = exp ) la|” + ap — 5 1B

(aei|ael®) = e~lal (1—expli(6=¢)]) (A.13)

Itis not hard to see that by adding a same phase to ¢ and 6, the result is the same.

A.3. Taylor expansion and summation

Taylor expansion:
(1+1 x)z (1+i x)3
. H H
eleP (e g el (i oy p THE (1 2 42 + ..
2! 3!
(1 — 1 )2 (1 -1 )3
Ux 3 Ux
+i+1 ux + 1 +i + ..
2! 3!
= ( ux\' 1 nx nx
=1+ — | —|cos — + sin — A.14
( )Z;)(ﬁ) n!( 4 4 ) (4.14)
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Summation:
N-1
an_j _ Ze—zk(n—j)ﬂi/N’ (A.15)
x k=0

which equals Nifn — j mod N = 0andequalsOif#n —j mod N # 0.The summation is taken over

x =1, N 2 IN-I/N N dots evenly distributed on the unit circle of the complex plane.

Appendix B. Parameter deviation in the decoy-state method

Here we consider the parameter (Y;and ¢;) deviations between the signal states and the decoy-states in the case of
N discrete phase randomization. Denote the intensity of the signal state to be  and the decoy statetobev, v < .
j", respectively.

We follow the tagged idea for the phase error estimation [11]. First, we need to evaluate the fidelity between

|4/ )and |1} ) as defined in the main text,

We want to figure out the relationships between Y#, e j" and Y;“ e

N+
4N = |IN +
‘ ! > g (IN +j)! »
sl ﬁlN+j )
AVY=yY —— |IN+ (B.1)
]> ,§ (IN + j)! »

where y = |a|*and v = |#*. We note that these are the states after phase randomization and before qubit
encoding. Then the fidelity is given by

F(jar) |2

y [(41]21)

D ek
g ()

=0 (IN + j)!

0 |a|2 IN+2j . |,B|2 IN+2j
=0 (IN + j)! “=0 (IN + j)!

Zoo (/,tIJ)lN/z
=0 (IN + 7)!
- IN = IN (B.2)

oo yZ4 [=3) 14
\/Zl=0 (IN + ! Zl=0 (IN + !

In the last equality, we assume that a*f is a real number, which can be set when their phases are the same. In the
experiment, one can think of the scenario where the decoy-state intensity modulation is done after phase
randomization. When N — oo, this fidelity will go to 1 as the photon number channel model. Take the first-
order approximation when N is large or y is small,

. (uv)N'2j!

(N+ !

. . 1/2
[ ]
(N +)! (N +j)!

. 2
o l ﬂNJ!. ]
(N +j)!

I (70 e S Wl S W
(N+)! 2(N+j)!  2(N+j)!

(o

)=
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N4y 2
Lol
(N +7)!
[ N N

H_tv Ny L
2 () ](N+j)!

N3y 2
+ol| AL (B.3)
(N +j)! '

One can show that equation (B.2) is a non-decreasing function with increasing j,
F(Jaf). [a)) > F (1), 126))

© (/“/)IN/Z
2 (IN)!

w uN o N
2y (IN)! Ly (IN)!
E,

v (B.4)

Apply the quantum coin idea from GLLP [11],
[YFY? + \/(1 —ve)(1=vy) = E(ag) |4))
W+\/(1—41/;*)(1—41/;);F(W), ) (B.5)

Normally Yjisin the order of channel transmittance, 7. One can see that if F (|1 ]-” Y, |4 j” Y) < /1 — 7n,the
difference can be from [0, 1], which would result in a zero key rate. On the other hand, if F= 1, we have
Y} = Y, whichis reasonable since the yields of the same states should be the same.

With the calculations presented in appendix B.1, we can solve equation (B.6),

|Y}‘— Y!

<Y1-F,
<4 J1-F, (B.6)

Note that once N, y, and v are given, F,, is given by equation (B.4), and hence the yield and error rate differences
are fixed.

HYHE _ oV YV
|eJYJ ejY;

B.1. Bound the parameter difference between signal and decoy-state
To make it simpler, we rewrite equation (B.6) in the following form,

Jab + JU—a)(1-b) > F (B.7)

where a, b € [0, 1]. Leta = sin* xand b = sin’? y, where x, y € [0, z/2]. Then
F < sinx sin y + cos x cos y
=cos(x — ). (B.8)
Thus,
|x — y| < arccosF. (B.9)
Since Fisclose 1, |x — y|iscloseto 0. Thatis, aand b are close to each other,
la — b|=|sin? x — sin? y|
=[sin(x + y)sin(x — y)|
< sin(arccosF)

=+1 - F? (B.10)
Appendix C. Simulation
In this section, we calculate the key rates of both decoy and non-decoy methods derived in the main text. We use

typical experimental parameters [37], which are ;= 0.033, n = 107*/1%, . -where a = 0.2 dB/km,

Npoy = 0.045,Y) = 1.7 X 10~% and assumed an error-correction inefficiency, f (e) = 1.16. Here e is the
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intrinsic error rate of Bob’s detectors. For each value of the distance, the signal strength, i, has been chosen to
optimize the rate. In the simulation model, Q, = Y + 1 — ™.

C.1.Non-decoy

lN+]e—;4
1. Firstwe calculate P, = Y °
(N + j)! e
uNE e IN +j IN +j
2o N + )'2 Izj(cos 2 L + sin 1 ]ﬂ')
2. Thenwe calculate F; (g, py) > J s
Lz (ZN+])'

3. For (e, e}, Yy, Y1) in the domain defined by

BY,+PYi>Q,— )P,
e Yy + etPIY1 < EQ,
according to the main text, where the notations are defined in the main text, we calculate A jande jp according
to equations (2.17) and (2.18).

4. Substitute the above quantities into min0<yj,e]b<1{P0YO (1-H (eg)] + PY[1-H (e{7 )1} and numerically
optimize (e, e}, Yp, ¥;) for the minimum.

5. Calculate thekeyrate, R = minogyj,efgl{Poilo [1 - H(eg)] + RY[1 — H(ef)]} — I,

The signal intensity y is numerically optimized to maximize the key rate. A typical value of 4 ranges from
0.001 to 0.02. When the number of phases, N, is large, u is approximately the decay rate, 5.

C.2.Decoy
’ulN+je—,u
1. Firstwe calculate P, = Y7 ° -———.
= (N + j)!
IN+j + IN + j IN +j
s hrwz(cos 2 Lz + sin 2 ]77,')
- +7):
2. Thenwe calculate F; (p,, p,) > LN+

ZZO

(IN+ !

w

uN
. Nextwecalculate F,, = 1 — O] —|.
N!

4. For (e, €1, Yy, Y1) in the domain defined by

|Y# - vy

<\[1 _F/fv

<|J1-F,
N-1

=wa

Ze”P”Y"

HYH _ pVyY
|eJYJ ej Y

we calculate Ajand e jp according to equations (2.17) and (2.18).

5. Substitute the above quantities into minogyj,ejbg{PoYo [1 - H(eg)] + RY[1 — H(ef)]} and numerically

optimize (e, e}, Yp, ¥;) for the minimum.

6. Calculate thekeyrate, R = minogyj,efgl{Poilo [1 - H(eg)] + BRY[1 — H(ef)]} — I,
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The decoy and signal intensities, 4 and v, are numerically optimized to maximize the key rate. A typical value
of 4115 0.5. One weak decoy-state with a typical mean photon number of v = 0.001 and one vacuum state
are used.
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