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Abstract
This paper presents a prototype of a remotely readable graphite oxide (GO) paper-based tamper
evident seal. The proposed device combines the tunable electrical properties offered by reduced
graphite oxide (RGO) with a compressive sampling scheme. The benefit of using RGO as a
tamper evident seal material is the sensitivity of its electrical properties to the common
mechanisms adopted to defeat tamper-evident seals. RGO’s electrical properties vary upon local
stress or cracks induced by mechanical action (e.g., produced by shimming or lifting attacks).
Further, modification of the seal’s electrical properties can result from the incidence of other
defeat mechanisms, such as temperature changes, solvent treatment and steam application. The
electrical tunability of RGO enables the engraving of a circuit on the area of the tamper evident
seal intended to be exposed to malicious attacks. The operation of the tamper evident seal, as
well as its remote communication functionality, is supervised by a microcontroller unit (MCU).
The MCU uses the RGO-engraved circuitry to physically implement a compressive sampling
acquisition procedure. The compressive sampling scheme provides the seal with self-
authentication and self-state-of-health awareness capabilities. The prototype shows potential for
use in low-power, embedded, remote-operation non-proliferation security related applications.

Keywords: tamper evident seal, graphite oxide, compressive sensing, damage detection and
classification, sensing skin

(Some figures may appear in colour only in the online journal)

1. Introduction

Tamper evident seals are devices conceived to easily recog-
nize unauthorized access to a protected article. A seal is not
designed to offer physical security; instead, its mission con-
sists of providing irreversible traces as proof of penetration
[1]. Tamper evident seals are routinely used by the

government and industry to reveal access to secure sites (e.g.,
hazardous substance storage areas and weapon and ammo
depots), certified instruments (e.g., electricity and gas meters
and concentration detectors) and, sensitive items (e.g., med-
icine and bio-specimen containers, certified tools and equip-
ment, such as fire-extinguishers and first-aid kits). Tamper
evident seals also play a crucial role in supporting nuclear
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safeguards and non-proliferation [2]. In particular, the
objective of the International Atomic Energy Agency’s
(IAEA) safeguards mandate is timely detection of the diver-
sion of a significant quantity of nuclear materials [2]. The
IAEA uses seals and containment verification techniques to
maintain continuity of knowledge of nuclear material in
containers and IAEA facility equipment [2]. The traditional
approach adopted by the IAEA consists of sending inspectors
to verify the integrity of seals at predefined time intervals.
However, current tamper evident seal designs require spe-
cialized teams to be onsite for installation and removal. Fur-
thermore, after removal, the seals may need to be processed
by multiple labs to ensure accuracy of the seal’s assessment
[2]. In addition to the unquestionable difficulties related to
inspecting thousands of IAEA seals spread across multiple
countries, it is worth noting that a Los Alamos National
Laboratory (LANL) vulnerability assessment team found that
a well-practiced attacker could trivially defeat most tamper
evident seals [3].

The tamper evident seal presented in this work aims to
offer advantages over conventional seals in terms of the
required breach-inspection resources and the potential diffi-
culty associated with their defeat. The novelty of the proposed
device lies in combining the strengths of the signal processing
technique known as compressive sensing (CS) [4–7] and the
tamper-sensitive electrical properties of a graphite oxide (GO)
thin-film [8–10] into a highly versatile and reconfigurable
architecture controlled and supervised by a microcontroller
unit (MCU) [11]. The circuit manufactured on the GO film
acts as a sensitive element to detect tampering and, simulta-
neously, implements a compressive sampling procedure.
Specifically, as detailed in the following sections, the reduced
graphite oxide (RGO) circuitry is used to build a physical
encryption key. CS equips the seal with a low-power means
for self-authentication and self-state-of-health awareness. The
device expressly takes advantage of the non-bit sensitive
encryption capability provided by CS, which is of paramount
importance for ensuring correct operation of the seal. More-
over, the non-bit sensitive encryption mechanism, featured by
CS, enables the seal to accommodate perturbations to the GO
physical encryption key when it is exposed to environmental
changes (e.g., temperature and humidity modifications).
Therefore, small variations in the parameters used to construct
the encryption key will not prevent the seal from correctly
detecting if tampering has occurred.

The paper is organized as follows. Section 2 offers a
theoretical background on CS and its encryption features.
Section 3 describes the architecture behind the seal prototype,
explains how the seal works and provides further details about
seal manufacturing and testing. Section 4 presents the results
from the tests performed on the working seal prototype.
Section 5 makes use of simulations to provide insight on the
seal’s response to perturbations of the physical encryption
key. Section 6 offers some more insights on the seal devel-
oped by the authors and sketches out possible ways to
improve over the current seal’s version. Conclusions in
section 7 point out how the seal’s architecture proposed in

this paper lends itself to applications in the discipline of
structural health monitoring (SHM).

2. Theoretical background

As briefed in section 1, the designed tamper evident seal
implements a compressive sampling scheme by leveraging
the tunable electrical properties of a GO film, which is
inherently sensitive to the common tampering attacks dis-
cussed in the literature [1–3]. Section 2 offers essential the-
oretical background information about CS, GO and RGO.

2.1. Compressive sensing

CS, also called compressive sampling, is a signal acquisition
protocol that allows one with knowledge of the underlying
structure of a general signal to simultaneously sample, com-
press and encrypt the signal prior to storage or transmission
[5, 6]. By leveraging the principles of sparsity and inco-
herence, one can use CS to recover signals sampled below the
Nyquist rate [4, 12, 13]. A signal is considered sparse with
respect to some basis if it has a concise representation in that
basis, e.g., if there are few non-zero expansion coefficients
relative to the dimension of the signal [4, 7, 12, 13]. A signal
is sparse if the information it carries is predominantly
redundant. Conversely, a signal is said to be incoherent if it
has few vanishing expansion coefficients relative to its
dimension [4, 12]. For a much more detailed discussion of the
protocol, the reader is directed to the literature [4, 7, 12, 13].

To outline the CS protocol, starting with discrete signal
Îx N and sparsifying basis Y Î ´ ,N N or more generally a

dictionary, then the expansion coefficients Îsi
N are given

by the decomposition Y=x s. The compressed signal
Îy M is acquired in the linear measurement step F=y x,

where F Î ´M N is known as the measurement or sensing
matrix. The columns of F are populated by waveforms that
are incoherent with respect to Y, i.e., waveforms that do not
have sparse representations in Y. As shown previously,
matrices populated with Gaussian and Bernoulli random
variables make good choices forF given any fixed Y [4, 12].
The property of sparsity is leveraged by CS in order to solve
the ill-posed signal recovery problem by seeking the solution
that is most sparse, among the infinite set of candidate signals
x̃ satisfying F =x y˜ [14]. The problem is solved by taking
advantage of a particular algorithm called basis-pursuit [15].
This algorithm finds the sparsest decomposition of a signal
within a dictionary by solving the following convex optimi-
zation problem [13]:

FY=s y sP : s. t. . 11 1
min

s ( )

The l1 norm function ⋅ ,1 defined for a general vector
x occupying N as = å =x x ,i

N
i1 1 acts as a sparsity-pro-

moting function, i.e., among all the possible decompositions,
it leads to the one whose sorted coefficients decay quickly
[4, 13, 16]. To solve (1) the YALL1 MATLAB package for l1
minimization is used [17]. As anticipated, CS also functions
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as a shared, or secret, key encryption algorithm. In this
manner, the shared key is the measurement matrix F, the
plaintext is the sampled signal x and the ciphertext is the
compressed signal y [18–21].

As it is customary in security analyses of cryptosystems,
one can assume that the key is shared across a secure channel
between two friends, Alice and Bob, and that an eaves-
dropper, Eve, cannot access it [5]. It has been shown that CS
is computationally secure in response to ciphertext-only
attacks, i.e., no practical means is currently known by which
Eve can recover the plaintext from only the ciphertext [5, 6].
Furthermore, CS is computationally secure with regard to
known plaintext attacks provided one refrains from reusing
measurement matrices F [6]. Conventional encryption sys-
tems may suffer the loss of information in the presence of a
noisy channel [6]. Conversely, CS is considered to be robust
such that small perturbations of the encryption key manifest
as small changes in the ciphertext [6]. This property is unu-
sual for a cryptosystem; indeed, most popular systems are bit-
sensitive, and consequently, the integrity of the transmitted
information is very much dependent on the integrity of the
key [6]. In this sense, CS is said to be non-bit-sensitive. The
CS capabilities to simultaneously sample, compress and
encrypt, in a non-bit-sensitive fashion, a signal are advanta-
geously exploited to shape the architecture of the developed
seal, as presented in section 3.

2.2. GO and RGO

GO is used as a precursor for the inexpensive production of
graphene-based materials on a large scale [22–25]. Graphene
[8], which was discovered in 2004 [26] and earned its creators
the Nobel Prize for physics in 2010, has been studied in tens
of thousands of scientific publications. Graphene’s excellent
mechanical and electrical properties [25, 27, 28] have been
exploited to improve performance in a variety of applications
[29], among which it is worth mentioning batteries, super-
capacitors, broadband communications, solar cells and gas
barriers. This paper takes advantage of the techniques
developed to prepare graphene starting from GO. GO is rich
in oxygen species, creating defects in its electronic structure
and nearing an electrically insulating material [9, 30]. A
number of reducing methods have been developed to remove
these oxygen species and re-establish the carbon network of
graphene, which consists of a flat monolayer of carbon atoms
tightly packed into a two-dimensional (2D) honeycomb lattice
[8]. Among these methods, laser reduction of GO lends itself
as an inexpensive process for both reduction and patterning
[31–35]. According to [33], laser excitation of GO with dif-
ferent laser sources (e.g., 663 nm continuous-wave laser or
790 nm femtosecond laser) as well as dissimilar atmospheres
during the reduction process (e.g., ambient air or N2) may
lead to completely different results [33]. Additionally, defi-
nitive evidence of graphene production using some laser
techniques is questionable based on the results presented in
the literature. Specifically, the evidence for the effectiveness
of producing graphene by a laser reduction technique is the
presence of a distinct 2D band in the Raman spectra [33]. The

present work does not address this issue. As described in
more detail in section 3.2, a CO2 laser is used to engrave
patterns of increased conductivity (i.e., RGO patterns) on a
GO film. This work does not provide evidence of graphene
production through the analysis of Raman spectra. In this
work, the technique of laser irradiating a thin GO film to
produce RGO patterns is exploited to engrave circuitry, which
is inherently sensitive to humidity [9], high temperatures
(e.g., 100 °C [36, 37] or 130 °C [38], above which reduction
starts), solvents [22, 25] and mechanical action [39]. The
architecture that enables the exploitation of these properties to
manufacture a tamper evident seal is addressed in section 3.

3. Seal concept

A tamper evident seal must meet three necessary require-
ments. It must be susceptible to the common mechanisms
used by an attacker to defeat it (see section 2.2), while
simultaneously it must be robust to normal environmental
variations. It must also be uniquely identifiable. Stated in
other words, the seal must undergo an irreversible damage
process whenever an attacker tries to temporarily remove the
seal and then restore it back to the original configuration.
Likewise the seal must guarantee unicity in order to prevent
any attempt to replace it with a counterfeit copy.

The authors developed a seal architecture that can argu-
ably meet these three requirements based on the results
reported in this paper. The GO film, which is inherently
sensitive to common tampering attacks, acts as the support to
laser engrave a resistive circuitry. The resistive circuitry is
used in combination with a re-programmable MCU in order to
equip the seal with the capability to mimic a CS acquisition
scheme. As anticipated in section 2.1, CS functions as a
shared encryption key which uniquely identifies a particular
seal and enables it to encrypt the messages sent back to the
remote reader. Tampering with the seal will create a mismatch
between the two copies of the encryption key, one embedded
into the seal and the other one shared with the remote reader.

This work performs a series of tests on a seal prototype in
order to assess the false positive and false negative rate of the
seal when the seal is tampered with. The results are discusses
in section 4.

Further, a series of numerical simulations are performed
in order to quantify at what extent the non-bit-sensitive fea-
ture of CS (see section 2.1) enables the remote reader to keep
deciphering the messages received from the seal when
environmental perturbations (e.g. temperature and humidity
changes) affect the electrical properties of the circuitry
engraved on the GO seal. The details about the simulation
framework developed in this work and the results obtained are
collected in section 5.

Although not directly explored in this work, it is worth
mentioning that the MCU can be programmed in order to
provide a means to securely change the measurement matrix
used to perform the compressive sampling procedure (i.e., the
encryption key) and the plaintext message encrypted by the
seal. Some examples, though not exhaustive, from literature
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[18–21] suggest some approaches that can be adopted to
reconfigure the seal for increased security.

3.1. Seal architecture

The seal architecture represented in figure 1 shows the query
method used to obtain the status of the seal (element #2,
figure 1). For a status query, the signal temporarily saved on
the tamper evident seal was parsed by the MCU, after which a
voltage signal, corresponding to the signal saved in the
memory of the microcontroller, was sent out by the digital to
analog converter (DAC) unit (element #3, figure 1) to the
multiplexer (MUX) (element #4, figure 1). The MUX spe-
cified the particular resistor (element #5, figure 1) to which
the voltage was applied across. The MUX used a switching
sequence corresponding to particular resistors to determine
where to route the voltage. The voltage drop across the shunt
resistance (element #6, figure 1) was then measured by the
analog to digital converter (ADC) unit (element #7, figure 1).

The voltage across the shunt resistance was used to
deduce the voltage across the seal resistor using the voltage
divider shown in figure 2. In particular, the relationship
between the voltage drop VADC measured by the ADC unit

across the shunt resistance Rshunt and the voltage VDAC gen-
erated by the DAC unit for a given signal sample and sent
through a specific resistor Rx can be expressed by the fol-
lowing equation:

=
+

V
R

R R
V . 2

x
ADC

shunt

shunt
DAC ( )

Following complete measurement of the voltage drop,
the process was repeated for every sample n among the N
available in the signal saved in the memory of the micro-
controller. The MCU kept a running sum of the N measured
voltage drops until M compressed samples were collected.
This process emulated the matrix multiplication between the
sparse signal and the ´M N measurement matrix, resulting
in a compressed signal. Specifically, the generic element fij of
the equivalent measurement matrixF ´M N associated with the
linear projections performed by the seal is equal to

f =
+

R

R R
, 3ij

x ij

shunt

, shunt
( )

where Rx ij, is the value of one (labeled with x) of the eight
resistors connected to the multiplexer drawn at random from a
uniform distribution for the generic ij element of the
measurement matrix F, with i M1,[ ] and j N1, .[ ] This
compressed signal was then sent back to the remote reader
(element #1, figure 1) for reconstruction. Tampering with the
seal will result in a change in the seal resistances, which will
change the effective measurement matrix that is being applied
to compress the signal. Therefore, a particular measurement
matrix was associated with a unique switching sequence.
Additionally, the seal architecture provided flexibility and
variability in the components’ characteristics. The architec-
ture offered the ability to dynamically select a particular
measurement matrix by setting a unique switching sequence.
A new switching sequence may be selected at every query if
desired. The seal architecture was not constrained to a
predetermined sparse signal. The remote reader may use a
new sparse signal at every query. The tunable properties of
GO provided an additional layer of flexibility within the
architecture. These possible variations allowed for a large
range of feasible measurement matrices available for

Figure 1. Seal architecture: the communication between the reader
(1) and the seal (2) takes place over an unsecure channel. A plaintext
message saved in the memory of the microcontroller is converted
into an analog voltage via the DAC (3). The DAC sends the signal to
the multiplexer (4), which duplicates the switching sequence, F, by
switching to the appropriate resistor (5) at the correct time. The
voltage drop across the resistor is measured across the shunt resistor
(6) and converted to a digital sample at the ADC (7). The
microcontroller emulates the compressive sensing procedure by
keeping a running sum of the digital samples collected for the analog
signal generated from the DAC and sent through the multiplexer.
The compressed samples are sent back from the tamper evident tag
(2) to the reader (1).

Figure 2. Voltage divider circuit: the voltage in, represented asV ,DAC

is dropped across both the seal resistor (Rx ) and the shunt resistance
(R .shunt ) The voltage out, representing one multiplication in the inner
product of the signal and one row of the F matrix, is measured by
the ADC between the two resistors.
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selection. Further details about the actual implementation of
the seal are provided in section 3.2.

3.2. Seal implementation details

A solution of GO, prepared according to Hoffmann’s method
[40], was used to make a 36 mm diameter by 22 μm thick GO
film through a vacuum filtration process. This film was then
reduced using a 40W CO2 Hobby Laser 5th gen manu-
factured by Full Spectrum Laser. The reduction of the GO
film produced RGO, which is electrically conductive, while
GO is highly insulating. Using a space-filling, self-avoiding
random walk algorithm [41] with eight starting points, eight
resistors were designed and printed onto the seal, as shown in
figure 3(a). This algorithm created a random path for each
resistor, allowing unique seals to be easily fabricated. The
random path was space filling; therefore, it was sensitive to
cracks or other mechanical damage across the entire surface
of the seal exposed to tampering attacks. The algorithm was
implemented in MATLAB, and a bitmap image file (.bmp)
was generated as output. The picture was then processed
using the RetinaEngrave 3D software, which enabled control
over the laser raster power (set to 23%) and engraving speed
(set to 20%). The path of each resistor was assigned to a
different layer. By controlling the number of repeats of each
layer, it was possible to generate different resistance values
for each RGO path. The RGO path resistance values as
measured by the MCU unit connected to the seal are collected
in table 1.

The GO seal was held in an acrylonitrile butadiene
styrene (ABS) plastic container, fabricated using an additive
manufacturing process, as shown in figure 3(b). The plastic
container consisted of two identical rings, each 70 mm in
diameter with a 28 mm diameter hole in the center, and eight
evenly spaced holes around the perimeter, that allow it to be
secured together with bolts. The upper container element had
copper tape that extends from the underside, where it made
contact with the GO seal, to the top, where it was soldered to
wires that connected it to the rest of the seal system. The GO

seal was placed between the two container halves, where its
outer 4 mm was compressed between the two halves by the
securing bolts. This kept the seal in place and ensured proper
contact between the seal and the copper tape.

Once the seal was designed and printed, the shunt
resistance must be chosen to match the resistance values of
the seal. The shunt resistance acted as the second resistance in
the voltage divider depicted in figure 2, and as such, it con-
trolled the voltage drop over the measurement resistor. Shunt
resistance values too high or too small, compared to the
resistors engraved on the GO film, were avoided. If the
combination of the RGO and shunt resistor resistances yiel-
ded a very small voltage change at the measurement resistor,
then seal tampering would result in inappreciable modifica-
tion of the compressed samples collected by the MCU. In
practice, a shunt resistance selected to be between the highest
resistance and twice the highest resistance proved to work for
this seal. For the seal depicted in figure 3, a calibrated shunt
resistance of 159.440 kΩ was selected.

The MCU specifically used for this project was an Atmel
ATxmega128A1 unit programmed in C++ using object-
oriented techniques to produce a modular code that is
extensible and reusable for future implementations. The seal
was connected to a computer running MATLAB via a serial
port to collect the compressed samples sent back from the seal
and perform signal reconstruction. The results of the pre-
liminary tests performed on the seal are reported in section 4.

4. Preliminary test results

A preliminary test series was performed on the seal aiming to
demonstrate the effectiveness of the proposed architecture.
The tests were performed by having the MCU DAC unit
generate a three-period sine wave. The Atmel ATxme-
ga128A1 DAC unit was set to use the accurate internal 1.00 V
voltage Vref as reference. Also, the output voltage VDAC from
a generic DAC channel is given as

= ´V V
Channel_Data

4095
, 4DAC ref ( )

where Channel_Data is the digital signal ranging in the closed
interval 0; 4095 .[ ] The microcontroller was compiled to
output a full wave rectified sine wave with amplitude ranging
from 0 to 0.9 V, such that the DAC does not saturate. During
acquisition of the compressed samples, the measured voltage
drop across the shunt resistance was added to the running sum
with an inverted sign for all those samples that originally
belonged to the negative half of the sine wave. Section 4.1
describes how the preliminary tests were carried out and
presents upfront the obtained results. Section 4.2 provides
further details about seal operation.

4.1. Test description and recovered signal

Preliminary tests of the seal were performed as follow. The
acquisition of M compressed samples from the same three-
period sine wave described above were repeated 100 times

Figure 3. (a) The printed GO seal. The contact pads rim the outside,
while the resistive paths meander on the inside. The light gray is
indicative of insulating GO, while the darker gray and more textured
parts are conductive RGO. (b) The seal container. The GO seal is
placed in the central hole, and in the space (not visible) between the
two layers of ABS plastic. The copper tape wraps over the outer
edge of the upper ABS piece, and down to its underside where it
makes contact with the GO seal.
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with all of the resistors connected to the MCU (see figure 4—
case #01). Next, the wires leading into the enclosure (see
figure 3) were disconnected one at a time to prevent the signal
from reaching each resistor on the GO film; therefore, cutting
of the resistors was simulated without inflicting damage to the
seal. Again, 100 runs where carried out for each case.
Figure 4—case #02 shows the results obtained by dis-
connecting the RGO resistor path #08; figure 4—case #03
shows the measurement collected with RGO resistor path
#07 disconnected; and accordingly, cases #04 through #09
report the results obtained after disconnecting the RGO
resistor paths from #06 to #01, respectively. Finally, all of
the resistors were simultaneously disconnected (see figure 4
—case #10), and the seal was kept running 100 times more,
simulating a total destruction condition. For each case the
reconstruction error was computed according to the following
formula:

e =
-x x

x
, 5recovered 2

2

¯
¯

( )

where x̄ is the vector representing the original signal and
⋅ 2 is the l2 norm operator.

As seen in figure 4—case #01, the test case representing
an intact seal showed 100 recovered signals with an error
approximately ranging from 6% to 18%. The other cases from
case #02 to case #09 were affected by a reconstruction error
that was consistently above 125% when disconnecting one
resistor at a time. For each case, the recovered signals were
consistent. Finally, figure 4—case #10 reports the results for
disconnection of all RGO paths from the MCU. Case #10
recovered signals exhibited a reconstruction error around
100% with the recovered samples lacking any underlying
structure. From these results, important conclusions may be
drawn about the implementation of the seal prototype. By
setting a reconstruction error threshold to a value lower than
that observed in any of the cases where a resistor path was
disrupted, it was always possible to correctly distinguish the
intact seal condition from the tampered conditions (i.e., with
one or all RGO paths disconnected). According to the
experimental results, both the false positive and false negative
rates were equal to zero. Future work will include a complete
assessment of the seal performance, which will require
extensive testing including comprehensive documentation of
the effect of temperature and humidity by putting the seal
both in an oven and in a moisture chamber. Also, long term
testing will be required to assess the stability of the electrical
properties of the RGO circuitry over time. Such a large-scale
testing campaign will require the production of several seals
from currently unobtainable necessary resources. Never-
theless, numerical simulation was carried out to quantify both
the bit-non-sensitive feature of CS and the seal performance

as a function of perturbations inflicted onto the nominal RGO
resistor values. The description and results of the numerical
simulations are reported in section 5.

4.2. GO seal implementation details

In accordance with the seal architecture description provided
in section 3.1, reconstruction of the original signal starting
from the CS samples was performed by running the YALL1
algorithm in MATLAB. Details about the recovery process
are provided hereafter. The signal x , saved on the MCU
memory and generated by the MCU DAC unit, was a three
period sine wave defined as

= ⋅x t0.9 sin 3 , 6( ) ( )

where p=t 2 ,n
N

( ) with În 0;127[ ] and =N 128. This type
of signal has a naturally sparse representation over a Fourier
basis. For this reason, this basis was used as dictionary Y to
solve equation (1). The resulting Y was an ´N N
orthonormal basis with the generic kth column given by

 y = -p- /n
N

n k N
1

e , 0 , 1, 7k
kn N2 i( ) ( )

where N is the length of the vector n.
The measurement matrix used to collect the compressed

samples was implemented according to the procedure
described in section 3.1. The specific switching sequence,
drawn at random from a random uniform distribution in the
closed interval 1; 8[ ] and used to obtain the results presented
in section 4.1, resulted in sensing matrixF (see equation (3)).
The YALL1 algorithm became problematic when working
with the sensing matrix F defined as described above. Spe-
cifically, the algorithm was yielding null recoveries (i.e., the
expansion coefficients of vector s, see equation (1), were
exhibiting a magnitude in the ball park of -10 21) for nearly 50
recoveries over 100 runs. The null recovery problem was
present for all of the cases shown in section 4.1. At the time
the authors submitted this paper, they were currently inves-
tigating the reason for the difficulty obtaining successful
reconstructions. The authors suspect the recovery problem
was caused either by the numerical scaling inherent to the
nature of their prototype, or the implementation of the mea-
surement matrix was results in measurement matrices that are
on the edge of satisfying the restricted isometry property [4].
However, the authors have found a mathematical artifice that
has significantly helped circumvent the null recovery pro-
blem. First, the columns of the measurement matrix F were
normalized as follows. Letting Fnorm be the matrix resulting
from normalization, then the Fnorm matrix was obtained by

F F F= , 8norm 1 ( )

Table 1. GO seal resistance values.

R1 (kΩ) R2 (kΩ) R3 (kΩ) R4 (kΩ) R5 (kΩ) R6 (kΩ) R7 (kΩ) R8 (kΩ)

95.362 49.558 84.819 44.854 14.029 41.096 30.074 60.020
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Figure 4. Results obtained from the preliminary tests performed on the seal. Reconstructed signal and reconstruction error are displayed. Case
01: all of the resistors connected; cases 02 through 09: resistors from #8 to #1 respectively disconnected; case 10: all of the resistors
simultaneously disconnected.

7

Smart Mater. Struct. 24 (2015) 105014 A Cattaneo et al



where F » 4.27311 is the l2 norm of the first column of
matrix F. As observed in figure 5, the operation performed
according to equation (8) enabled the formation of a new
measurement matrix Fnorm whose columns had an approxi-
mately unitary norm.

Second, the l1 norm minimization problem of equation (1)
has been slightly changed to

F Y=s y sP : s. t. , 91 1
min

s normˆ ( )

where ŷ is a modified version of the compressed samples
vector y (see section 2.1), obtained as

F= +y x c , 10norm( )ˆ ( )

where c , with dimensions ´N 1, is an arbitrary constant
vector and Fnorm is the normalized sensing matrix as defined
in equation (8). Third, the first data set from the compressed
measurements y1 collected for case #01 (see section 4.1) was
selected to repeatedly solve the minimization problem of
equation (9) for

F
F

=
+

y
y c

, 111

1

ˆ ( )

where the elements of the constant vector c have been
increased at each iteration from an initial value of 0.01 to a
final value of 10.00 by steps of 0.01. Once the expansion
coefficients s were retrieved from solving equation (9) the
recovered signal was finally obtained as

Y= -x s c . 12recovered ( )

For the 1000 simulations performed, the reconstruction
error was computed according to equation (5). The recon-
structed signals are collected in figure 6(a), and the recon-
struction error is presented in figure 6(b). As observed in
figure 6(a), null recoveries could be avoided by adding the
arbitrary constant vector c . Further, for arbitrary constants in

the interval 0.01;1.50 ,[ ] the reconstruction error remained
approximately between 9% and 10%. According to these
results, a constant vector c populated with elements equal to
0.6 was used to perform all of the reconstructions presented in
section 4.1 and successive sections.

The results presented thus far show how the seal proto-
type can correctly detect a tampered state corresponding to a
seal damaged by disconnecting one RGO resistor at a time or
by disconnecting all of the RGO resistors. Section 5 will
introduce a simulation framework used to quantify how the
bit non-sensitive feature of CS can accommodate perturba-
tions of the encryption key.

5. Numerical simulations

This section presents a simulation framework that enables the
study of how perturbations of the RGO resistor values mod-
ified the compressed samples collected by the seal and how
the perturbations affected the reconstruction quality of the
original signal. The architecture depicted in figure 1 shows
that both the ADC and DAC units are exploited to implement
the CS scheme on the seal. Therefore, the noise affecting the
samples generated by the DAC and acquired by the ADC
entered the entire process. Figure 7 shows the voltage mea-
sured from the ADC unit for an increasing voltage output
generated from the DAC unit; the insert provides a zoomed
view which enables to appreciate the DAC to ADC loop
noise. According to the data, the noise affecting the DAC to
ADC loop is estimated to be 10 times the resolution of the
ADC/DAC units.

A simulation framework was created to reproduce the
compressive sampling scheme implemented on the seal and
depicted in figure 1. Specifically, simulations were performed
using the same measurement matrix F used on the seal, and
the DAC to ADC loop noise exhibited by the MCU was
introduced. Validation of the simulation framework is pre-
sented in section 5.1.

5.1. Simulation framework validation

For validation purposes, the simulation framework was used
to reproduce the results presented in section 4.1. Specifically,
100 simulation runs were performed for each case presented
in section 4.1. For every simulation run, random noise with a
standard deviation equal to 10 times the resolution of the
ADC/DAC units was added to the samples to build up the
running sum and obtain the compressed samples y .sim For the
purpose of clarity the compressed samples obtained from the
operating seal and presented in section 4.1 are addressed in
this section as y .op In order to synthetically compare the
results obtained from the simulation framework with those
obtained by the operating seal a correlation statistic para-
meter, namely the sample covariance cov, was computed.
Specifically, the sample covariance cov was computed
between the compressed samples F=y xbase computed for
the intact seal—with F and x respectively defined in

Figure 5. l2 norm computed for the columns of the normalized
sensing matrix F .norm
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equations (3) and (6)—and the compressed samples y
according to the following formula:

å=
-

- ⋅ -
=

⎡⎣ ⎤⎦
M

y y y ycov
1

1
, 13

i

M

i i
1

base, base( )¯ ( ¯) ( )

where M is the number of compressed samples, ybase¯ and ȳ
respectively are the mean values of the compressed samples
ybase and y. The covariance cov is computed using =y ysim
for the compressed samples obtained from the simulation
framework and using =y yop for the compressed samples
obtained from the operating seal. Figure 8 shows and
compares the convex hulls computed for the set of points
defined by the coordinates r-cov, 1 ,3[ ( ) ] where r is the
correlation coefficient defined as r s s= ⋅cov y ybase

( ) with
sybase

and sy representing the standard deviations of ybase and
y. The x-axis in figure 8 represents the correlation statistic
cov, while the y-axis represents r-1 .3( ) The convex hulls
encompassing the compressed samples acquired from the

operating seal and those obtained through the simulation
framework are shown in figures 8(a) and (b), respectively.
Both of the plots show that the convex hulls representative of
a damaged condition (i.e., with one or all the resistors
disconnected) are located in positions distinct from the one
occupied by the convex hull associated with the intact seal.
Figure 8(c) facilitates better comparison of the results
presented in figures 8(a) and (b). The positions of the convex
hulls and their extensions are comparable for both the
experimental and numerical cases. Based on the results shown
in figure 8, the simulation framework developed by the
authors can be considered validated. It follows that the
simulation framework is deemed to possess an acceptable
level of accuracy to numerically generate compressed samples
that can be used to study the behavior of the real seal.

The simulation framework developed thus far was used
to better understand what happens to the seal when pertur-
bations are applied to its resistors’ values; simulations and
results are discussed in section 5.2.

5.2. How perturbations affect the seal’s resistor impact on
reconstruction quality

The simulation framework, validated in section 5.1, enabled
quantification of the bit non-sensitive feature of the CS
scheme implemented on the GO seal. 100 simulation runs
were performed by introducing the perturbations listed in
table 2 to all RGO resistors simultaneously.

The results of the simulations are collected in figure 9
(positive perturbations and unperturbed cases) and figure 10
(negative perturbations cases). After doubling all of the
resistor values concurrently (see case 101, figure 9),
the reconstruction error never exceeds 40%. For smaller
positive perturbations the reconstruction error decreases
(see case 102 through 106, figure 9). The reconstruction error
approximately oscillates around 20% for case 102

Figure 6. (a) Reconstructed signal and (b) reconstruction error obtained by solving the problem P1 of equation (9) with the arbitrary constant
c ranging in the interval 0.01; 10.00[ ] using a step size of 0.01.

Figure 7. Noise affecting the DAC to ADC loop.
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(i.e. resistors’ perturbation of +50%) and around 10% for all
the other positive perturbation cases considered.

Further, the unperturbed case (see case 107, figure 9)
compares favorably with the reconstruction error obtained for
the real GO seal tested when it was intact (see case 01,
figure 4). This correlation further proved that the simulation
framework developed in section 5 was effective.

As far as the negative perturbations are concerned, for
small perturbations (below 10%), the reconstruction error
never exceeds 30% (see cases 108 through 111, figure 10).
For very large perturbations (−50% and −99%, see cases 112

Figure 8.Convex hulls encompass the data for cases from#01 to#10, relative to (a) data acquired on the GO seal, (b) data simulated and (c)
comparison between the two.

Table 2. Small and large perturbations applied to the RGO resistors.

Case Perturbation Case Perturbation

101 +100% 108 −1%
102 +50% 109 −2.5%
103 +10% 110 −5%
104 +5% 111 −10%
105 +2.5% 112 −50%
106 +1% 113 −99%
107 0%
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and 113, figure 10), the reconstruction error ramps up to
almost 50% and 100%, respectively. For case 113, the
reconstructed signal no longer matches the original sinusoid.

The results presented in the current section proved that
the CS non-bit-sensitive feature made the seal particularly

robust to percentage variations affecting all seal resistors
simultaneously. These applied perturbations are believed to
be representative of variations induced by environmental
changes (e.g., temperature and humidity). Further experi-
ments are required to validate this hypothesis.

Figure 9. Results for the positive perturbations and the unperturbed cases listed in table 2. Reconstructed signal and reconstruction error are
displayed.
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6. Further considerations about the seal

The authors are aware that the design and implementation of a
tamper evident seal involves many nuances. As already
deliberated in section 3, a tamper evident seal must be capable
of remaining intact while experiencing ordinary environ-
mental conditions expected to occur over the seal’s service
life. Concurrently, a seal must become irreversibly damaged
when exposed to a malicious attack. Considering these
essential factors, additional properties exclusive to this seal
are worth mentioning. This seal’s architecture relies on a
compressive sampling scheme that makes use of resistive
patterns engraved on GO paper. One possible mechanism an
attacker could use to defeat the GO paper-based tamper evi-
dent seal may consist of gaining access to the resistor values
of the GO pattern and replacing the original GO pattern with
an array of resistors whose values are close to the original
ones. Furthermore, an exact estimation of the original GO
resistor values may not be necessary due to the non-bit sen-
sitive feature inherent to CS. An interesting property that
makes GO a material suitable for the tamper evident seal

Figure 10. Results for the negative perturbations listed in table 2. Reconstructed signal and reconstruction error are displayed.

Figure 11. Damage induced by a multimeter probe on GO paper
during an attempt to measure its resistive value.
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developed in the current work is that GO paper is irreversibly
altered by simply positioning a multimeter probe on top of it.
Figure 11 shows an example of the damage generated on GO
paper when it is probed with a multimeter. In the author’s
experience with GO paper material, the damage induced by
the multimeter probe tip has the potential to produce a change
in the resistance reading. Consequently, an attack aiming at
disassembling the seal to measure the GO pattern resistance
values is unlikely to be effective. To increase the potential of
damaging the seal during an attempt to measure the GO paper
resistance values, a simple solution may consist of covering
the GO paper with a layer of epoxy. This additional coverage
would make it almost impossible for an attacker to gain
access to the GO paper (e.g., drilling the seal) without indu-
cing severe damage.

The authors explored the possibility of replacing tradi-
tional paper-based tamper evident seals with a new archi-
tecture that combines the unique properties of CS with GO.
The novelty of the current work consists of using the resistive
elements engraved on a GO-based tamper evident seal to
physically implement the random linear measurement pro-
cess, which is the basis of CS. A specifically engineered
solution will be needed to address the differing currently
available seal technologies; however, virtually any of these
technologies can benefit from the proposed architecture. For
example, without being exhaustive, electronic seal loops on
the market (see figure 12) can be improved using the archi-
tecture developed by the authors. Multiple GO conductive
elements, with different resistance values, can be embedded

into the seal loop and connected to a MCU. Any attempt to
cut through the loop or gain access to the GO conductive
elements in order to read their resistive values is likely to fail.

The inherent sensitivity of GO’s tunable electrical
properties to tampering attacks has made such a material an
ideal candidate for the development of an innovative paper-
based tamper evident seal. The GO paper used to build the
prototype described in the current work was produced at a
relatively low cost due to the authors’ affiliation with the
Center for Integrated Nanotechnologies at LANL. A couple
of considerations are worth noting with regards to cost effi-
ciency. First, the fabrication and electrical tuning process of
GO-paper may be adapted to large-scale production in order
to further reduce costs. Second, the ongoing research in the
field of tunable electrical materials sensitive to tampering/
electrical probing attacks may help improve the prototype’s
current version.

Finally, some further remarks about CS are worth men-
tioning. Following the seminal works of Donoho and Candès
[4, 12], huge efforts have been made to explore this field both
in terms of applications and theorems capable of bounding the
performance of CS. Many of these performance-bounding
theorems are based on the assumption that Gaussian or other
random matrices are used to accomplish the linear measure-
ment process. Implementing such sensing matrices on real
circuits may be impractical. Therefore, different approaches
have been developed, such as using CS matrices consisting of
Toeplitz and circulant structures [42, 43], deterministic
matrices [44–46], sampling matrices that can be applied to
binary sparse signals, and algorithms that show promise in
recovering signals from 1-bit measurements. The aforemen-
tioned approaches may help to improve the results presented
in this paper. A more thorough study of these approaches is
required in order to understand how they behave with respect
to the non-bit sensitivity and encryption properties explored
in the current work. Of particular interest is using sampling
matrices that can be applied to binary sparse signals [47] and
the 1-bit CS technique [48, 49]. The former may enable the
use of binary signals, eliminating the use of DAC and ADC
units; the latter should still enable measurement of analog
signals by simply requiring an inexpensive comparator.

7. Conclusions

This work proved that a tamper evident seal made from a thin
GO film could be successfully realized. The GO seal physi-
cally implemented the secret encryption key of a compressive
sampling acquisition scheme in order to achieve self-state
awareness and self-authentication capabilities. The tests per-
formed on the working prototype showed that tampering
attempts resulting in the total destruction of one RGO resistor
path at a time and of all RGO resistor paths simultaneously
could always be correctly detected. Both the false positive
and false negative rates of the seal were equal to 0. A
simulation framework was developed to better understand the
behavior of the seal, specifically, the effect of perturbations
on the resistive properties of the RGO paths engraved on the

Figure 12. Example of electronic seal loop on the market.
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seal. According to the results, the seal showed the capability
to maintain a reconstruction error within 30% for perturba-
tions inflicted on the RGO resistor paths ranging from −10%
to +50%. These results showed the potential for the seal to
correctly operate when exposed to operational conditions that
it may encounter when used in real applications, permitted by
the bit non-sensitive feature of the compressive sampling
acquisition scheme.

From a broader viewpoint, this work demonstrated how
material science and signal processing techniques could be
successfully fused to create devices capable of detecting a
damaged state. Using appropriate materials, the proposed
architecture could virtually open a new field for SHM related
applications.
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