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Abstract. Each object has a set of attributes that help determine its essence and distinguish it
from many other similar ones. Solving the problem of automatic identification to prevent
counterfeiting is currently an urgent task, since the existing technologies cannot guarantee
reliable protection from falsification of production.

1. Introduction
The study of automatic identification methods revealed their shortcomings. It is almost impossible to
determine an object from a number of similar ones belonging to the same category and it is not difficult
to copy an object. Therefore, in order to carry out a reliable identification procedure, it is necessary to
apply a fundamentally different approach, i.e. to use a unique characteristic applied to the object. For
this purpose, the stochastic physical process must be based on the technology of applying such an
irreproducible surface. The study aims at developing the technology of getting the unique object
characteristic, which will guarantee its reliable authentication.

The analysis of the existing methods using stochastic physical processes to provide an object with
unique characteristics proved to be rather undeveloped [1-5].

2. Electric discharge method for non-replicable object surfaces

The lack of reliable identification technology caused the authors' interest in the physical nature of the
electric discharge process, which has been used to destroy rocks, large objects, water purification,
pipelines, grinding of plant raw materials [6-9]. In this article, it is proposed to apply the electric
discharge method for applying a non-replicable surface for object identification, allowing to recognize
a unique characteristic and identify an object on the basis of the developed automated system.

In Kaluga Branch of Bauman Moscow State Technical University, a series of experiments was
conducted to obtain non-reproducible surfaces on paper documents placed between two electrodes. The
choice of this research object is related to the need to protect securities, identity cards, education and
qualification documents, accompanying documents for products from their forgery.

To obtain a non-replicable document surface, an electric discharge unit was assembled, the
parameters and operating modes of which were obtained during calculations [10]. From the technologies
for obtaining different types of discharges, the avalanche-streamer discharge was selected as providing
a large number of destruction channels stochastically disposed relative to one another. An important
condition for its creation is the application to an interelectrode gap of a highly inhomogeneous electric
field, the magnitude of the voltage of which must exceed the critical value [11-13]. The overvoltage
factor was determined for the development of a discharge in the air gap, since the introduction of a solid

Content from this work may be used under the terms of the Creative Commons Attribution 3.0 licence. Any further distribution
BY of this work must maintain attribution to the author(s) and the title of the work, journal citation and DOI.
Published under licence by IOP Publishing Ltd 1


http://creativecommons.org/licenses/by/3.0

MISTAerospace 2018 IOP Publishing
IOP Conlf. Series: Materials Science and Engineering 450 (2018) 052013 doi:10.1088/1757-899X/450/5/052013

dielectric into the interelectrode gap causes the discharge to proceed with a smaller electric field. The
resulting non-replicable surface is a set of stochastically located holes (figure 1).

Figure 1. Non-replicable surface with concentric circles.

3. The interference characteristic of the failure channel location
The distribution estimate of the number of holes, their areas and centers over the target surface was
made with the help of a developed automated system.

When considering the surface perforations (holes), it is not difficult to verify their stochastic
distribution. In addition, with an uneven density of the paper carrier, the holes were also found in areas
with a dense structure, whereas it was previously noted that during the passage of an inhomogeneous
dielectric the fracture channel develops in places with the lowest density [14, 15]. During the
experiments, the authors made the assumption that under the created conditions for creating a dielectric
breakdown, when electrons pass between the cellulose molecules, an interference pattern of the location
of the destruction channels will appear. This assumption was theoretically confirmed by cellulose
structure taking into account the de Broglie hypothesis.

The interference pattern resulting from the addition of waves is characterized by the distance between
the interference bands Ax between the neighboring maximum values of the amplitudes. This value can
be determined by the formula [16]:

da
Ax = —,
a

where d = interelectrode gap, a = distance between molecules of a crystalline dielectric.
The average distance between the molecules of cellulose is assumed to be equal to 2,8 - 1071% M
[17]. Then the distance between the fringes becomes:

_1072.5,234-10712

Ax
2,8:10~10

= 1,869 - 1073[m] = 1,869[Mm].

To confirm a theoretically grounded assumption about the presence of an interference phenomenon
during the application of holes in the conditions of electric breakdown of a paper carrier, various sets
of perforations were processed with the help of an automated information system. For this purpose,
the character of the distribution of the area sums of burned holes that hit each of the annular subregions
of the target was studied (concentric circles were applied to the target perforations of the target) and
its center part (figure 1).
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By the nature of the waves, we can conclude that there is an interference phenomenon on cellulose
crystals: the maximum amplitude of the waves significantly (four times) exceeds the mean value (figure
2).

The width of the interference fringe, due to the oscillations of various factors affecting the electric
discharge process, was within 1.8-2.05 mm, which agrees well with the theoretically suggested value
(1.869 mm).
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Figure 2. Hole areas distribution example.

4. Automated identification process
The document was identified as follows (figure 3) [18].
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Figure 3. Automated system operation principle.

A two-dimensional code with alphanumeric encryptions was printed on the paper substrate (1) after
processing and coding the identification features of the unique characteristic (2) (series and document
number, number, coordinates and hole size) by an automated system its confirmation 3. Writing a large
amount of information in the code makes it possible to avoid using databases designed to store the
reference information contained in the received characteristics. The sequence of operations to verify the
identity of the document was as follows. The scanning and processing device (4) scanned the non-
replicable surface (2) and stored its image in the memory of the device (5) (a common smartphone
camera). The binary image of the surface (2) stored in the memory of the device (5) was digitized
(procedure 6). Then, identification tags were identified (procedure 7), and a digital code was created
(procedure 8). Authenticity of the read surface (2) is verified during the execution of subsequent counter
procedures: 9 - scanning of two-dimensional code 3; 10, 11 - storage of two-dimensional code (3) and
its decoding; 12 - obtaining a signature containing information about a genuine digital code; 13 -
verification of the digital code; 14 - receipt of a true digital code. 15 - bit-by-bit comparison of the digital
code obtained as a result of reading and processing the surface (2) on the document, with a genuine
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digital code of two-dimensional code (3). If they coincide with a certain accuracy, then the document is
recognized as genuine. Procedure 16 represents the decision on the document authenticity. It is
implemented as a message generated by the device (4).

5. Results and conclusions

During the series of experiments, the results of paper documents identification have been obtained.
Figure 4 shows examples of identifying genuine document results. Each non-replicable surface had a
various number of deposited apertures. The dimensions of the holes and the coordinates of their mass
centres also differed from each other. The horizontal axis shows the column numbers - the results of the
identification procedure, the vertical axis shows the number of holes applied by the electric discharge
method. Documents with various number of holes were chosen - from 70 (column 1) to 22 (column 7).
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Figure 4. Diagram of original documents identification results.

Diagram 4 shows that the information system demonstrated good results when identifying originals
from a variety of falsified documents. The magnitude of the compared values deviation from the total
coincidence did not exceed the permissible threshold of 5%. Very different diagrams were obtained
when comparing falsified documents with genuine ones (figure 5). The horizontal axis of the chart shows
the column numbers, the vertical axis shows the results of the identification procedure, the number of
holes for which the match occurred. The coincidence is possible by parts of two holes of the counterfeit
document (the total number of holes was 70). But the areas of the parts of these holes differ from the
reference values, and there was a coincidence in the coordinates of one hole mass centre.

2
H Hole
1 m Center
Square
0 Figure 5. Diagram of comparing results of the
123456738 original data with forgery.

Thus, the proposed new identification technology allows to confirm the authenticity of the document
with high accuracy, i.e. to make reliable object identification.
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