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ABSTRACT: Several Research and Development activities are ongoing at European Space Agency
[1] to secure the supply of key electronic parts for current and future space avionics systems. Anal-
ogously to astro-particle and high-energy physics, the space missions radiation environment drives
the radiation hardness requirements, which limits availability of suitable electronic components.
In particular for the future ESA flagship Jupiter science mission, the necessary processing, relia-
bility, mass, power performance requirements are difficult to meet with current components and
systems with sufficient radiation tolerance margins. Improved radiation characterisation and mod-
elling of the Jupiter radiation environment as well as operational radiation monitoring during the
mission will be key in ensuring adequate margins for the operation of electronic components.
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1 Overview — electronics R&D activities at ESA

In support to the spacecraft developments for the ESA missions, several research and developments
activities are undertaken to ensure the supply of their key avionics electronic components [2, 3].
The Technology Research Programme (TRP), Core Technology Programme (CTP) and European
Component Initiative (ECI) focus on the development of spacecraft platform and payload build-
ing blocks, which may be used across multiple missions. Such an approach, coordinated with the
national space agencies at a European level, requires a clear strategy, harmonisation and standardis-
ation in terms of avionic spacecraft architectures, including the functional elements like processors
and memories as well as communication interfaces and protocols. Cooperation is also required
with software disciplines to ensure that hardware elements can be integrated with a minimum of
effort (see [7]).

Current electronic systems R&D activities at ESA focus on:

1. the characterisation, modelling and specification of the radiation effects (TID and SEE,
NIEL-displacements) for different classes of missions



2. the continued development of reliable methods, guidelines and standards for the safe use
of Commercial-Off-The-Shelf (COTS) components, and rad-hard by design (RHBD) tech-
niques,

3. the up-screening and radiation-effect mitigating of COTS components and in particular of
volatile and non-volatile memories down to the sub 45nm CMOS technology node.

4. the deployment and development of European Space Components Coordinated (ESCC) qual-
ified fault-tolerant processors and micro-controllers in single and multi-core configuration,

5. the maintenance and development of ESCC qualified digital radiation hard ASIC processes
and technology digital library,

6. the deployment and development of ESCC qualified small, medium and large radiation hard
reprogrammable FPGAs,

7. the maintenance and development of Mixed-Signal radiation hard ASIC processes and tech-
nology digital and analogue IP core library.

2 Overview — radiation environment and effect characterisation, modelling and
radiation hardness assurance at ESA

The correct implementation of a system-wide Radiation Hardness Assurance (RHA) policy espe-
cially for what concerns margins, is of paramount importance for space missions. Specific activities
to reduce the “hidden” and explicit margins in radiation hardness assurance are needed. Reduced
margins are possible, with an accurate measurement, modelling and simulation of radiation en-
vironment and its effects. Reduced margins may allow use of ‘softer’ but more advanced EEE
components and this will be a major performance/cost benefit and competitive driver for space in-
dustries.

A systematic approach towards the accurate measurement of the radiation environment (both for
TID and SEE) at unit and component level is being considered.

A key topic in this field is the development and maintenance of the future set of European radiation
monitors, with focus on:

1. the Next Generation Radiation Monitor,
2. the Standard radiation hard front-end ASIC for radiation and particle monitors,
3. the Radiation Monitor for the Jupiter mission,

4. the Active Pixel Sensor (APS) based Miniaturized Radiation Monitor.

3 Environmental requirements for different classes of missions at ESA

Space-borne electronic systems may have very variable requirements in terms of operational avail-
ability and reliability for radiation hardness assurance.
The whole radiation hardness assurance process is iterative; it starts first with top-level estimations



of the radiation environment, than the radiation levels at component level are calculated, and finally
the electronic designs analysed in order to assess the effect on critical or sensitive parts.
The three main sources of radiation that have to be considered are:

o the trapped electrons and protons in the Earth’s radiation belts.
e the protons and heavy ions produced by the Solar Particle Events (SPE).

o the Galactic Cosmic Rays (GCR) protons and heavy ions.

but modern transport models, mostly based on monte-carlo simulations, take also into account the
non negligible role of secondary electrons created by large and composite structures.

3.1 Global monitoring for Earth and security and Earth observation missions

Global Monitoring for Earth and Security
(GMES) and Earth observation (EO) missions
are normally in Low Earth Orbit (LEO), thus
well inside magnetosphere, but often in po-
lar orbits, and their lifetime (normally of 2-5
years) is generally determined by operational
rather than reliability factors. Accumulated
doses are quite low, ~ 1-5 krad/yr and due

mostly to protons in inner belts (south Atlantic
anomaly). Effects of GCRs in polar zones can-
not be neglected, and in recent history many
in-flight failures have been generated by SEEs.
Figure 1. Cryosat, Earth Observer launched 8 April INevertheless, operational constraints are nor-
2010. mally relaxed, and fail-safe modes (at least on
payloads) are foreseen, allowing use of ‘up-
screened’ COTS devices.

3.2 Telecom and navigation missions

In contrast telecom satellites are geostationary, and built for continuous operation over more than
15 years. Geostationary orbit crosses outer radiation belts and the accumulated dose is on the or-
der of ~ 5-10 krad/yr. The prevalent radiation are electrons (and their Bremsstrahlung), making
local shielding of sensitive components complex. Telecom satellites have single failure operational
requirements both at payload and platform level, since continuous operation has to be guaranteed.
For some critical functions even double-failure operational requirements exist. Furthermore, the
operational lifetime of a satellite platform is counted in decades requiring high-reliability compo-
nents and engineering.

A further commonality exhibited by Telecom and Earth Observation missions is the need to
produce multiple satellites or platforms in a restricted time scale and this implies the application
of industrial procedures that are not usually implemented in space programs. Science missions
require enhanced modularity and multi-instruments support whereas Earth Observation missions
need very high data throughput links and increased memory capacity.



Furthermore, Earth Observation missions share with Telecom projects avionics architectures

that implement security solutions to protect the payload data and the spacecraft control and moni-

toring functions.

Figure 2. Alphasat, next generation European telecom plat-
form.

3.3 Planetary exploration missions

Figure 3. Juice, the Jovian system orbiter, due to launch in
2022.

Telecommunications satellites are key
elements of the worldwide information in-
frastructure to be protected against occur-
rence of events like service denial, misuse,
not authorized access or modification of
information. All the mentioned events can
reduce the availability of the provided ser-
vices producing economic losses for oper-
ators, end users and stakeholders of infor-
mation systems.

Lastly the spacecraft platform and
subsystems need to be available for
decades, putting the management elec-
tronic component obsolescence in focus
when designing a system.

The next ESA flagship mission will be
a planetary probe on Jupiter. It will be
launched in 2022 from Europe’s spaceport
in Kourou, French Guiana, on an Ariane
5, arriving at Jupiter in 2030 to spend at
least three years making detailed observa-
tions with multiple science payloads of the
planets and its inner Galileian moons.

Once in Jovian orbit, accumulated dose
is foreseen to be hundreds of krad/year,
but with the big uncertainties due to a less
known environment, where several highly
variable trapped belts of protons, electrons

and plasma exist. Such missions are clearly a once-in-a-lifetime scientific opportunity and any fail-

ure at platform and payload level is considered not acceptable.

4 Radiation monitors: space weather monitoring and design margin verification

The number of flying or ready to fly European radiation and plasma instruments has increased sig-

nificantly in the last few years. Research programmes have also made good progresses in investi-

gating innovative technologies and new concepts designs, which will allow a substantial reduction

of mass, power and data rate budgets compared to traditional instrumentation, whilst providing



equivalent or higher detection efficiency. With many future missions in Navigation, Telecommuni-
cations, Exploration, Science and GMES and EO domains flying in severe radiation environments
and carrying highly sensitive components and systems, the need for such radiation instrumenta-
tion is increasing. Accurate measurements of the Space Environment plays also a crucial role in
improvement of radiation environment models and the development of the space weather services
required by the ESA Space Situational Awareness programme. Developments of radiation detectors
and monitors are Harmonised through the Industrial Policy Committee (IPC) Technology Harmon-
isation Advisory Group (THAG) and tracked by the Space Environments and Effects Network of
Technical Competencies (SEENoTC — [9]) and classified by the ESCC Component Technology
Board (CTB) Radiation Working Group as follows:

1. Devices to provide coarse radiation housekeeping data

2. Devices to provide in-situ radiation data and alert platform systems
3. Devices to support the payload systems

4. Devices designed for providing space-weather data

5. Devices for the provision of science data in preparation of future missions

5 Space technology requirements of future ESA missions

The evolution of electronics technology is opening an incredible amount of possibilities for the
spacecraft avionics, that reduce weight and power and increase functionality and processing per-
formance, that have been successively used in automation and embedded applications:

e implementation of high-performance processors architectures

e integration of different functionalities, until now implemented on several boards, onto a sin-
gle chip (SoC),

e introduction of digital sensor buses.

There is also a dark side in the electronics technology that is evolving faster: quick obsoles-
cence of electronic parts. Obsolescence has side effects also on the space electronics world, even
if sometimes they are delayed: the evolution of the silicon technologies has basically cancelled the
possibility to continue to use components like microcontroller 80C32 and digital signal processor
TSC21020 developed and qualified years ago and for which an alternatives are not existing at the
time being (they have reached obsolescence in 2010).

Future programs for Science, Exploration, Earth Observation, Telecom and Launcher are the
sources of high demanding and additional requirements for the next generation of On-Board Com-
puters (OBC), Data Handling and Data Systems. Increase of the processing power, reduction of
mass, volume and power budgets can be considered a sort of natural evolution of the existing
requirements. In addition to these top-level requirements there are also those low-level ones asso-
ciated with the next generation on-board computer architecture, involving lower level communica-
tion, that introduce new functional services for the application software.



Furthermore, digitalization and standardization of interfaces allows use of “Building Block™ ap-
proach, both in development adn testiong of new equipment [7].

6 Space technology trends

6.1 Trends in space electronic systems: FLASH-based mass memories

A “space grade” Non-Volatile RAM (NVRAM) does not exist, since for this high volume, low-
margin device the market is driven by low-reliability consumer electronics. Commercial markets
are dominated by NAND (and some NOR) FLASH. due to its simple structure and high demand for
higher capacity, NAND FLASH memory is the most aggressively scaled technology among elec-
tronic devices. The technology has reached 20 nm in production (SAMSUNG, INTEL, MICRON).
While the expected shrink time-line was a factor of two every three years per original version of
Moore’s law, this has recently been accelerated in the case of NAND flash to a factor of two every
two years.

As the feature size of flash memory cells reach the minimum limit, further flash density increases
will be driven by greater levels for Multi Level Cells, possibly 3-D stacking of transistors, and im-
provements to the manufacturing process. The decrease in endurance and increase in uncorrectable
bit error rates that accompany feature size shrinking shall then be compensated by improved error
correction mechanisms.

For these reasons use of FLASH devices in space hits the inconvenient truth: FLASH are not “sim-
ple” NVRAM, since management, failure modes, and error correction schemes are very complex
and application dependent. Furthermore, we will soon face an environment where DRAM Memory
Modules are going to be replaced with NVRAM (FLASH or FRAM) memory modules to overcome
the SDRAM obsolescence and to increase the memory density, while keeping power consumption
in an acceptable range. Mass memories in space systems are evolving from simple stream tape-like
recorders to complex intelligent (sub)systems capable of autonomous operations. This evolution
is driven mainly by requirements coming from complex multi-payload missions, where more than
the brute performance requirement (speed, capacity), functional requirement play a role. How-
ever, high-reliability electronics is struggling in keeping the pace with the aggressive down scaling
of NVRAM (mainly NAND flash) technology. As a consequence, the use of NVRAM in space
applications is not as established as in the consumer market and is still under research. Consid-
ering that the full commercial availability of qualified space memories is not an option for costs,
manufacturer’s interest, long lead times or performance reasons, adoption of COTS memories for
the proposed application is unavoidable. Up-screening of COTS memory chips has demonstrated
in the past that most of those components are not able to successfully operate and survive in the
demanding space environment. The few that demonstrate promising robustness request additional
design efforts to meet reliability requirements for space missions. Activities in this field, aim at
providing practical valuable architectural guidelines, comparisons and trade-offs among the huge
number of fault tolerant methodologies for NVRAM applied to the critical space environment.

6.2 Trends in space electronic systems: system on a chip

Reduction of power consumption, mass and dimensions achievable with silicon evolution and in-
troduction of the System On a Chip SoC technology are significant. For example for a key sys-
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Figure 4. SCOC3 Simplified Block diagram.

tem like the spacecraft On Board Computer (OBC) “classic” designs based on monolithic pro-
cessor (ERC32) had power consumption of ~ 90 W, mass of 21 kg, dimensions of 470(L) x
272(H) x 332(D) mm? (GOCE EO Mission, launched in 2009). Its evolution, based on the new
generation SPARC V8 AT697F processor is the GAIA Command and Data Management Unit
(CDMU) (to be launched in 2013), with power consumption of ~ 40 W, mass 16kg, dimen-
sions of 420(L) x 270(H) x (276(D) mm>. But, a SoC-based equipment, like SEOSAT OBC
(due to launch in 2014, based on SCOC3 ASIC [8]) can reach with very similar functionalities
with a power consumption lower than 15 W, a mass of 5.2kg and a much smaller volume of
250(L) x 150(H) x 216(D) mm>.

For the future ESA is developing a multiprocessor general purpose chip, the Next Generation
Multi-Purpose Processor (NGMP) based on a Quad-Core LEON4 [5, 6]. The first phase of the
activity has been kicked off in 3Q2009 with Aeroflex Gaisler as contractor. The NGMP is based
on a SPARC V8 compliant multi-core architecture and the objective is to have a standard product
implemented in Deep Sub-Micron (DSM) CMOS (65 nm is today’s baseline), while ASICs in
commercial Silicon technology are already available. The NGMP will include a large on-chip
memory (128-bit wide Level-1 cache, Level-2 cache of 256kB to 2MB depending on the available
technology), Space Wire interface, Ethernet, UARTSs, PCI 2.3, general purpose input and outputs
together with debug interfaces.

6.3 Trends in space electronic systems: configurable & programmable systems

A number of observable trends has been noted in recent space missions. Complexity of functions
for on-board avionics means a steep increase in number of complex ICs, and among those, number
and functions of programmable components (especially FPGAs) is very high. Looking at different



[ I| Lm' - ,_—.—| m

| RAAMP | STAT. UNIT psu AHBIAPY >
i LEONAFT LEON4FT i Bridge ncL

Memary Cachy U Cach [ AHBIAHE |
Sorubber | o] | = S Hridge
% | |
— ] usB
SDRAY e H AHETRACE i oL
AHBIAHE i Y
B
o At i
! AHE Bri s i
oL
PROM
] ]

(= | [2d =3
Status Bridge aste PEl Pel MILSTD- e
D Tamger Sy ¥ uker J 15538 |murn I
[ + kit | hhh (Y Y I 3 | L
[s1] re—
Timers 0 PCl SP1
watchdag I ara I | Arbter controdar

T R

Figure 5. Next generation microprocessor — block scheme.

classes of missions, Telecommunication and Navigation use the largest number of ICs, with some
missions having several hundreds of ASIC.

The aim of space electronic designer is often to prefer ASICs with respect to FPGAs, for a number
of reasons:

e FPGAs tend to bring uncertainties in design and deployment flow, since there is the mis-
placed idea that some functions can be changed “last minute” without taking into account
the verification work needed to guarantee work’s quality.

e The total Ionizing Dose requirements of 100 Krad (equivalent to 15-year telecom mission)
leaves only one possible choice for FPGA: microsemi (ACTEL) antifuse, that are subject to
US Department of Defense Export Regulations (ITAR).

e The space FPGAs are one time programmable, very expensive and power hungry devices,
that need additionally dual power regulation.

e The latest generation of FPGAs (both One Time Programmable (OTP) or SRAM/FLASH
based) come in very big or extremely dense packages, that make miniaturisation and reliable
soldering difficult, while their power density makes PCB design more constraining.

e The latest generation of antifuse FPGA devices has relatively ‘soft’ (in radiation terms) em-
bedded RAM, that makes use of EDAC/ECC mandatory.

One of the most welcomed features of antifuse FPGAs is the fact that they are live at power-on,
so they don’t need additional NVRAM to store code compared to other intelligent components.
6.4 Trends in space integrated circuits technology

Affordable reliable space electronics component development with Digital and A/MS ASIC Tech-
nology feasibility is an endeavour that requires high forefront investments and relies on the dis-



tributed knowledge (an ‘ecosystem’ in modern terms) that is difficult to maintain in the European
limited (in terms of volumes) and volatile (in terms of sustainability) space market.

In Europe there is one non-proprietary radiation hard digital ASIC technologies with a high
Technology Readiness Level (TRL) due to its extensive space heritage. The ATMEL digital tech-
nology has proven itself in space and reached a TRL 9. For Analogue plus Mixed-Signal (A/MS)
ASIC technology, there is one non-propriety technology, DARE, that achieves in the immediate
future a high TRL 9 in 2013.

The requirements of modern spacecraft systems, forces space companies to seek higher level
of performance and integration that can only be realised with custom designed digital and A/MS
ASICs. While for digital ASICs the traditional procurement process can be maintained, this appears
no longer the case for A/MS ASICs. In the traditional supply chain the responsibilities of the
component supplier could be clearly identified and demonstrated with space qualification of the
ASIC. For the full custom design for mixed-signal ASICs, required for the higher integration of
the space equipment functions, the responsibilities of the ASIC designer, ASIC supplier and users
appear to interweave, leading to a fragmentation of the traditional component supply chain. In
order to assure the quality of the product and put due responsibility for each step in the ASIC
manufacturing ESA is investigating the Process Capability Approval (PCA) quality system.

An indication of the complexity of the space ASIC supply chain is shown in the figure be-
low, where each step in the ASIC development, manufacturing and qualification is indicated. The
‘classical’ discrete parts procurement flow is indicated, which through the A/MS ASIC develop-
ment by space companies is difficult to maintain. The rationalisation of this supply chain is under
investigation at ESA to ensure the continued affordable supply of high-reliability and performance
components.

ESA is fostering the development of Design Against Radiation Effects (DARE) “portable”
library to ensure functionality, reliability and radiation tolerance of developed components [14, 15].
DARE provides the digital design kit (synthesis library and back-end services), analogue design kit
(Analogue library with radiation simulation models) and A/MS building blocks, through affiliated
companies. DARE currently targets the UMC 180 nm CMOS technology. The porting of the
technology to XFAB 180 nm is under development and the DARE/XFAB ESCC capability approval
is under discussion. The A/MS IP core developed by the affiliated companies are also portable,
to ensure the continued supply of radiation tolerant building blocks for manufacture at suitable
foundries.

7 Future technologies for space electronics at ESA

Future activities at ESA aim at securing supply of radiation hard parts to the European space indus-
try, towards development of A/MS supply chain with the ECSS PCA standard and thanks to user
group support to 350nm CMOS technologies AMS/ON-SEMI/XFAB.

Particular focus shall be given to A/MS technology with radiation characterisation and mod-
elling, with development of ad-hoc “generic” Single Event Transients (SET) simulation tool. For
science missions (like the JUICE Jupiter mission) development of high radiation tolerance (Mrad)
D+A/MS technology with DARE/UMC is expected, together with extension of voltage range of
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DARE/UMC (to include CAN/LVDS interfaces on chip) and widening of A/MS building blocks
libraries for DARE/UMC.

Development, qualification and deployment of ASIC technology to European Foundries:
XFAB/ IHP/ LFoundry will be targeted to eventually provide full qualified (following standard
methods approved by European Committee for Space Standardization — ECSS — [4]) supply
chain to European electronic parts manufacturers and users (see [12, 13]). Full qualification of
D+A/MS 250 nm and 130 nm SiGe BiCMOS technology from IHP and 150 nm SOI CMOS tech-
nology from ATMEL and digital 65 nm CMOS technology from ST will be necessary to maintain
competitiveness for the high performance/low power devices (see [10, 11]).

Space grade 32bit microcontrollers are under development, to replace FPGAs in many designs

allowing flexibility and full control of design changes. European reprogrammable, rad tolerant
(SRAM) FPGA is under development from ATMEL.
ESA/ESTEC maintains and distributes under ESA licenses a small catalogue of digital IP cores,
which comprise typical digital functions used in space applications (space communication Teleme-
try and Telecommand (TMTC), Error Detection and Correction (EDAC), SpaceWire, CAN,
LEON2-FT sparc V8 processor, space On-Board Data Handling (OBDH), etc). ESA/ESTEC pro-
vides this “IP cores” service as an attempt to:

e counteract obsolescence and discontinuity of existing space standard ASICs, thus helping to
guarantee the availability of some key functions in a technology independent format (““soft
format”).

—10-
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Figure 7. The LEON-2 processor (ATMEL AT697F).

e reduce costs of large IC developments (e.g. Systems-on-Chip) by re-using already designed
and validated IC functions.

e promote and consolidate the use of standardized functions, protocols and/or architectures
(e.g. SpaceWire, CAN, TMTC, etc).

o centralize IP users’ feedback to improve quality of existing IPs and identify future needs.

The ESA IP cores can be licensed for space research and/or commercial use, under specific

conditions (depending on the IP ownership) to companies based in ESA member and participant
states.
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