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Abstract. While the BB84 protocol is in principle secure, real implementations
suffer from imperfections. Here, we analyse a free space BB84 transmitter,
operating with polarization encoded attenuated pulses. We report on
measurements of all degrees of freedom of the transmitted photons in order to
estimate potential side channels of the state preparation at Alice.
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1. Introduction

Quantum key distribution (QKD) [1], especially in terms of key growing, can offer, in principle,
a level of security [2] that cannot be reached with any classical method. When it comes to real
implementations, however, security proofs for ideal protocols might have to be extended in order
to also cover potential design flaws of a specific system. Otherwise, an adversary (usually called
Eve) might be able to gather information about the transmitted key, for example by employing
possible correlations between the different degrees of freedom of the photons that implement
the qubits. Thereby, Eve would not cause quantum bit errors and hence would not be revealed.
These so-called side channels are a major threat to the security of real QKD devices [3]–[5].
It is therefore essential to investigate QKD systems carefully with respect to their compliance
with the theoretical assumptions and idealizations in the security proofs.

In this work, the system in question is our freespace BB84 [6] QKD system extended
to decoy states [7]–[10]. For practical reasons the transmitter uses eight distinct laser diodes
to prepare the quantum states according to the protocol. The photons prepared by this QKD
transmitter then feature three degrees of freedom besides the polarization used for the protocol:
while remaining undetected by the BB84 protocol, an adversary can measure the spatial, spectral
and temporal properties of the photons. As the value of these degrees of freedom might differ
for the various laser diodes, their measurement would allow us to determine, with a certain
probability of success, the key bit of the sender. In order to determine a possible information
leakage in the case of distinct measurements on single transmitted pulses by an eavesdropper,
we therefore characterized the degrees of freedom in question of the transmitted pulses.

Even though this study analyses a particular system, the side channels described here can
also be found in other implementations: whenever different sources or signal pathways are used
to prepare the states in the transmitter, they might be distinguishable.

2. QKD setup

Our QKD setup, sketched in figure 1, implements the BB84 [6] protocol with polarization
encoded qubits. In the transmitter, faint pulses (λ = 850 nm) are prepared, avoiding the extra
effort for true single photon pulses. Therefore decoy states and the accordingly modified privacy
amplification [2] are used to secure the key distribution. These photonic states have to be
encoded in four different polarizations and with two distinct intensities, each. For that purpose
often Pockels cells and variable attenuators are used. We opted for a different solution to keep
hardware and electronics simple and also to enable an increase of the repetition frequency more
easily. The signal pulses (mean photon number per pulse µsignal) with relative linear polarizations
of 0◦, 45◦, 90◦ and 135◦ are generated by one laser diode each, mounted with its intrinsic
polarization aligned, respectively. Thus there is no need for fast polarization rotations. The
pulse intensities are calibrated digitally using a separate laser driver for each channel. Already
at a repetition frequency of 10 MHz, it is very hard to switch between different pulse intensities
electronically. This is why we decided to use a second set of four laser diodes for the decoy
pulses, calibrated for a mean photon number of µdecoy. When the system is used for QKD,
random numbers control which laser diode is to be used for a certain pulse according to the
chosen QKD protocol [8, 10].

Using eight laser diodes to encode the bit values obviously leads to side channels if
the emitted pulses are not perfectly indistinguishable: first of all, their spatial position and
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Figure 1. Simplified diagram of the Alice and Bob setup: D: cube housing the
laser diodes, F: fibre mode filter, Q: quarter- and half-wave plates for polarization
compensation of the fibre, BS: beamsplitter, CD: detector for calibration of mean
photon number, IF: interference filter, S: spatial filter consisting of two lenses
and a pinhole, I: iris, A: polarization analysing unit (bob module) as described
in [12].

orientation differ and might be exploited by an adversary. Therefore, in the Alice module, a
custom design of conical and pyramidal mirrors combines the light of the eight diodes into a
short piece of single mode fibre acting as a spatial filter [11]4. Next, a beamsplitter reflects parts
of the light into a single photon detector (silicon avalanche photodiode (APD)) for calibration
of the mean photon numbers. Finally, a telescope transmits the remaining photons to Bob. At
Bob’s site, incoming light is filtered very restrictively, both spectrally and spatially, and analyzed
afterwards with respect to its polarization in a randomly chosen basis. This takes place in the
actual Bob module (see [12]).

3. Information leakage through side channels

Eve might try to measure the spatial (X ), spectral (3) or temporal (T ) properties of the
transmitted pulses. If there are correlations of these degrees of freedom with the actual bit value
(B) encoded by Alice, Eve can use this side channel to gain knowledge about the key without
introducing errors. A quantitative measure of the amount of information, directly accessible by
a single, immediate measurement on one pulse, is the mutual information I (X : B), I (3 : B)

and I (T : B), respectively. Most likely, more information on the bit value can be gathered from
combined, e.g. temporal and spectral measurements, and even more sophisticated attacks. For
example, Eve could measure one or more of the degrees of freedom and then, depending on her
outcome, decide individually for every pulse whether to perform an intercept resend attack, to
block the pulse or just to guess the bit value. This, however, is beyond the scope of this work.

The definition of the mutual information (see e.g. [13]) for a random variable A and the bit
value (random variable B = {0, 1}) can be written as

I (A : B) = H(B) − H(B|A) (1a)

= −

∑
b∈B

p(b) log2 p(b) +
∑
b∈B

p(a)
∑
a∈A

p(b|a) log2 p(b|a) (1b)

where H(B) is the entropy of the random variable B and H(A|B) is the conditional entropy
between random variables A and B, and p(b) is the probability of b ∈ B and p(b|a) is the

4 The current design is an extension of the one used by our group in Tenerife/La Palma in 2006.
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Figure 2. Spatial measurement of the beam of faint pulses coming from the Alice
module. To obtain these beam profiles, the collimated beam was scanned with an
APD at a distance of 40 cm from the fibre mode filter.

probability of b under the condition a ∈ A. The definition by discrete sums is chosen because
the measurements of the transmitted pulses sample the continuous variables X , 3 and T in finite
intervals, given by the pixel size and the step width of our measurement scans (see figures 2–4).

In the experiments, it is now the task to determine the values of p(b|α). The measurements
investigating the physical properties of the eight diodes, however, provide us with the
conditional probabilities p(α|d) where d ∈ {H, V, +, −, Hdecoy, Vdecoy, +decoy, −decoy} denotes
the laser diode, α ∈ {x ∈ X, λ ∈ 3, t ∈ T }. To obtain p(b|α) instead we have to perform further
calculations.

As Eve will learn about the basis during sifting we have to treat two cases when
averaging p(α|d) in order to get the conditional probabilities p(α|b) with the bit value
b ∈ B. For this purpose we consider a decoy QKD protocol here that transmits both pulse
classes equally frequently [8] with pulse intensities µsignal = 0.3 photons pulse−1 and µdecoy =

0.35 photons pulse−1. We get

p{H V }(α|b = 1) =
1

N
(nsignal p(α|d = ‘H ’) + ndecoy p(α|d = ‘Hdecoy’)) (2a)

p{H V }(α|b = 0) =
1

N
(nsignal p(α|d = ‘V ’) + ndecoy p(α|d = ‘Vdecoy’)) (2b)

for the {H, V } basis and

p{+−}(α|b = 1) =
1

N
(nsignal p(α|d = ‘ + ’) + ndecoy p(α|d = ‘ +decoy’)) (2c)

p{+−}(α|b = 0) =
1

N
(nsignal p(α|d = ‘ − ’) + ndecoy p(α|d = ‘ −decoy’)) (2d)
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Figure 3. Single photon spectra of the eight transmitter diodes emitting short
pulses. The vertical lines indicate the mean value.

for the {+45, −45} basis with the number of pulses that actually contain at least one photon

nsignal = 1 − e−µsignal (2e)

ndecoy = 1 − e−µdecoy (2 f )

and the normalization

n = 2 − e−µsignal − e−µdecoy . (2g)

From (2a) one can see that using a decoy protocol that transmits the pulse classes not equally
frequently or that demands for height contrast in the pulse intensities may not be optimal with
the hardware described here.

Note that if Alice evaluates the decoy security parameters, whether a pulse is of signal or
decoy type is never published. Eve may, however, try to guess this information based on her
measurements and thereby try to compromise the decoy protocol. This case is not considered
here.

In order to get the values for p(b|α) in (1b), Bayes’ theorem is used in the form

p(b|α) =
p(b)

p(α)
p(α|b). (3)

For example, we now get for the mutual information between the wavelength and the bit value
Iβ(3 : B) with β ∈ {{H, V }, {+45, −45}} denoting the basis

Iβ(3 : B) = 1 +
∑
λ∈3

∑
b

pβ(λ|b)

2
log2

(
pβ(λ|b)

2 pβ(λ)

)
, (4a)
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where we already get H(B) = 1 as we expect the bit values to be equally distributed and totally
random: p(b) = 1/2. Finally, as both bases are used equally frequently, the average

I (3 : B) =
1
2(I{H,V }(3 : B) + I{+45,−45}(3 : B)) (4b)

is the actual mutual information accessible by a measurement as described. Here, we assume
mutual independence of the different degrees of freedom X , 3 and T . Obviously, this has to be
tested in the specific setups, too.

4. Measurements on the quality of state preparation in the transmitter

In order to obtain the conditional probabilities as required for (1b) we performed a series of
measurements on the pulses transmitted by Alice. All these measurements have been carried out
under authentic conditions, i.e. using the same electronic parameters and mean photon numbers
used during QKD runs. This implies that all analyses have to be performed at light levels below
the single photon level per pulse. We used passively quenched APDs, which have a quantum
efficiency of 30% including an interference filter (FWHM 10 nm at a wavelength of 850 nm)
mounted as entrance window. The time jitter of the APD diode together with the pulse shaping
electronics was found to be 600 ps. For the measurements of these detector characteristics,
downconverted photon pairs were used.

As described above, the usage of eight laser diodes in the Alice module, despite the many
benefits, leads to obvious security concerns: the different light sources can be, in principle,
distinguished spatially, by means of their wavelength or by a precise measurement of the pulse
delay with respect to the 10 MHz beat. We therefore made huge efforts to anticipate these side
channels right from the beginning. First, laser diodes with closely matching wavelengths were
chosen and their special ordering in the Alice module minimizes the remaining distinguish-
ability. The laser driver electronics features digitally programmable delay lines for each channel
in order to overlap all emitters temporally and, finally, spatial information is erased in the single
mode fibre. The following measurements are intended to quantify the remaining information
accessible via measurements on the transmitted pulses. For the evaluation of the information
leakage, we decided not to fit the acquired data to a model and not to use an integral form of
(1b) because local aberrations of single diodes cannot be resembled in the fit and therefore
would not contribute to the calculated mutual information. Evidently, Eve will especially search
for such distinguishabilities to determine the diode that produced a certain pulse.

Spatial measurements. Because of the short length of about 6 cm of the single mode fibre,
we had to check if there is still spatial information transmitted by the fibre cladding, i.e.
whether the fibre has enough attenuation on all higher modes. For this purpose we scanned
an intersection of the collimated beam at a distance of 40 cm after the fibre where the beam
diameter was 3 mm (full width at half-maximum (FWHM)) (figure 2). The diameter of the
sensitive surface of the APD used for this measurement is 500 µm. On this scale, we could
not find any correlations between the bit value B and the detection place X above the noise
level. The information leakage I (X : B), calculated (in analogy to (4a)) from the data in
figure 2, is of the order of 10−5 bits pulse−1.

Spectral. In order to determine the spectral distinguishability of the pulses coming
from eight different laser diodes, we acquired their emission spectra (figure 3) using
a single photon spectrometer with a resolution of 0.4 nm. The width of these spectra
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Figure 4. Time histograms of the transmitted pulses. Left: before adjustment,
right: maximum temporal overlap due to digitally programmable delay lines in
every channel.

is on average 2.6 nm and their mean is 849.49 nm with a standard deviation of
0.42 nm. The mutual information between the bit value B and the spectra 3 evaluates
to I{H,V }(3 : B) = 6.3 × 10−3 bits pulse−1 and I{+45,−45}(3 : B) = 6.8 × 10−3 bits pulse−1

(average: I (3 : B) = 6.6 × 10−3 bits pulse−1) (4a).

Temporal. The temporal overlap between the pulses from different laser diodes can be
maximized in our system by digitally programmable delay lines with a resolution of better
than 50 ps. We measured a histogram of pulse delays T relative to the 10 MHz beat for
each diode by focusing its pulses onto an APD (see figure 4). The electronic pulses were
registered with an oscilloscope with an additional time jitter of about 40 ps. Given the time
resolution of the detectors, we can infer the pulse length of all diodes to be well below
1 ns (FWHM). The statistical analysis led us to a mutual information between the bit value
and the detection time of I (T : B) = 2.8 × 10−3 bits pulse−1 as an average over both bases
(I{H,V }(T : B) = 2.6 × 10−3 bits pulse−1, I{+45,−45}(T : B) = 3.0 × 10−3 bits pulse−1).

5. Conclusions

Our experiments allow for an estimation of the amount of information a single measurement
of one degree of freedom of a transmitted pulse can provide about the value of the sent
keybit. Considering the above values for I (X : B), I (3 : B) and I (T : B) the according
information leakage arising from the usage of eight separate laser diodes is small compared to
the information leakage indicated by the QBER or the contribution of pulses with more than one
photon. The analysis presented here gives a first indication of the possible information leakage,
as Eve was allowed only to perform measurements on the side channels but not to manipulate
the quantum channel depending on her measurement results. If Eve is allowed such conditional
attacks, she can gather more information. This is, however, beyond the scope of this work but
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could be examined along the lines of [2]. In either case, the information leakage can be further
reduced by narrower spectral filtering or shorter gate windows. Yet these countermeasures
would require temperature-stabilized diodes and filters or novel faster timing circuits.

The design of the transmitter presented here, however, has already been demonstrated to
be well suited for freespace QKD as it allows for simple electronics and small formfactor, while
potential weaknesses of this approach involving distinct laser diodes can be kept under control.
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