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Abstract. Group communication systems simplify the development of fault-tolerant
distributed applications; however, concerns exist about the performance and
overheads associated with such systems. This paper presents measurements of
the performance of the Totem group communication system, operating on a single
local-area network (LAN) and on multiple LANs interconnected by gateways. The
Totem system runs in user space with standard commercial off-the-shelf (COTS)
software and hardware. For 1 kbyte messages, a throughput of over 5000
messages per second has been measured for Totem on a single LAN, and an
aggregate throughput of 10 000 messages per second has been measured for
Totem on three LANs. At 2000 messages per second, the message latency is less
than 3 ms. The paper also discusses some of what has been learned in
engineering a group communication system for high performance.

1. Introduction

Many critical distributed applications require fault toler-
ance, but fault tolerance is difficult to program because
information replicated on multiple computers must be kept
consistent despite asynchrony and faults. Multicast group
communication systems provide a foundation upon which
fault-tolerant distributed applications can be built. By plac-
ing a total order on the delivery of messages, these systems
make it easier to maintain the consistency of replicated in-
formation.

In the past, a disadvantage of group communication
systems has been their poor performance because

• Messages must be delivered to, and acknowledgments
must be obtained from, many destinations potentially
leading to many messages.

• If several sources transmit in rapid succession to the
same destinations, their receiver input buffers may
overflow and messages may be lost.

• The need to deliver messages in order may delay some
messages until other messages are delivered.

Improved designs of group communication systems, and
improved hardware, have reduced the effects of these
problems. While the hardware broadcast mechanisms of
local-area networks (LANs) reduce the number of messages
transmitted, clever acknowledgment mechanisms reduce the
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number of acknowledgments, and effective flow control
mechanisms ensure that very few messages are lost.

Nonetheless, careful design of the algorithms and fine
tuning of the implementation are required to achieve high
performance under realistic conditions. With modern
high-clock-rate processors and a slow 10 Mbit/s Ethernet
LAN, even a naive group communication system can
achieve high utilization of the communication medium. A
fast processor, carrying no application load, can process
messages faster than a 10 Mbit/s Ethernet can deliver
them and, thus, there is no risk of message loss in
the input buffers. The performance of the protocol is
determined by the media access control mechanisms of
the LAN, and the mechanisms of the protocol are largely
irrelevant. Therefore, it is more appropriate to evaluate
a group communication system using a heavily loaded
processor or, alternatively, using a communication medium
that is faster than the processor, such as a 100 Mbit/s
Ethernet. The efficiency of the protocol implementation
and the effectiveness of the flow control mechanisms can
then be evaluated more effectively. When the group
communication system is used in a real application,
adequate processor cycles must remain available for the
application.

The Totem group communication system is a suite of
multicast protocols that are designed to support complex
high-performance fault-tolerant distributed applications.
For such applications, many activities are processed
concurrently and each activity must spend a significant
amount of time waiting in queues for resources, processing
or communication. The most important performance
parameters are throughput (high throughput reduces
queueing delays) and latency (delay) from message
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origination by an application process to message delivery
to an application process under high load. Storage
requirements for message buffering are also important.
However, with the large inexpensive memories of
computers (which are increasing in size at least as rapidly
as processors and LANs are increasing in speed), storage
requirements are rarely a limiting factor.

When multicasting 1 kbyte messages, Totem readily
achieves a throughput of over 5000 messages/s on a
single LAN and an aggregate throughput of 10 000
messages/s on three LANs. To the best of our
knowledge, no prior publication of a reliable totally ordered
group communication system has given performance
measurements that exceed 1000 1 kbyte messages/s when
run in user space with standard commercial off-the-shelf
(COTS) software and hardware. Several systems (see the
related work) are reported to achieve about 1000 1 kbyte
messages/s using fast processors and a 10 Mbit/s Ethernet.

Moreover, Totem achieves a latency of 2.664 ms at a
throughput of 1997 messages per second. Prior publications
of other reliable totally ordered group communication
systems exhibit similar latency but only under zero load.
At realistic loads, their latencies are much larger and none
achieves 2000 messages/s at any latency. However, the
lack of a common hardware platform and similar operating
conditions makes it difficult to compare the performance of
different group communication systems, and implementing
such a system is a major task. Therefore, we do not give
any further detailed comparisons of the performance of
various group communication systems; rather, we present
the results we have obtained for Totem with various settings
of the parameters and various configurations.

The remainder of this paper is organized as follows. In
section 2 we highlight the relevant aspects of the Totem
system, in particular, the key mechanisms for message
ordering in the single-ring and multiple-ring protocols. In
section 3 we present the performance results obtained for
each of the protocols in terms of throughput and latency.
Section 4 describes the methodology used for measuring
the latency, and section 5 discusses factors that determine
the performance of group communication systems. Section
6 presents related work, and section 7 concludes the paper.

2. The Totem system

The Totem system is a suite of multicast group
communication protocols with a hierarchical structure that
operates over a single LAN or over multiple LANs
interconnected by gateways. The Totem single-ring
protocol provides reliable totally ordered message delivery
and membership services on a single LAN. The same
services are provided by the multiple-ring protocol for
multiple LANs.

The Totem process group layer allows messages
to be addressed to specific process groups and to be
delivered to the processes that are members of those
groups. Typically, a distributed application consists of
many, possibly intersecting, process groups. Each process
group may span several processors and several LANs.
Messages need only be transmitted to LANs hosting

relevant processes. Moreover, processors that do not host a
particular process group, but receive messages broadcast to
that process group, filter such messages before delivering
them to the application. The multiple-ring protocol exploits
such knowledge to improve the overall performance.

In Totem, messages are delivered to a process in a
system-wide total order, but processes receive only those
messages that are relevant to it. A system-wide total
order allows processes in intersecting process groups to
communicate without inconsistencies in the message order.
Consistency of message delivery is guaranteed even when
processes or processors fail and recover, and when networks
partition and re-merge.

Totem provides two levels of message delivery, called
agreed and safe. A processor can deliver a message in
agreed order only if it has already delivered all prior
messages in the total order. A processor can deliver a
message in safe order only if it can deliver the message in
agreed order and it determines that the message has been
received by every other processor to which the message was
addressed and multicast. When a processor determines that
a message has become safe on its local ring, it can reclaim
the buffer space used by that message, because it will never
need to rebroadcast the message subsequently. Several
other group communication systems describe a message as
stable, with a meaning generally similar to safe delivery in
Totem. However, the termstable is also used for several
other, entirely distinct, concepts within distributed systems.

We now give a brief description of the Totem single-
ring and multiple-ring protocols; more details can be found
in [1, 2, 5, 19].

2.1. The Totem single-ring protocol

The Totem single-ring protocol uses a logical token-passing
ring imposed on a broadcast domain to achieve reliable
totally ordered delivery of messages. The token is a special
message transmitted point-to-point that contains reliable
delivery and total ordering information. The fields of the
token include:

seq—the highest sequence number of any message
broadcast on the ring (a high-water mark)

aru—a sequence number used to determine whether all
processors have received all messages up to the
message with this sequence number (a low-water mark).

To broadcast a message, a processor must possess
the token. On receipt of the token, a processor first re-
broadcasts any messages requested in the token. It then
broadcasts its own new messages, incrementing theseq
field of the token to obtain the message sequence numbers.
Lastly, the processor updates the token and transmits it to
the next processor on the ring.

If a processor has not received all messages up to the
message with the sequence number contained in thearu
field of the token, it reduces thearu accordingly. The
processor that most recently lowered thearu can raise it
again, except whenseq and aru are equal. If the token
makes a complete rotation without thearu being lowered,
a processor can be certain that all processors on the ring
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have received all messages up to that sequence number, i.e.
that those messages are safe on the ring.

Gaps in the message sequence numbers denote missing
messages; the retransmission of those messages is requested
in the token. A message is delivered by the single-ring
protocol to the multiple-ring protocol in sequence number
order as soon as the conditions for delivery in agreed or
safe order are met.

Totem’s flow control mechanism limits the number of
messages that a processor can broadcast when it holds
the token. The flow control mechanism is based on two
limits: the number of messages that can be broadcast by
any one processor during a single token visit and the total
number of messages that can be broadcast by all processors
during a single token rotation. This mechanism ensures
that the input buffers at the destinations seldom overflow.
Moreover, when there are no messages broadcast on the
ring, the rate at which the token circulates is reduced.
Further details about Totem’s flow control mechanism can
be found in [1, 5].

2.2. The Totem multiple-ring protocol

Because a single token ring does not scale well, Totem
includes a multiple-ring protocol that operates on top of the
single-ring protocol over multiple LANs interconnected by
gateways. The multiple-ring protocol scales much better.

In addition to the fields of the token for the single-ring
protocol, the token now contains:

timestamp—a timestamp, obtained from a local Lamport
clock

The timestamp is used to determine the system-wide
total order on messages. Thus, when a processor receives
a message or the token whose timestamp exceeds the value
of its local Lamport clock, the processor advances its clock
to a value greater than that timestamp. When a processor
broadcasts a message or forwards the token, it uses the
value of its Lamport clock as the timestamp of the message
or token and increments the clock.

Messages are delivered by the multiple-ring protocol
to the process group layer in timestamp order, ensuring the
same delivery order at all processors system-wide. Before a
processor can deliver a message in timestamp order, it must
know that it has already received all relevant messages,
from all of the connected rings, with timestamps less than
the timestamp of the message. The multiple-ring protocol
exploits the reliable delivery of the single-ring protocol for
that knowledge.

On each ring, messages are generated with increasing
sequence numbers and timestamps. The gateways forward
messages in sequence number order from one ring to the
next. Messages that are not needed in the direction of
the forwarding are filtered by the gateways. A forwarded
message is given a new sequence number for the next
ring, so that it can be reliably delivered on that ring. The
timestamp, however, remains unchanged.

Each processor maintains amy guarantee vector
with an entry for each ring in the network, containing the
highest timestamp of all of the messages received from

that ring. The message with the lowest timestamp among
all of the undelivered messages can be delivered in agreed
order, provided that its timestamp is less than all of the
timestamps in that vector, because no messages with lower
timestamps will be received subsequently. A gateway
periodically generates aGuarantee Vector messagefor each
ring to which it is attached, containing a copy of that ring’s
my guarantee vector.

A messagem can be delivered in safe order if a
Guarantee Vector message has been received, from every
other ring, reporting receipt of a message from the source
ring of m with a timestamp at least equal to the timestamp
of m.

2.3. Implementation

The code for the Totem group communication protocols
is written in the C programming language, and runs in
user space on Sun workstations, running SunOS 4.x and
Solaris 2.x with standard Unix System V calls, on 10 and
100 Mbit/s Ethernets. The code uses standard System V
calls, standard network interfaces, and does not preempt
the regular process scheduling of the operating system. The
protocols have also been ported to HPs, running HPUX,
and to PCs, running Windows NT and is easily ported to
other platforms.

3. Performance results

The measurements given here are for Totem running on
Sun 1170 and Sun 2200 workstations, running Solaris
2.5.1, on 100 Mbit/s Ethernets. The three topologies
for which the measurements were taken are shown in
figure 1. The single-ring topology consists of nine Sun
1170 processors on a single 100 Mbit/s Ethernet. The two-
ring topology consists of eight Sun 1170 processors, with
four processors on each of two 100 Mbit/s Ethernets, and a
Sun 2200 as the gateway connecting the two Ethernets. The
three-ring topology consists of nine Sun 1170 processors
spread across three 100 Mbit/s Ethernets, with two Sun
2200s as the gateways. All of the Sun 1170 processors
generate and receive messages concurrently, except when
the measurements were taken for a single sender. In this
case all of the processors receive messages, but only one
of them generates messages. The Sun 2200 gateways
receive and forward, but do not generate, messages. All
messages are transmitted to, and ordered by, all processors
on the same LAN. The probability that a message must
be forwarded through a gateway to an adjacent LAN is
determined by a parameter.

For the measurements, a message size of 1 kbyte
was used; the message size is the actual payload in an
Ethernet packet, and does not include either the 46 bytes
of UDP/IP/Ethernet packet header or the 68 bytes of Totem
header. All of the performance results are based on the
transmission of 100 000 messages. During a typical run,
100 to 1000 messages out of the 100 000 messages were lost
and had to be retransmitted. These losses were probably
due to unavoidable competing traffic on the Ethernet and
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Single Ring Two Rings

Three Rings

Figure 1. The three topologies used for the
measurements.

to unavoidable competing activities within the operating
system.

All of the measurements were performed for a
deterministic message generation process. Each processor
broadcasts messages at the maximum rate allowed by the
flow control mechanisms, and has a full window size of
messages to broadcast each time it receives the token. No
measurements were made for a Poisson message generation
process because the overheads and inaccuracies of the Unix
timer delay mechanism preclude the use of such a process,
even at 1000 messages/s.

We now give performance measurements for the
Totem single-ring and multiple-ring protocols in terms
of throughput, latency and useful utilization, defined as
follows:

• Throughput—the total number of new messages
broadcast and delivered in the network

• Latency—the time from origination of a message by
the application until delivery, in total order, to the
application at another processor

• Useful utilization—the percentage of the bandwidth of
the network that is used for user data, discounting
message headers.

3.1. The Totem single-ring protocol

3.1.1. Throughput Figure 2 shows the throughput and
utilization for the single-ring protocol as a function of
message size. The throughput is the total number of new
messages delivered by the single-ring protocol at each
processor. A different window size was used for each
message size to obtain the best throughput for that message
size. The window sizes ranged from 10 for 1400 byte
messages, to 22 for 100 byte messages. The throughput
measured was 5364 messages/s for 1000 byte messages,
and 6951 messages/s for 100 byte messages. The useful
utilization of the Ethernet, discounting message headers, is
also shown in the graph. The maximum useful utilization
was 55.76% for 1400 byte messages.

Figure 3 shows the throughput in number of ordered
messages per second, as a function of message size,
when message packing is used. Here, instead of each
small message being sent separately with its own header,
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Figure 2. Throughput and utilization as a function of
message size for the single-ring topology.
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Figure 3. Throughput as a function of message size with
and without message packing for the single-ring topology.
Note the logarithmic scale on the vertical axis.

several small messages are packed into one large message
with a single message header and two byte separators
between them. Many applications use messages of
100 to 200 bytes. For 100 byte packed messages, a
throughput of 59 577 messages/s was measured and, for
four byte packed messages, a throughput of 607 576
messages/s was measured. The throughput with packing
is compared with the throughput for unpacked messages
in the figure. Note the logarithmic scale on the vertical
axis. For small messages, different window sizes were used
when transmitting packed messages and when transmitting
unpacked messages, as explained in [20]. Even though
the raw window size for packed messages is less than
the corresponding window size for unpacked messages, the
effective window size is greater, yielding better throughput
for packed messages.

The effect of varying the window size on the throughput
is shown in figure 4. These results are for all of the
processors multicasting 1 kbyte messages. As the window
size increases, the throughput also increases until a window
size of 13 is reached. The decrease in throughput when
the window size increases beyond 13 is probably due to
message loss from input buffer overflow and consequent
increase in the number of retransmissions. It is evident that
any window size between 7 and 14 yields good throughput.

Figure 5 shows the throughput as a function of the
number of processors for all processors sending messages
and for only one processor sending messages, for 1 kbyte
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messages. There is a slight degradation in going from
multiple senders to a single sender. The optimal window
sizes for multiple senders and a single sender vary by only
one or two. Consequently, with a single sender, efficiency
drops as the token must pass through an increasing number
of non-senders.

3.1.2. Latency Figure 6 shows the mean latencies to
agreed and safe delivery, as well as the token rotation time,
as a function of the number of processors on the ring for
a window size of one. The mean latency is the average
time from origination of a message by the application
until delivery, in total order, to the application at another
processor, and includes the time waiting for the token to
arrive before the message can be sent. The token rotation
time includes the time to broadcast messages at each of the
processors, as well as the time for the token to traverse the
ring.

The mean latency for agreed delivery on a single ring is
approximately one message transmission latency plus half
a token rotation. The mean latency for safe delivery on
a single ring is approximately one message transmission
latency plus two token rotations (half a rotation for the
sender to receive the token, half a rotation for the receiver
to receive the token, and one more rotation for the message
to become safe). The latency to safe delivery is important
not only because an application may need safe delivery for
critical operations, such as committing transactions, but also
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Figure 6. Latencies as a function of the number of
processors for a window size of one for the single-ring
topology.
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because a message may need to be retransmitted and thus
cannot be discarded from the buffers until it becomes safe.
The latency to safe delivery multiplied by the throughput
determines the required buffer sizes.

Figure 7 shows the same quantities but as a function
of throughput and measured for a ring of nine processors.
The throughput is varied by varying the window size. Note
that the latency to agreed delivery remains reasonable even
up to very high loads. For the graphs shown in figures 6
and 7, 1 kbyte messages were used and all processors on
the ring were broadcasting messages.

3.1.3. Token rotation time We also measured the token
visit time for an unloaded system. This is the time for a
processor to receive the token, process it, and then transmit
it to the next processor on the ring. It includes two context
switches between the kernel and the Totem code, the time
required by Totem to process the token, and the time spent
by the token on the Ethernet. This time was measured to be
240µs, which is independent of the number of processors
on the ring. Thus, the token rotation time on an unloaded
system is 240∗Nµs, whereN is the number of processors
on the ring.
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3.2. The Totem multiple-ring protocol

3.2.1. Throughput Figure 8 shows the throughput for the
single-ring, two-ring and three-ring topologies, for 1 kbyte
messages, as a function of the probability that any particular
message is forwarded by the gateway. The throughput is
the total number of new messages multicast to, and ordered
by, all of the processors to which they were multicast. For
the multiple-ring topologies, a gateway does not generate
any new messages of its own; it merely forwards the
other processors’ messages from one ring to the next. For
the single-ring topology, all of the processors send and
receive messages. The forwarding probability applies only
to the multiple-ring topologies, and not to the single-ring
topology. Different window sizes are used for different
forwarding probabilities to obtain the best throughput at
that forwarding probability.

A throughput of 7993 1 kbyte messages/s was obtained
for the two-ring topology and a forwarding probability of
0.1, which exceeds that of the single ring for all forwarding
probabilities less than 0.5. For the three-ring topology and
a forwarding probability of 0.1, a throughput of 10 086
1 kbyte messages/s was obtained. This is higher than that
for both the single-ring and two-ring topologies.

3.2.2. Latency Figures 9 and 10 compare the mean
latencies to agreed and safe delivery, respectively, for
the three topologies, as a function of throughput, for
a forwarding probability of 0.1. It is evident that the
improvement in latency for multiple-ring topologies is more
pronounced for higher loads. As in figure 6, the throughput
is varied by varying the window size. The advantage of
the multiple-ring topologies is evident, especially for safe
delivery.

With the small number of processors available in our
laboratory, the advantage of multiple-ring topologies is
most evident for low forwarding probabilities. At higher
forwarding probabilities, the benefits of the multiple-ring
topologies become more evident for larger numbers of
processors. Figures 11 and 12 show the probability density
functions for the latencies to agreed and safe delivery,
calculated using a detailed analytic model [23]. Results
are given for 40 processors on a single ring, on two
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rings with a gateway, and on four rings in a ring-of-rings
topology with four gateways, for a forwarding probability
of 0.6. The message generation process is Poisson, and the
aggregate throughput is 2000 new messages/s. As these
graphs indicate, with multiple-ring topologies, both the
mean latency and the variation in the latency are reduced,
a characteristic of value in soft real-time systems.

The performance gain of the multiple-ring topologies
over the single-ring topology is quite evident from these
graphs. These graphs support the design philosophy that
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we espouse, i.e. structure the application intelligently, so
that the processes within a process group are assigned to
processors on the same ring, and exploit the principle of
locality, so that few messages need to be forwarded between
rings.

4. Methodology for measuring the latency

Accurate measurement of one-way latencies in a distributed
system is a difficult and challenging task. The very fact
that extra processing must be performed to measure the
latency distorts it! Moreover, messages are originated in,
and delivered to, different processors, and the clock skews
between the different processors affect the measurements.
Round-trip latencies, on the other hand, are easy to
measure, but less useful for the design of distributed
applications.

In many systems, the clock skew between the different
computers in the system does not vary significantly over
time. A group of workstations, connected by a single LAN
such as an Ethernet, or multiple interconnected LANs that
are confined to the same geographical area, is an example
of such a system. For such systems, we can eliminate the
clock skew in the latency measurement through calculation.

In the first method of measuring the latency, a
processor, sayp1, appends its current clock value,
say transmit time, to the message being transmitted.
The destination processor, sayp2, reads its own clock
immediately after receiving the message. The difference
between the two clock readings is the message delivery
latencyLi plus the clock skewS. Summing these latencies
overM messages, processorp1 measures

L1 =
∑
M

(Li + S)

and processorp2 measures

L2 =
∑
M

(Li − S) .

If M is large enough, we can estimate the mean latencyL

as

L = L1+ L2

2 ∗M .

For more than two processors in the system, each of
them maintains an array of latencies for messages received
from the other processors. These arrays allow us to

determine the mean latency in the system as a whole. In
our system, this method allows us to measure latencies with
an error of less than 10µs.

Complications can arise when measuring the communi-
cation latency for systems with variable clock skews. Sys-
tems in which the processors do not have reasonably stable
clocks, systems with computers spread far apart geograph-
ically, and systems in which the latency must be measured
over a long period of time, all fall into this category. For
such systems, the clock skews can be eliminated provided
that only the readings of a single processor’s clock are com-
pared.

In the second method of measuring the latency
(as in the first method), a processorp1 appends the
transmit time to the message being transmitted. Each
processor also records thetransmit time of the last
message received from each of the other processors in
a transmit time array, as well as the time when
that message was received in alocal delay array.
Whenever a processorp2 broadcasts a new message, the
transmit time array and thelocal delay array are
also appended to the message. This information allows any
other receiving processor, such asp1, to calculate the delay
atp2 between the receipt of a message and the transmission
of the next message. Note that the transmission of the two
arrays with each message adds overhead and may decrease
the accuracy of the measured latency.

More specifically, suppose that processorp1 broadcasts
messagem1 at timeT1, which is received by processorp2 at
time T2. Processorp2 then broadcasts messagem2 at time
T3, which is received byp1 at time T4. We can estimate
the mean one-way communication latencyL by

L = (T4− T1)− (T3− T2)

2
.

Note that the clock valuesT1 and T4 are read by
p1 and that the clock valuesT2 and T3 are read byp2.
Only the differences in the clock values read by the same
processor are computed, thereby preventing problems that
might otherwise arise due to clock skews and variations in
the clock skews. In our system, this method allows us to
measure latencies with an error of less than 15µs.

5. Factors that determine performance

We now discuss some of what we have learned while
engineering Totem to achieve high performance.

First, a low message loss rate is essential for high
performance. Message loss and resulting retransmissions
waste network bandwidth and processor cycles, and delay
the ordering of messages. At high load there are
two primary causes for message loss on the Ethernet:
collisions on the Ethernet and input buffer overflow at the
destinations. Input buffer overflow occurs when messages
are broadcast faster than a receiver can process them.

In Totem, collisions on the Ethernet are prevented
by allowing only the processor holding the token to
broadcast messages. Even then, flow control is required
to avoid input buffer overflows. The rotating token
and its window mechanism provide each processor with
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accurate information about other processor’s broadcasts
and thus about their demands on buffer space. In
Totem, an appropriate choice of the window size can
almost completely eliminate input buffer overflow. An
alternative flow control strategy is presented in [4].
Such strategies allow multiple processors to broadcast
concurrently, and thus operate with incomplete information
about the broadcasts of other processors. This makes it
more difficult for the flow control algorithm to prevent
buffer overflows under heavy loads. The simple flow
control algorithm used in Totem yields high throughput and
reasonably low latencies under heavy loads.

Some of the better performance figures that have been
reported by other researchers use large window sizes, in
the range of 20–30, even for 1 kbyte messages. Large
window sizes permit increased throughput at the expense of
increased latency. Totem achieves excellent performance,
even for small window sizes, for 1 kbyte messages; for a
window size of two, a throughput of over 3000 messages/s
and a latency of 3.43 ms were obtained.

Effective buffer management requires that every
processor knows that every other processor has received a
message, so that it will not need to retransmit the message
and thus can delete the message from its input buffers.
Without such information, both reliable operation and
buffer management become impossible. It is essential that
every processor should transmit, quite frequently, at least
an acknowledgment of the messages it has received. This
is achieved by the circulating token in the Totem single-
ring protocol and by the Guarantee Vector messages in the
Totem multiple-ring protocol. The token also provides a
heartbeat mechanism to allow rapid detection of faults.

High performance depends critically on a high-quality
network interface. Currently, we are using the SunSwift
FEPS 100 Mbit/s interface, which is quite good. Our
experience with prior interface cards indicates that a better
network interface can yield a factor of two or three
improvement in performance.

In the past, much attention has been given to
buffer management and message copying. Elaborate
communication kernels have been designed to minimize the
costs of these activities. Recent operating systems have,
however, optimized commonly used buffer management
system calls, such asbcopyandmalloc. The time spent in
these calls is now quite small and is not a significant factor
in the performance of Totem. Rather, the performance of
Totem appears to be determined almost entirely by context
switching. Context switches from user space into the kernel
and then back to user space are made whenever a message
is received. Because the token is processed in user space,
each token requires four context switches, two to receive
the token and two to transmit it. In contrast, an ordinary
message requires two context switches. For example, the
time to broadcast a 1 kbyte message is approximately 110
µs, which is slightly less than half the token visit time of
240µs. Unfortunately, faster processors do not necessarily
provide proportionately faster context switching.

Contrary to popular belief, today’s group communica-
tion systems are limited by the processor, rather than by

the communication medium. Network performance has re-
cently been improving more rapidly than processing capa-
bilities. Today, 100 Mbit/s Ethernet exceeds the capability
of expensive workstations, even when those workstations
are devoted 100% to communication. Because most users
will wish to allocate the bulk of their processing resources
to the application, rather than to the group communication
protocol, it is unlikely, for several years to come, that pro-
cessors will become fast enough to render inadequate the 1
Gbit/s Ethernet now being developed.

It is certainly possible to build systems of greater
generality than Totem that can be tailored to the specific
needs of individual applications, but such an approach
does not necessarily lead to higher performance, even for
applications that require a lesser service than total ordering
of messages. Protocols like those of Totem, that have
been carefully engineered and optimized to provide a single
service very efficiently, can easily outpace more general
protocols whose design and interfaces must retain more
complexity to maintain that generality. Simpler algorithms
with fewer options operate better.

Further performance results and discussion of perfor-
mance engineering of group communication systems can
be found in [8].

6. Related work

Reliable ordered group communication protocols can be
classified as symmetric or asymmetric, depending on
whether all nodes play the same role or some nodes are
distinguished from others. The most symmetric protocols
are those based on a causal order, discussed below. Clearly
asymmetric are the static sequencer protocols, such as
that of the Amoeba system [15, 16], in which messages
are transmitted point-to-point to a central sequencer which
multicasts them in order. Kaashoek and Tanenbaum
have provided extensive performance measurements for
Amoeba. Disadvantages of the central sequencer approach
are that all messages are transmitted twice and that the
sequencer may be a bottleneck and a single point of failure.

Part way between symmetric and asymmetric protocols
are the rotating sequencer protocols. Here there are two
major subclasses, the sequencing acknowledgment strategy
and the token strategy. In the sequencing acknowledgment
strategy, first described by Chang and Maxemchuk [9],
processors broadcast messages at will, and unordered. One
processor acts as a sequencer. It determines an order on
the messages it has received and broadcasts a message
that communicates that order to the other processors.
Periodically, the role of the sequencer moves from one
processor to the next in a predetermined order. Sequencer-
based protocols exhibit low latency at low loads but suffer
from flow control problems at high loads.

Several reliable ordered multicast protocols have been
developed using the sequencer approach. While the
Amoeba protocol does not rotate the sequencer, the RMP
protocol [14] of Jia, Kaiser and Nett and the RMP protocol
[26] of Whetten and Kaplan do rotate the sequencer.
Performance measurements have been provided for both
of those protocols. Another alternative is the Pinwheel
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protocol [11] of Cristian and Mishra. Extensive simulations
have been undertaken by Cristian, de Beijer and Mishra to
compare four reliable ordered multicast protocols [10].

The use of a circulating token to sequence ordered
multicasts was first described by Rajagopalan and
McKinley [21]. This technique has been extensively
developed in the Totem single-ring protocol. In these
protocols, only the token holder is allowed to broadcast
messages, and to determine the order of messages that
it broadcasts. Token-ring ordered multicast protocols can
provide high throughput, good flow control, and rapid
detection of faults. However, the latency increases linearly
with the size of the ring.

Some interesting variations of the token-based protocols
are van Renesse’s Total protocol [24, 25] and the On-
demand protocol [3] of Alvarez, Cristian and Mishra.
The token moves in response to requests for the token,
avoiding visits to sites with nothing to transmit so as to
reduce the latency. Buffer management is, however, more
difficult. Measurements have been provided for both the
Total protocol and the On-demand protocol.

Another strategy is developed in the Newtop protocol
[13] of Ezhilchelvan, Macedo and Shrivastava and
the Hybrid protocol [22] of Rodrigues and Verissimo.
These protocols are designed for systems in which
some communication links are much slower than others.
Typically, a rotating sequencer circulates through sites
connected by high-speed links. Sites connected by low-
speed links transmit their messages point-to-point to one of
the sequencer sites, where they are ordered and multicast.
Rodrigues and Verissimo have provided simulation results
for their Hybrid protocol. Totem also uses a hybrid
approach in its use of both single-ring and multiple-ring
protocols.

Ordered multicast protocols based on the formation
of a causal order are elegant, but suffer from high
computational costs. The few performance measurements
that are available clearly indicate that they are eclipsed
by the sequencer and token-based approaches. Birman’s
Isis system [6, 7] derives the causal order from a vector
clock, which is effective for small groups. The Consul
protocol [17] of Mishra, Peterson and Schlichting, and
also the Trans protocol [18] of Melliar-Smith, Moser and
Agrawala and its derivative, the Lansis protocol [4, 12] of
Amir, Dolev, Kramer and Malki, form the causal order
from acknowledgments embedded in messages. The Total
total ordering protocol implemented on top of Trans, and
the Toto protocol implemented on top of Lansis, have
the interesting characteristic that they continue to order
messages even in the presence of faulty processors. All
of the other ordered multicast protocols cited above block
in the presence of processor faults until a membership
algorithm has detected the fault and removed the faulty
processor.

7. Conclusion

Fault-tolerant distributed applications are becoming steadily
more important. As the price of computers is reduced
and the performance of LANs is increased, the primary

limitation on the widespread use of fault-tolerant distributed
applications is the difficulty and cost of programming
them. Multicast group communication systems, particularly
those that provide reliable totally ordered message delivery,
can reduce that cost. Unfortunately, some prior totally
ordered group communication systems have exhibited
poor performance, which has limited their use in real
applications.

The Totem group communication system has been
designed for high performance and low overheads. Totem’s
totally ordered multicast messages make the programming
of distributed systems easier, and remove many of the
prior concerns about performance. It should now be
possible for real applications to benefit from the reduced
programming costs made possible by group communication
systems. The lessons learned in engineering Totem to
achieve high performance will also be applicable to other
group communication systems.
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